He0ankoBckasi KpeAUTHAsA OPraHU3aIUs AKIMOHEPHOe 0011ecTBO

«HAIIMOHAJIBHBIA PACUETHBIN JEITO3UTAPUN»

PykoBOJICTBO 10 YCTAHOBKE M HACTPOIiKe
MPOrpaMMHOI0 00ecreYeHus

HNuterpaunonnsiii nuio3 310 HP/L.

MockBa, 2024



COLOEPXAHWE

1. HaSHAUYEHME [OKYMEHTA .. .ccuuuieiiiiiiiaeeeetiaeeeeetiaeeeeeta s e e e eett e e e s eesa e aeseesa s eeeeesnnaeeeeennns 4
B 070 ) 4o = 11T (=Y 2 = ISP 4
G T 1= o Y 1 PSP 4
4.  CCbINTKM HA OOKYMEHTDBI ...uuiieeiiiiiiiiiiiieeeeeeeeeeetetataeeeeeeeeeesssssaaeaeeeeeessssssnanaeaaeseenennns 5
5. O6wwme cBegeHus o npunoxeHmn MHterpaunonHsin wno3d (UMW) ... 7
6. TEXHUYECKNE TPEOOBAHUS. ... ... e eieeeeiiiiee e e e e e et e e e e e e e e e e e e e e e e e e e a e aeeeas 8
6.1. PekomeHayemble TpeboBaHMs K paboydert CTaHLUN NN CEPBEPY ....ccevvvveeeeeeennn. 8
6.2. PekomeHayemble TpeboBaHUSA KOC U TTO ... 8
6.3. O6ecnedeHne pgoctyna K pecypcam HPL ... 9
6.4. PekomeHgauun no pabote ¢ harinamm 6OMbLNX PASMEPOB ........ccevvvveeeeeeennn. 11
7. YCTAHOBKA VLU ... e e e 12
7.1.  YctaHoBka VLU napannenibHO € OLU ... 12
7.2. C kaknmun CYB pabotaeT ULL ..........oooviiiiiiiiiiiieeee 12
7.3, VHCTaNnATOP UILLL... ..o e e 13
7.3.1 YctaHoBKa VLU MO WINAOWS.......covniiii it 13
7.3.2 YCTAHOBKA VLU MOM LINUX...uiiiniiiiiiiiiecee e et e e et e e e e anaeean 15

8. BaANYCK UL ... 19
S TR o F= T o o 7= 1 /7 1 1 P 21
9.1, HAaCTPOMKU B ...t eaaens 22
0.2, OBLLMNE HACTPOMKM ...evviieeeeeeeeieeiiiie e e e e e e eeeeeaaaaa s e e e e e e eaeeaassa e e e eeaeeeeeanannneeaeees 24
9.3.  HaCTPOMKM MPOKCU-CEPBEPA. .....uuvuunnieeeeeeeeeeiiiiiiaaaeaeeeeeeesssnnaaeaaeeeeeessnnnnaeaeeens 26
9.4. KaHamnbl OOMEHA JAHHDBIMU .........cccuuueeeeeiieeeeeeeee e e e e ee e e e e e e e e e e e e e s e e eenaans 28
9.4.1.COBMOAHNE KAHATIA ...uuiivieeitieeeeieeeetee e e e et e e e e te e e et e e et e e et e e s st e essaneeesaeeeannns 29
9.4.2.MNapameTpbl HACTPOMKM KAHANA WSL.......uiiiiiiiiiiiiiiiiiee e 30
9.4.3.MNapameTpbl HACTPOMKM KaHaNa LKR.........ccoooiiiiiiiiiiiiiee e 43
9.4.4.MapameTpbl HACTPONKUN KaHaNa EVT.......coiiiiiiii e 47
9.4.5.[1€aKTUBALINS KAHATTIA ....uueeerieeiiieeeiieeeeiieeeaiaeeeaaeeeaneeeeaneesesnaesanneesannaeeaneeennnns 51
0.4.6.YOANEHUE KAHATIA .. ceunierneerneeiieeiieeeiieee e et e et e e e e et e et e e et e st e st e esnaesaeesneeaneeen 51

0.5, CePBEP WED AP ... 51
10. OTKa30yCTONUMBASA KOHMOUIYPALMS .coevvvvreieeeeeeeeeeeeaiiieeeeeeeeeeeeesannnnseeeeeeeeeeennnnnnnns 52
11. KoHCONbHAA BEPCUS ULLL.......eeiieeee e e 53
)18 8 PR @ Tox =TT =T = T /2 | PR 54

) R = T Fe Yo = R 1 [ 0 Y= = 54



11.3.  3anyck ¢ HacTponukamMu, pacrnonoXeHHbIMU B APYrOr MankKe ...........cceeevvvennnn. 55

11.4. 3anyck ¢ AybnupoBaHNeM BXOOALWMX N UCXOOALLMX NAKETOB ......ccevveverrrnnnnn. 55
)18 TR = T [7 oy 5 (o] o oY= 1713 (o - F U 55
12. Hactpowuka 3anycka VLU 13 MNMNaHnpoBLUMKE 3a08HUN .........ceeeeeviiieeeeiiiiieeeeeiineeaeens 56
13. YcraHoBka n HacTpouka VLU kak cnyx6bl Windows unu cepsuca Linux................ 60
13.1.  OcHoBHble cBefeHus o cepsuce WLL. YctaHoBKa cepBuca yepes
YCTAHOBLUMKA VILL ...t e e e e e e e e e e e e e e e e e eeeenes 60
13.2. YcTaHoBKa cny0bl C NOMOLLBbI KOMAHOHOM CTPOKM.....cevvveveeeeeeeeeeeeeeninnnnnns 60
13.3. Hactpoika cnyx6bl UHTerpaunoHHoro wito3a 300 ..o, 61
13.4.  3anyck cnyx6bl HTerpaunoHHOro wno3a SO0 ..., 63
13.5.  OcraHoBka cnyx6bl MHTerpaumoHHoro wino3a OO0 ..o, 64
13.6. YpaneHue cnyx0Obl MHTerpaumoHHoro winto3a OO ........cceeevvieeevveveeiiinnn, 65
I o T ToTo oIy o] 1 =Y Y P 66
14.1. lpoepka paboTocnocoBHOCTU CNyxbbl MHTErpaumoHHOro LWI3a............. 66
14.2. [MpoBepka paboTOCMOCOBHOCTM KAHATMOB .........uvvuueeeeeeeeeeeeeiiiieeeeeeeeeeeesnnnnanns 66
14.2.1.PaboT1ocnocoBHOCTb KaHAMa WSL .......cocvvviviiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeee e 66
14.2.2.PabotocnoCcoBHOCTb KaHamna LKR ..., 69
14.2.3.PaboTtocnocobHOCTb KaHana EVT ..., 71

14.3.  3anyck oTnago4Horo pexuma ¢ ayonnposaHnemM BXOOALWMX N UCXOOALLMX

=10 L0 = TSP PP 73
) I 0 R T= 1y [ [od S To o o ¥- 17 1 o - T 73
14.5. Kak obpatuTbcs B TexHuyeckyto nogaepxky HPL ..., 74
ST ] 0= < P 74
15.1. lMpwunoxeHune 1. YctaHoBka u HacTponka CYB[] PostgreSQL............ccevveeenn. 74
15.1.1.3arpy3ka guctpudytmea CYB[ PostgreSQL.........cccovvviviiiiiiiiiiiiiiiiiiiiiiieee, 74
15.1.2.YctaHoBka CYB[ POStGreSQL .....coooeieeeeeeeeeeeeeeeeeeeeeeeee e 76
15.1.3.Co30aHmne BI ANA VL .......oonnie e 80
15.2. Mpunoxenune 2. Onucanne REST API UL ..., 85
15.2.1.Swagger ona REST AP UL ... 85
15.2.2.ABTOopm3auma B APL UL ... 111
15.2.3.MeToabl REST API UL ... 111
15.2.4. lNMopagok BbizoBa metogos REST API UL ans nppema n oTnpaBku nakeToB

=38 P 120
15.3 MpunoxeHne 3. Murpauma Hactpoek u3 OLLU B UL ..........cccooeeeeiiiiieeiiinnnn, 120



1. HasHayeHue foKyMeHTa

PyKOBOD,CTBO onncblBaeT

YCTaHOBKY U HaCTpOIZKy MHTeraU,VIOHHOFO U033,

npeaHasHa4vyeHHoro ans obmeHa dannamm 3NeKTPOHHbIX COOBLLEHMI C
ncnons3oBaHnem WEB-cepsuca.

2. CokpaleHund
L —
o400 HPL —
JIPM —
caa —
03 —
oC —
B0 —
rno —

BK —

3. TepMuHBbI

MHTerpaunoHHbIn Wwnios

MpaBwuna anekTpoHHOro

MHTerpaunoHHbIn W3

ONEKTPOHHLIN AOoKyMeHToobopoT HP/]

JlokanbHoe paboyee mecTo

Cuctema SNEeKTPOHHOro ,EI,OKyMeHTOO60pOTa

OnbITHas SKCnnyartauua

OnepaunoHHas cuctema

Basa gaHHbIX

MporpammHoe obecneveHne

Web-kabuHeTt

Cneunann3npoBaHHOe NporpaMmMHoe
obecneyeHwne, yactb JIPM C3[] HP[,
obecneunBaroLee aBTOMaATU3NPOBAHHYIO
oTnpasky Yepes kaHan WEB-cepBuca
coobueHnn YyactHuka B HP n nony4veHuns
yepes kaHan WEB-cepBuca coobLieHun ot
HP[l, a Takke B3anmoaencrTame c Bed-
kabuHeTamn PenosuTtapusi n 3NeKTPOHHOIo
rorocoBaHus.

Mpunoxexne 1 k JoroBopy 06 obmeHe

AokymeHToobopoTa HP[ 3MEKTPOHHbLIMU AOKYMEHTaMMU,



Cucrtema aneKkTpoHHOro
AOKyMeHToobopoTa

Kanan WSL

Kanan LKR

Kanan EVT

3aknyeHHbIM Mmexay HPL n YyacTHukom
300 HP[O.

OpraHu3aumoHHO-TEXHNYEeCcKas cucTema,
npeacTaBnsaoLLLas COBOKYMHOCTb
NpOrpaMmMHOro, UHOpPMaLNOHHOIO 1
annapaTHoro obecneyeHus OpraHunsatopa
C3[, Opranusatopos nogcuctem C3[ n
Y4yacTHUMKOB, peannsytoLlas 351eKTPOHHbIN
AOKYMEHTO060poT.

Kanan gns obmeHa gaHHbIMK Yyepes
nporpaMmmMHoe CpeacTBoO, pa3BepPHyTOE Ha
ctopoHe HP[, nmetowee agpec (URL) B
cetn IHTepHeT 1 npegHasHa4yeHHoe Ans
obecneveHns 3NeKTPOHHOIo
B3anmogencTemsa YyactHuka ¢ HP[ no
yCTaHOBMEHHOMY NPOTOKOMY

Kanan gns obmeHa gaHHbIMU Mexay
YyacTtHukamu n BK Penosutapus yepes
ceTb VIHTepHeT o6Lero nonb3oBaHna n/mnm
cetb NHTpaHeT NMAO MockoBckasa bupxa
TONbKO ANa oTnpaBku YepHoBukos B WEB-
kabuHeT Penosutapuna HPL.

Kanan ons obmeHa AOoKyMeHTamu Yyepes
WEB-cepBuC 3anekTpoHHOro ronocosaHus E-
voting HP[.

[pyrne TepMuHbI, yNnoMsiHyTble B PyKOBOACTBE, MCMOMb3YOTCHA B 3HAYEHWM,
onpegeneHHom Npasunamu 300 HPL [2] n 3akoHogaTenscTBoM Poccumnckomn

depepaumm.
4, CcbInkun Ha OJOKYMEHTbI
Ne HavmeHoBaHue AOKYMEHTa U CCbINIKa

[1] PykoBoacTtso nonb3osarens ML

[2] MpaBuna anekTpoHHoro aokymeHtoobopota HP/L (O6uine nonoxeHus)

[3] [MNpunoxenne Ne 1. NpaBuna anekTpoHHoro B3anmoaenctena HKO AO HPJ

MHCTpYKUMS MO HacTponke paboyero mecra npu noaknrodeHmn Kk VWEB-

[4] cepBucam HPJI ¢ ncnonb3oBanmem TLS-coeanHeHus

[5] Moakntoyenune k 310 HPL yepes CI/



https://www.nsd.ru/upload/docs/edo/po/ruk_pol_ish.pdf
https://www.nsd.ru/upload/docs/edo/p1_dog_edo_2023_09_03.pdf
https://www.nsd.ru/upload/docs/edo/p1_pravil_edo_2019_02_11.docx
https://www.nsd.ru/upload/docs/edo/web_service_TLS.doc
https://www.nsd.ru/upload/docs/edo/web_service_TLS.doc
https://www.nsd.ru/workflow/system/member/

[6]

MNpunoxeHne Ne 4 ObecrnevyeHe obMeHa 3NeKTPOHHbLIMU OOKYMEHTaMu
yepe3 C3O HPO

[7]

JIPM COO0 HPO (MO «UHTerpauvoHHbiv w3 HPOy»)

[8]

O6Lwmi pasgen no aNeKTPoOHHOMY OOKYMEHTO0O0POTY

[9]

Ouctpubytue AlNK «BanugaTta KnueHnTt» (MK "CnpaBo4yHuk ceptudukaTos”,
ZCS) —v.6.0.453.0 (32bit) (zip, 14 M6) — gng Windows

OucTtpmnoyTtme AlNK «Banupata KnuenTt» (MK "CnpaBo4HuK cepTrudukaToB”,

[10] | zcs) — v.6.0.453.0 (64bit) (zip, 14 M6) - — ana Windows
11 Ouctpnbytne CK3U "Banngata CSP" - v.6.0.451.0 (32bit) (zip, 10 M6) =
[11] ans Windows
Ounctpubytue CK3U "Banugata CSP" - v.6.0.451.0 (64bit) (zip, 10 M6) —
[12] ans Windows
Ounctpmnbytmne MK3M C34 Mb (MK "CnpaBoyHuk ceptndurkatos”, RCS) -
13
[13] v.6.0.366.0 (32bit) (zip, 9 M6) — ana Windows
Aunctpnbytme MK3M C34 MB (MK "CnpaBo4Huk ceptudurkatos”, RCS) -
14
[14] v.6.0.366.0 (64bit) (zip, 9 M6) — ana Windows
®annbl Mmoandukaumn peectpa MS Windows ana MK "CnpaBoYHUK cepTudu
15
[15] katoB" (RCS) (zip, 1 K6) — gnsa Windows
(16] KpaTkas nHctpykuma no yctaHoBke v Hactpouke MNK3W C3/[ Mb— gns
Windows
[17] | O6HoBneHve ceptudvkara YL
[18] | https://www.postgresql.org/download/windows/ — anctpmnbyTtme ana Windows
[19] | https://postgrespro.ru/docs/postgresal
[20] https://www.postgresql.org/download/linux/debian/ - guctpnbyTns

PostgreSQL gna ASTRA Linux



https://www.nsd.ru/upload/docs/edo/p4_pravil_edo_2022_12_19.docx
https://www.nsd.ru/upload/docs/edo/p4_pravil_edo_2022_12_19.docx
https://www.nsd.ru/workflow/system/programs/#0-widget-faq-0-2
https://www.moex.com/s1270
https://fs.moex.com/cdp/po/ZCS_v60_32bit.zip
https://fs.moex.com/cdp/po/ZCS_v60_32bit.zip
https://fs.moex.com/cdp/po/ZCS_v60_64bit.zip
https://fs.moex.com/cdp/po/ZCS_v60_64bit.zip
https://fs.moex.com/cdp/po/CSP_v60_32bit.zip
https://fs.moex.com/cdp/po/CSP_v60_64bit.zip
https://fs.moex.com/cdp/po/rcs_v60_32bit.zip
https://fs.moex.com/cdp/po/rcs_v60_32bit.zip
https://fs.moex.com/cdp/po/rcs_v60_64bit.zip
https://fs.moex.com/cdp/po/rcs_v60_64bit.zip
http://fs.moex.com/cdp/po/rREG.zip
http://fs.moex.com/cdp/po/rREG.zip
https://fs.moex.com/cdp/po/ПКЗИ_СЭД_МБ_рус.rtf
https://www.moex.com/s1300
https://www.postgresql.org/download/windows/
https://postgrespro.ru/docs/postgresql
https://www.postgresql.org/download/linux/debian/

5.

Obuwme ceeaeHuns o npunoxeHnn MHterpaunoHHbin wno3 (L)

MWL npegHasHadeH Ans aBToMaTuyeckoro obmeHa 3apaHee noaroTOBMEHHbIMU
nokymeHTamu ¢ HKO AO HP[, a Takke ¢ Beb-kabuHeTamn Penosntapuns 1 3neKTpOHHOro
ronocoBaHus ¢ ucnons3osaHnem WEB-cepsucos.

ML BbinonHsaeT Bclo paboTy ¢ Kpuntorpadpmen n noctpoeHne SOAP 3anpocoB K Beb-
cepsucam HP[.

VHTerpaunoHHbIN Wito3 — 3TO AanbHenwee passutve annoBoro w3sa, HO BCe Xe 3To
oTaenbHoe camoctodatenbHoe [10, koTopoe MoXeT ObiTb YCTaHOBMEHO pPSAOM C
®annoBbIM LWKO30M U MOXET UMMOPTUPOBATL HAaCTPOMKKU, KOTopble ncrnonbsyet LU —
cM. [Mpunoxenuve 3. Murpaums Hactpoek 3 OLL B NLL.

ML moxeT paboTtaTb ¢ CYB/L PostgreSQL munn SQLite:

Mpwn ncnonbsosaHun CYB[ PostgreSQL UL moxeT pabotatb u Yepe3 obMeHHbIe
nanku, kak aTo genaet ®annosbin W03, 1 Yepes API.
Mpwv ucnonb3oBaHum CYBL SQLite VLU moxeT paboTaTb TONbKO Yepe3 OOMeHHbIE

nanku.

LU nopgaoepxuBaerT:

1. OTI'IpaBKy n npumem nakeTtoB 3JIEKTPOHHbIX [OOKYMEHTOB, CCbOpMMpOBaHHbIX B

cootBetctBUM C [lpaBunamu 300 HPL [2][3], B pamkax oOcCyLeCTBNeHUs

3MEeKTPOHHOIO B3aMMOAENCTBUS Npyu 06ecrneyeHnn cneayowmx yenyr:

AEeNn03nTapHO-KNUPUHIroBas AesTeNbHOCTb;

penosnTapHas OesTenbHOCTb;

npoBefeHne KopnopaTUBHbIX AENCTBUN,

B3anmogenctaune ydactHukos 3O mexay cobon nytem obMeHa TpaH3UTHbIMN
AokymeHTamu vyepes HP[;

pacyeTHoe o6cnyXuBaHue.

OTnpaBKy YepHOBWKOB 3M1EKTPOHHBIX AOKyMeHToB B WEB-kabuHeT Penosutapusi;

3. Bsaumopencteue ¢ BK e-voting (Be6-kabUHETOM 3NEKTPOHHOIO rONIOCOBaHNA) Npu

npoBeaeHnn cobpaHuin BriagenbUeB LeHHbIX Bymar.

Mpwn ncnonesosannn CYB[ PostgreSQL VLW nogaepxunBaeT Takke:

4. Bo3amoxHocTb pabotsl ¢ VL yepes API;

5. BoamoxHocTb 3anycka WL kak cnyx6el Windows npu pabote B8 OC Windows vnu

Kak cepsuc npu padote B OC Linux.



6.

TexHun4yeckmne TpeboBaHUs

6.1.PekomeHayemble TpeboBaHMs kK paboyel cTaHLUM Unn cepBepy

e [lpoueccop: 64-paspagHbin/2,5 My ot 4 agep.

e OnepaTuBHasa NnamsTb: He MeHee 4 6.

e MecTo Ha gucke: 10-300 '6 ceBoboaHOro mecta Ans AaHHbIX (pekoMeHayeTcs
ncnone3oBaTtb SSD), 3aBUCUT OT cpefHeaHEBHOroO ob6bema nepegaBaemMbix
AOKYMEHTOB M noaxoaa Ans o6paboTkmn BXOAAWMX/MCXOAALLMX JOKYMEHTOB.

e CeTb: WIMPOKOMNOMNOCHOE NpsiMoe (KenatenbHO 6e3 Cnonb3oBaHWUS NPOKCK-

cepBepa) NOAKIOYEHME K MUHTEPHETY

6.2. PekomeHayemble TpeboBaHusa Kk OC u 1O

OC:

e Windows 10
¢ Windows Server 2016/2019

nnu
e Astra Linux Special Edition x64 PYCB.10015-16 ncnonHenue 1 (apyroe

HanmeHoBaHue Astra Linux Special Edition CmoneHck», cemenctso Debian)
Mno:

e Kpuntorpaduueckoe MO

Mog Windows kpuntorpadguyeckoe NO moxeT ObiTb ycTaHoBneHo Bmecte ¢ UL (cm.
YctaHnoska VL) nnu otaensHo. MNog Linux kpuntorpadpudeckoe MO ycTtaHaBnmBaeTca
OTAenbHO.

YctaHoBky nog Windows Heob6xoammo BbINOSMHATL NOL4 YYETHOW 3anvcblo C npaBamu
agMuHucTpatopa. OuctpmbyTnBbl HEOBXOANMMO CHavana pasapxvmBuMpoBaTb U BblbpaTb
N3 apxmBa YCTaHOBOYHbIN (hann B 3aBMCUMOCTU OT pa3psaHocTu Bawen OC.

[lns yctaHoBkM nog Linux npaBa agMuHUCTpaTopa He obs3aTenbHbl. [JocTaToYHO UMETb
NOBbILLIEHHBIN YPOBEHb LENOCTHOCTU nonb3oBaTtens Linux v npaeBa Ha 3anyck deb
naketa. Ho ecnu Bbl xoTute yctaHoBuTb WL kak cepsuc, notpebykoTca npasa
agMUHMCTpaTopa.

Mpn aTOM HeobxoamMmo cobnogaTb cneayoLLyo NocnefoBaTeNbHOCTb YCTAHOBKM:
[Ansa Windows:

e [lpu ncnonb3osanun NOCT kpuntorpadun
o YcraHoBuTb CK3WM Banupgata CSP — v.6 (x32/x64) [11][12]. Tvn

YCTaHOBKW — MOSHbIN.



o YctaHoBuTb AlNK Banuaata KnueHt. Bepcusa 4.0: CnpaBo4yHUK

cepTnmnkaToB, NoMHasa yctaHoBKa N cepTudukatbl krtoyven. [9][10]
e [lpn ucnonb3zoBaHnn RSA kpuntorpadgum

o YctaHoBuTb MNMK3N C3 MB: CnpaBo4yHUK cepTuUgmnkaTos, NonHas
yCcTaHoOBKa 1 cepTudukatbl knroven. [13][14]

o 3arpysuTb dhannbl mogudukaumm peectpa [15]

o Hactpontb CnpaBoyHWK cepTUMKATOB MPU NEPBUYHOM MOLKITHOYEHUN K
C3a [16]

MHCTpyKuma no yctaHoBke kpuntorpaduyeckoro MO npuseneHa Ha cante HP[, cm.[5]
n Ha cante MMBB, cwm. [8].

Ana Linux ncnonesayetca tonbko FOCT kpuntorpadus.
MocnenoBaTenbHOCTb YCTAHOBKK nog Linux:

e YcrtaHoButb CK3UN «BATIMOATA KITMEHT L» Bepcus 6

e YcraHoBuTb AlNK «Banuaata KnueHT L» (ucnonHexuve 1)*

Mpw ncnonesosaHmm Web API VLI Heobxoanmo Takxe:

o YctaHoBuTb CYB[ PostgreSQL (cm. YcTtaHoBka 1 HacTpovika CYB[]
PostgreSQL)

Mpumeyvanune. VLU paboTaeT TONbKO ¢ cepTudmrkaTamm, BbldaHHbIMU Y 4OCTOBEPSIOLLNM
ueHTpom Mockosckon upxu (YL, MB).

Mocne yctaHoBkn kpuntorpadgudeckoro O kopHeBon cepTtudpmkat YL MB [17] wn
nonb3oBaTENbCKUA cepTudukar, ¢ KotopbiM byaet pabotate WL, AomkHbl ObiTb
3arpyxeHbl B CnpaBoYHMK CEPTUDMKATOB U IKCNOPTUPOBAHbI B CUCTEMHOE XpPaHUnuLLe
yepe3 MeHto CnpaBoyHuKka cepTudmkatoB «CepBnc—3IKCNopTUpoBaTh cepTudmkaTbl B
CUCTEMHOE XPaHUNULLEY.

6.3. ObecneyeHune goctyna Kk pecypcam HPL

B s3aBucmmoctn oT Tmna kpuntorpacdpum mn koHtypa HP[, ¢ koTopbiM nnaHupyeTca
pabotatb, Heobxoammo obecneynTb [AOCTYN K OLHOMY WM HECKOSNbKUM U3
nepeyYncrneHHbIX HUXe pecypcoB:

! Nonyuntb aucTpubyte Banuaatsl nog Linux ¢ 4OKyMeHTaLMen 1 BpEMEHHYIO NULEH3NIO MOXHO MO

3anpocy B HP[] (yepe3 soed@nsd.ru) nnun Ha MB (4epes pki@moex.com)


mailto:soed@nsd.ru
mailto:pki@moex.com

Kanan WSL

Apnpec cnyx6bl WSL.:
Appeca ansa poctyna k crapou Bepcun ONYX:

Appeca ana F'OCT kpunTtorpacum:

https://gost-gt.nsd.ru/onyxgs/WslService — GUEST, KOHTYp 419 TECTUPOBAHUS
C knneHTamu (Tekywas sepcusa MO, yctaHosneHHas B [TIPOM);
https://edog.nsd.ru/onyxpr/WslService — PROM, NpoMbILLNEHHbIN KOHTYP;
https://gost.nsd.ru/onyxt3/WslService — TEST3, TeCTOBbIN KOHTYp A5
npoBegeHuns O3 (nepcnektnBHas Bepcud MO).

Appeca ana RSA kpuntorpacpum (tonbko ana Windows):

https://rsa-gt.nsd.ru/onyxgs/WslService — GUEST, KOHTYyp A5 TECTUPOBAHUSA C
KnueHTamum (Tekywasa sepcus MO, yctaHoBneHHas B NMPOM);
https://edor.nsd.ru/onyxpr/WslService — PROM, NpOMbILLIIEHHbINA KOHTYP;
https://rsa.nsd.ru/onyxt3/WslService — TEST3, TECTOBbIN KOHTYp AN
npoBegeHuns O3 (nepcnektnBHas Bepcud MO).

Appeca gna goctyna kK HoBou Bepcun ONYX:

Apnpeca ana F'OCT kpunTtorpacum:

https://gost-gt.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo— GUEST,
KOHTYp AN1s1 TeCTUPOBaHWS € knneHTamu (Tekywiasa Bepcus 0O, ycTaHOBNEHHasi B
MPOM);

https://ledog.nsd.ru/onyx/OnyxEdoWSService/OnyxEdo — PROM,
NMPOMBILLNEHHbIN KOHTYP;

https://gost-t3.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo — TESTS3,
TECTOBbIN KOHTYp Ansa nposefeHus O3 (nepcnektuBHas Bepcus M0O).

Apnpeca ana RSA kpuntorpacpum (tonbko ana Windows):

https://rsa-gt.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo— GUEST, KOHTYp
AnNs TeCTMpoBaHunA ¢ knneHtamm (Tekywas Bepcud MO, yctaHosneHHast B [TIPOM);
https://edor.nsd.ru/onyx/OnyxEdoWSService/OnyxEdo — PROM,
NMPOMBILLMEHHbIN KOHTYP;

https://rsa-t3.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo — TESTS3,
TeCTOBbIN KOHTYp Anda npoBegeHus O3 (nepcnektusHas Bepcud M10).
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Kanan LKR

URL-Agpec Web-kabuHeta Peno3sutapus:

e https://cabinet.nsd.ru/repository/ — PROM KoHTYp;

e hitps://cabinet-gt.nsd.ru/lkr/ — GUEST, KOHTYp Ans TECTUPOBaHUS C KIMEHTaMU
(Tekywasa Bepcus MO, yctaHoBneHHasa B NMPOM);

e hitps://cabinet-t3.nsd.ru/lkr/ — TEST3 TeCTOBbLIN KOHTYP;

e https://edog.nsd.ru/repository/ — PROM gnsa NOCT,;

e https://edor.nsd.ru/repository/ — PROM gna RSA.

KaHan EVT
Appec cnyx6bbl EVT:

https://edog.nsd.ru/e-voting/interop/services/ext/EvotingRegistrarExchangeEndpoint —
PROM, NpOMBbILUNEHHbIN KOHTYP;

https://gost.nsd.ru/e-voting-t2/interop/services/ext/EvotingRegistrarExchangeEndpoint
— TECTOBbIN KOHTYp ansa O3.

6.4. PexomeHgauum no paboTte ¢ pannamm 6onbLLUNX pasMepoB

B cnyyae HeobxogmmocTn obecneyeHus nepegaym gannos 6onblimnx pasmepos (bonee
1 M0) pekomeHayeTcs cobniogatb crneayowme TpeboBaHms:

e ucnonb3oBaTb 64-x paspsagHyto Bepcuto WL, [Ons paboTbl gaHHOM Bepcum
Heobxogumma 64-x paspsagHas Bepcus CnpaBOYHNKA CEPTUDUKATOB;
e He Ucnonb3oBaTb CeTeBble Nanku B kadecTBe padounx anpektopun ULL;

e B HacTpoWkax kaHana WSL uameHuTb napameTp «Pa3buBaTb nakeT Ha 4acTu» Ha
1000 K6.

CyulecTBylOT crnegytowime orpaHuyeHnsa no TpaHauty Ha ctopoHe HPL: no lMpasunam
900 [6] pasmep TpaH3MTHOro nakeTta He forkeH npesblwaTtbe 200 M6 n konuyecTBo
BNOXEHHbIX hannos He AomkHO npeBbiwaTb 100 wTyk.

B cnyvae, ecnn pasmep naketa npesblwaetr 200 MB, pekomeHgoBaHO Aenatb
MHOFOTOMHbIE apXMBbI U OTNPABIATb UX MO OAHOMY B COOOLLEHNN. DTO BO3MOXHO TOSbKO
AN HETUMU3MPOBAHHOIO TPaH3uTa.

Mpn 6Gonbwom Tpaduke pekoMeHAyeTcs wucnonb3oBatb ABa ak3emnnsapa WL,
HACTPOEHHbIX HA OAWH U TOT Xe AenOo3UTapHbIA KoL, HO OOUH 3K3eMMndAp - TOSMbKO Ha
OTnpaBky, APYronM - TOMbKO Ha npuvem [OKymMeHTOB. COOTBETCTBYIOLUME HACTPOMKMK
(«BkntounTb OTNpaBKy NakeToB» U « BKNoYMTb NpUemM NakeToB» ) 4OCTYMHbI B HACTPOMKaX
kaHana WSL. [lpy 3TOoM Hago yuuTbiBaTb, YTO aBTOMaTMyeckass npuBsa3ka W
aBTOMaTU4ecKoe (OPMUPOBAHNE TPAH3UTHBIX KBUTAHUWUA (KBUTAHLMM B OTBET Ha
noslyyeHne TPaH3UTHOro nakeTta), a Takke OOHOBMEHWe crnpaBOYHMKA cepTuduKaToB
y4aCTHUKOB TpaH3auTa pabortartb He ByayT.
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7.

YctaHoBka AL

7.1. YctaHoska VLU napannensHo ¢ OLU

MW nog Windows MOXeT ObiTb YCTAHOBMEH Ha TOM XE& KOMMNbITEPE, Ha KOTOPOM
yctaHoBneH O (Pannosbin Wwinto3). OHX yCTaHABNUBAKOTCA B pa3Hble AUPEKTOPUN U HE
OyaoyT mewatb apyr Apyry, ecnv 6yaoyT HaCcTPOEHbl Ha pa3sHble Nanky A NonyyYeHus
OTnpaBKn SOKYMeHTOB unu ecnu VLI BooGLie He ncnonb3yeT nanku.

UTt06bl Npy nepexoge ¢ DL Ha VLU oH He npuHAn yxe nony4veHHole B PLU nakeThl,
pekoMeHayeTcs:

e [locne yctaHoBKkM M HacTpovikn VL B COOTBETCTBYIOLLEM KaHane, He 3anyckas
ero, yctaHoBuUTb HacTpouky «CTtapble BXxoAsdline nakeTbl» B COCTOosHME «He
3arpyxatb» (B 3TOM crny4yae nakeTbl OyayT 3arpy>kaTbCsi TONbKO 3a TEKYLLUMNA OEHD).

e B 24-00 no mMocKoBCKOMY BpeMeHMU BblknounTb DL, puHATbIE OOKYMEHTHI
ocTaHyTca B nankax LU, nx moxHo obpaboTtaTh B nitoboe Bpems.

e B Hauane cnepytouiero pabo4yero gHs BKNoYMTb kaHan ML, HoBble AOKYMEHTHI
6yayTt noctynate B B[] VLU n/vnn B HacTpoeHHble B ML nanku B 3aBMCUMOCTU OT
HaCTpPOEK.

e Ecnun Bam HyxHO OyaeT no Kakon-1o npuumHe BKMounTh B ML 3arpysky ctapbix
BXOALLMX NaKkeToB, peKoMeHOyeTCcHa 370 caenaTb € y4eTom aaTel nepexoga ¢ OL
Ha VL. T.e. ecnu Bbl nepeLwwnu Ha LU 3 aHs Hasaa, ykasbiBanTe rnybuHy 3arpysku
B HacTpouke «CTapble BxoasLmne nakeTbl» He 6bonee 3 gHeEN.

7.2. C kakumn CYB/[ paboTtaet VL

ML moxeT paboTtaTtb ¢ CYB[ SQLite unn PostgreSQL.
BHumaHue! lNMpu yctaHoBke ULL He BbIGUpaeTca CYB[.

Ecnu He genaTb cneumansHble HacTporku B, VLU npu nepBom 3anycke no yMon4aHuio
cospgact B[] nog ynpasneHunem SQLite. A ecnn Ha 3TOM >Xe KOMMNbIOTEPE YCTaHOBIEH
®L, nogrpysunt HacTpourkn ns O — cm. MNpunoxenne 3. Murpaumnsa Hactpoek ns ®L B
VL. B atom cnydae UL 6ymet mcnonb3oBaTb TOT Xe CaMbli KpunTorpaguyeckumn
npodunb, KOTopbIn ncnosnbayeT L.

Ecnu Bbl nnaHunpyeTte pabotate ¢ CYB[ PostgreSQL:

e PostgreSQL HeoGxoanMOo yCTaHOBUTb, 3TO MOXHO cAenatb A0 UMK nocne

yctaHoBku VLU — cm.[1punoxenne 1. YcrtaHoBka u HacTporka CYB/ PostgreSQL

e nocne yctaHoBku LU Hy>HO OoTKpbITb OKHO HacTpoek UL (cm. Hactponkun B1) n

yKasaTb napameTpbl nogknoyeHus K b[.



7.3. WNHctannatop ML

7.3.1 YctaHoBka VLW nog Windows
Ansa yctanoskn VLW nog Windows Heobxoanmo ckadvatb ¢ canta HP dpannbl no
ccbinke [7], BbiOpaB A3bIKOBYH BEPCUIO M HaXaB Ha ﬁl

Hanee cnegyeT pasapxusBupoBaTb zip-apxmB 1 3anyctutb ann (cm. puc. 1) igate-ru-
x64.exe/ igate-ru-x86.exe (pycckos3bli4Hasg BepCcUsi, B 3aBUCMMOCTU OT CUCTEMbI) UK
igate-en-x64.exe/ igate-en-x86.exe (aHrnosiabl4Has BePCuUsi, B 3aBUCUMOCTN OT
CUCTEMDI).

ras Jata nameHeHHA Tun Pazmep

E igate-en-x6d.exe 24.01.2022 %:50 Mpwnoxerne 47 526 KB
E igate-en-x86.exe 24.01.2022 949 Mpunomxerne 46 701 KB
n igate-ru-x6d.exe MpunoxeHne 47 543 Kb
E igate-ru-x86.exe Mpunomxerne 46 723 KB

PucyHok 1. Beibop channa yctaHoBKM

B OTKpPbIBLLEMCSI OKHE HY>KHO HaXkaTb KHOMKY «YCTaHOBUTbY (CM. puc. 2). 3anycTuTb
yctaHoBky WL moxHO Tonbko obnagasi npasaMmm agMUHUCTpaATopa, 0 YEM roBopuT
XapaKTepHbIN 3HA4YOK PSAOM C KHOMKOW G «YCTaHOBUTbY.

m NHTerpaunoHHsIv w3 HPA

YcraHoBka NHTerpaumonHoro Wnwoza HP/

Mogaep#ka KEANMENUMPOBIHHER CEPTHENKATOE!

[]¥cravosute Banugara CSP

[ ] ¥cranoewte Cnpasounnk Ceptudukatos FTOCT
Moggep:xka HEKEANMBULMPOBAHHBX CEpTUgMKATOR:

[ ¥cranoewTs Cnpasounnk Ceptudnkatos RSA

MapameTpel &Y cranoenTs JaKpeiTe

PucyHok 2. 3anyck ycTaHOBKU

Ecnun Bbl cobupaetech pabotate ¢ FOCT ceptudmkatamm (kBannpmumpoBaHHbIMU UK
HekBannMUUMpoBaHHbIMW) M Y Bac elwe He ycTaHoBneHbl Banuaata n CnpaBoOYHUK
cepTuduKaToB, HY>KHO OTMETUTbL onuun «YctaHoBuTb Banngata CSP» n «YctraHoBUTL
CnpaBoyHuk CepTtudukatos F[OCT».

Ona nopoepxkn RSA ceptudumkatoB HeobxoaMmMoO OTMETUTb OMUUKID «YCTaHOBUTL
CnpaBo4Huk CepTtucumkatoB RSA», ecnu oH ewe He YCTaHOBEH.

OnuuoHanbHO  MOXHO  M3MeHuTb nanky ycradHoskm W (no  ymonyaHwuto
«%PROGRAMFILES%\NSD Integration Gateway»). [1na atoro cnegyeT HaxaTb KHOMKY



«lMapameTpbl». B OTKpbIBLLEMCS OKHE HaXaTb KHOMKy «O630p» 1 B npoBogHuke Windows
BblibpaTb nanky (cm. puc. 3). MNMpu HaxaTum kHonkn « OK», HavyHeTcsa ycTaHoBka WLLL.

Mpu akTMBHOM bnare «YcTaHOBUTbL Kak cepauc» (cM. puc.3), VLU ByaeT ycTaHOBIEH Kak
cepeuc Windows — cm. YcraHoBka WL kak cnyxbel Windows n geckton Bepcus ML
Bynet paboTaTb TOMNbKO Yepes 3TOT CepPBUC.

BaxHo! He oTmeuante donar «YctaHOBUTb Kak CepBUC», €CNU Bbl NflaHMpyeTe
pabotaTtb ¢ CYB[] SQLite (6ba3a aaHHbIX No ymonyaHuto). ULl moxeT paboTaTb Kak
cepBuc Tonbko ¢ CYB[l PostgreSQL v TonbKko ¢ KpunTo-npodunem, KOTopbin He
TpebyeT BBOAa naponsA u nuH-koaa. NMocne yctaHoBKU cnyx0y Hano o6s3aTenbHO
HacTpouTb M yctaHoBuUTb dnar «Acnonb3oBatb cepBep Web API» (cm. pasgen
CepBep Web API).

Mpwn HaxaTum kHonkn «OK», HauyHeTcs ycTaHoBka MLL.

m NHTerpaunoHHeln wnros HP/

[NapameTpbl ycTaHOBKM

MecTononoxeHne:

| ChProgram Files\M5D Integration Gateway OBzop

¥ETaHOEMTE KaK CEpBNC

QK OTmeHa

PucyHok 3. Beibop nanku ycTaHOBKU

B 3aBMcMMOCTM OT HacTpoek onepaumoHHON CUCTEMbI, MOXET OTKPbITbCS OKHO
6esonacHocTn Windows. Haxxmute kHonky «[a» Ansa npoaormKeHNs yCTaHOBKM.

Mo 3aBepLUEHN YCTAHOBKM OTKPOETCS OKHO, B KOTOPOM CrielyeT HaxaTb KHOMKY
«3anycTuTb» ANa Hadana HacTponkn n padotel ¢ ULL.



m WNHTerpaunonHeln waro3 HPA

YcTaHoOBKa YCNeEWHO 3aBepLlIeHa

JanycTute

JakprITe

PucyHok 4. 3aBepLueHne yCTaHOBKU

Ha paboyem cTone nosasutcsa Apnbik .F: ansa sanycka ULL.

7.3.2 YctaHoBka WL nop Linux

Ana yctanosku WL nog Linux Hy>kHo ckavaTtb deb naket ¢ canta HP[ no cceinke [7].

Monb3oBaTento, OCYLLECTBASAIOWEMY YCTaHOBKY, aAMWHUCTPATOPOM [OSMKHbI ObiTb
BblAaHbl NpaBa Ha criegytowme komaHabl sudo: /usr/bin/dpkg, /usr/bin/apt, /usr/bin/install,

/usr/bin/systemctl

Mocne nony4vyeHuna ykasaHHbIX paspemeHMVl HeO6XO,EI,I/IMO OTKPbITb KOMaHOHYH CTPOKY

(TepmunHan Fly) Linux 4epes meHto NMyck/CuctemHubie/TepmuHan Fly:
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PucyHok 5. 3anyck Tepmunana Fly

B OTKpbIBLLEMCSI OKHE TEepMUHarna Hy>XHO BBECTW KOMaHAY:
sudo dpkg -i /nonHbIt nymes k deb nakemy

Hanpumep, sudo dpkg -i /home/NSD/danilicheva/DISRTRIB/igate_83.1-194 amd64.deb



> ()b049225 — TepmuHan Fly

®ain [paeka HacTpoiika Cnpaexa

danilichev
Euhnp paH
_I

stem/multi-user . target.wants/igate.

astrall) ..

dun111|r
[sudo]

HactpauBiaeTca igate

JaperucTtpupoBaTte U 3aNUCTUThL kKak cepBuc?

<fa>

PucyHok 6. MicnonHeHne komaHabl Ha YCTaHOBKY B TEpMUHane

Mocne nosiBneHust Ha TepMmuHane gpasbl «[sudo] naponbe 4ns ...» BBeaUTE Naporsb, ¢
KOTOpbIM NogknovaeTecs K Linux.

B okHe TepmuHana 6yaeT oTobpa)aTbCsa NPOLIECC YCTaHOBKM.

Ecnu Bbl xoTuTe yctaHoButb VLU kak cepBuc, B NOSIBUBLLEMCSI OKHE C MPEASIOXKEHNEM
«3aperncTpupoBaTb 1 3anyCcTUTb kKak cepBuc?» BblbepuTte «[dax.

Korga yctaHoBKa 3aKOHYMTCS, HA TEpMUHanNe oTobpasntcsa npurnalieHne gnsi BBoga
cnegyoLlen komaHabl, a B MeHto [yck noasutcsa nyHKT « CuctemMHble/HTerpaunoHHbIn
LUSTHO3»:
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PucyHok 7. YcTaHoBKa IHTerpaumoHHOro wso3a 3aBepLueHa

ML no ymonyaHuto ycTaHaBnmnBaeTcs B nanky /opt/nsd/igate/igate.
B oTaenbHble nanku ycTaHaBnMBaloOTCS:

e Cepsuc VLWL — B nanky /opt/nsd/igate/igate-svc

e KoHconbHas Bepcusa VL — B nanky /opt/nsd/igate/igate-cli

MpumeyaHue.



e Ecnu Bbl ycTaHaesnmBaete VL Ha yoaneHHOM KoMnbioTepe, CHavana nposepbTe,
KOPPEKTHO N onpeaenseTcs Balle nMsi nonb3oBaTtens, komangoun logname. Ecnu
noriyyaete OTBET «pPEerncTpaumMoHHOe WMA OTCYTCTBYeT», YycTaHoBute SSH
coeguHeHne komaHgon SSH {nms komnbioTepa}, BBeAUTE CBOW Naposb U CHOBA
BBeAuTe komaHay logname. Ecnn Bbl NONy4mMnun KOppeKTHOE MMS, NpogornkanTe

yCTaHOBKY.

8. 3anyck AL

Mocne yctaHoBku WL nog Windows 3Ha4vok ALL E MOXHO HanTn Ha paboyem cTone n
B MeHto «[lyck» (cm. puc. 1).

oTKpbITh UL
13 cnucka (nanka HPA)

- HPA

Hosbie

WhrerpayuonHei waros HPA,
Hosnie

B 3alTU B MEHI0
| ,,n cK”

PucyHok 8. VLU B meHto «lyck» Windows

B naHenu 3agay VL moxeT ObITb 3anyuleH B C*)OHOBOM pexnme N OTKpPbITb ero MOXXHO
ABOWHbIM HaXkaTueMm no 3Hau4KYy.

M T ) PYyC

Mpwn HaxxaTum NpaBon KHOMKOWN MbILK Ha nkoHKy VLU B npason
yacTtn naHenu 3agady Windows OTKpoeTCHa CMCOK KOMaHA:

e PasBepHyTh;
e 3anycTtuTb;
e OcTaHoBUTb;
e Hactpowku;

e Bbixog.



Ecnn npouecc B VLU ocTtaHoBMEH, TO 3HAYOK ByaeT NogcBEeYEH CEpPbIM LIBETOM, €ro Tak
X€ MOXHO OTKPbITb ABONHbLIM HaXXaTnem. B 9 ey

Mpwn HaxxaTMm Ha 3HA4OK F: 3anycka nporpamMmbl OTKPOETCS
rnaBHbIn akpaH VLU Ha Bknagke «CBoaka» (cMm. puc. 9).

Mocne yctaHoBku UL noa Linux Beibepute B MeH0 Nyck NyHKT
«Cuncremuble/MIHTerpaunoHHbin wno3». OTKkpoeTcs rnaBHbIv 3kpaH VLU Ha Bknaake
«CBogka».

dyHKUMOHan n nonb3oBartenscknin nHTepdgenc VLW v nog Linux, n nog Windows
OVNHAKOBbIN.

8 [HTerpalMoHHbIiA W3 HP
o A Ceogxa @) Brogauwe @ c . A (L ; n

P 3anycrite | 2 | © Hacrporku ) Beixon

MonyyeHo naxkeTos (3a cerogHA): OrtnpaBneHo nakeToB (3a ceroaHs): Owwbok oTnpasKkK/nony4eHWn (3a cerogHA):

0 0

3 | Bepcus 83.0.142 (x64) @)

PucyHok 9. Bug VLW npn nepBom 3anycke
Hwxe Ha puc. 9 Ha npumepe CBOLKM NOKa3aHbl OCHOBHbIE 3reMeHTbl MHTepdenca NLL:

e B oOOnactu 1 BblgeneHa naHenb ¢ OCHOBHbIMU Bkaakamu ULL;
e B obGnactn 2 BblaeneHa kHonka HacTpoek ALL;

e B obnactu 3 nokaszaHa yctaHoBneHHasi Bepcus VL.

Ecnn UL paboTtaeT ¢ SQLite n npu 3anycke ob6Hapy>uT, 4To 6a3a AaHHbIX, K KOTOpOM
OH noaknoYaeTcsl, nycras (ecnv Bbl He MeHsiNM HacTtponku B/, To npu nepBoM 3anycke
Tak n bygert), Toraa, ecim Ha TOM e KOMMbloTepe ycTaHosneH OLLU, WL nonbiTaeTcs
aBTOMaTUYECKWN 3arpy3uTb HacTpovikm u3 OLL — cM. Mpunoxenne 3. Murpaums HacTpPoeK
n3 LU B ULLIL.

Ona cvmeHbl B[l Hago oTkpbITh BkNaaky Hactpovikn B[l v caenaTb COOTBETCTBYOLIME
HaCTpPOMKW.




9.

Hactponka UL

OTKpbITb POPMY HACTPOEK MOXKHO HaXXaTUeM KHOMKM «HacTponku» Ha BKagke
«CBogka» (cm. puc. 12):

B HTErpaLMoHHBIR W3 HPO

(A Ceopka @ B

CocTtoaHue WHTErpauMoHHOro Wno3a OcTaHoBneH

P 2anycrute || £ Hacrpoiiku ) Beixog

MonyyeHo nakeTos (3a cerogHA): OTtnpaeneHo nakeToB (3a cerogHRA): Owwmbok oTnpaBku/nony4yeHnA (3a ceroqHa):

0

Bepcun 83.0.142 (x64) (@)

PucyHok 10. KHonka «HacTporku»
HacTtpownkun WL pasgeneHbl Ha 4 rpynnbi:

e HacTpoukn B;

e 00LUMEe HACTPOWKK;

e HACTPOWKU MPOKCU-CepBEPA
e KaHanbl 0OMeHa AaHHbIMU;
e cepep Web API.

Mpu HaxxaTun KHoMkN « OTMEeHa» M3MEHEHNsI HACTPOEK HE COXPaHSITCS.

Ecnm UW ycraHoBneH napannenbHo c¢ ®LU, obssaTenbsHO npoBepbTe HACTPOWKM
kaHanoB (cM. KaHanbl obwmeHa AdaHHbiMW): nankv And BXOAAWMX, WUCXOASAWMX W
owmnbo4HbIX hannos gns O n UL gomkHbl GbITb pasHble.

lMpumeyaHue. Npu NpumMeHeHUU HOBbIX HACMpPOoeEK (rocrne Haxamus KHorku « OK») ULL
nepesazpy3um e6ce akmueHble KaHasnbl. [lpu 3momMm umerouwuecs Ha MOMEHM
rnepesazpy3ku 3adadyu rno omrnpaske u rnpuemy rnakemos 6y0ym KOPPEKMHO MpepeaHsl,
a riocrie 3arycka KkaHana rnpuem u omrnpaska rnakemoe 80306H085IMCH.



9.1. Hactpoukn B[

[Mocne oTKpbITUS HACTPOEK NO yMonyaHuio otobpaxkaeTca Bknagka «Hactponka By,
no3BonsALas N3MEHNTb NYTb K TEKYLLLEN Nanke KOHurypaumm n 6asy gaHHbIX.

BHumaHue! Ymo6bl cmeHumb B[], Heo6xodumo ocmaHosumb pabomy ULl

He pepaktupyemoe none «lanka koHdurypaumm» otobpaxkaeT nyTb K nanke, B
KOTOopon HaxoaaTcs dparn HacTpoek nogkntodeHna VLW k B (config.json) n nanka c
nor-cpannamu XypHana. o ymonyanuio ato nytb %LocalAppData%\NSD Integration
Gateway. Ecnu Bbl xoTute nepekniounts VLI Ha apyron dann koHdurypaumm, ato
MOXHO cAenaTb TONbKO Yepe3 KOMaHOHY CTPOKY (CM. 3anyck ¢ HacTponKamu,
PacnoNOXeHHbIMW B APYron nanke).

KHonka «OTKpbITb Nanky» No3BOSISiET OTKPbITb YKa3aHHY0 B JaHHOM Mofe nanky B
nposogHuke Windows.

BHumaHue! ®aun koHguaypayuu config.json He xpaHum Hacmpouku ULLl. B Hem
Haxo0simcsi mosibKO HacmpoUkKu Osisi NoOknoYeHuUs1 kK 6aze OaHHbIx. Hacmpolku
Ulll xpaHsmcs e B[], Hezasucumo om ucnosib3yemou CYB[]. lNpu cmeHe B[]
Hacmpoliku e Opyayro B[] He nepeHocsimcsi.

Mone «lMNocTaBLmk 6a3bl AaHHbLIX» — 3TO BbiNagatoLmi CNNCOK C BbIGopom
nogaepXxueaembix TMNoB 6a3bl AaHHbIX Ans paboTtsbl MLL:

e SQLite (3HayeHuMe no ymon4yaHuto, cm. puc. 11)
o B none «®ann b[» otobpaxaeTca NyTb K Tekywlen 6ase aaHHbIX SQLite.
Ecnu dann ¢ B[] 6610 nepeHeceH B Apyryto nanky, NyTb K dhansy MoxHo
N3MEHUTb BPYYHYH MNK BbibpaTh B NPOBOAHMKE.
o KHonka «Acnonb3oBaTb B no ymonyaHuio» Bo3BpaLlaeT 3HayeHue no

yMon4yaHuo ans nyTn K panny ¢ 6a3on gaHHbIX;



HacTpoiiku

Q HacTpoiiku B[,
<>

MNanka koHpurypaumm

MNMocTaewmk Haskl 4aHHBIX

®ann BL,

[Nocne w3meHeHus

&

[_.'hnme,’NSDfdaniIichevaf,locaI,’sharejNSD Integration Gateway

f&r OtkpbiTh Nanky

| SQLite - |

| fnome/NSD/danilicheva/local/share/NSD Integration Gateway/igate.db.dat

Mecnone3oeate Bl no ymonyaHmo

= TMopkniounTs B

PucyHok 11. Hactpownkn B[] SQLite

napamMeTpoB HYXHO NOAKIMKIOYNTBCA K 0a3e [OaHHbIX, HaxaB

«lMopkntounTs B». Mpon3onaéT NnpoBepka CyLeCTBOBaHUSA U cOeAMHEHNE C BbIbBpaHHOM
B n3 cnucka. MNocne knuka Ha kHonky « OK» 6a3a gaHHbIX 6yaeT nogknoyeHa 1 rotoea

K paboTe.

Mpn aTOM ecnn UL 06HapyuT, 4To BbibpaHHas Bl nyctas (ecnn Bbl HE MEHANN MYTb K
B/l, To Npu NepBoM 3anycke Tak n byaeT), nocne Haxatns kHonku "Moaknountb BA"
ML nonbiTaeTcss MUrpUpoBaTb HAcTponku m3 OLL, ecnn OH YCTaHOBNEH Ha 3TOM Xe
KOMMbtoTepe — cM. [1punoxexve 3. Murpauma Hactpoek 13 O B AL

lMpumeyaHue. Ecniu ycmaHoerneH gnae «Mcrionb3oeames cepeep Web APl» (cm. pasden
Cepsep Web API), mo so3moxHa paboma mosibko ¢ PostgreSQL, npu ebibope SQLite

b6ydem owubKa.

e PostgreSQL (cm. puc. 12). Anga atoro Tuna B[ Heo6xoamMmo ykasaTb:

o Wwms xocTa, Ha koTopom pacnonoxeHa CYB[. Ecnu CYB[ PostgreSQL

yCTaHOBJSIEHA Ha TOT € KOMNbITEP, Ha KOTOpbIN ycTaHoBneH LU,

ykaxuTte localhost

o [MopT — nopT, KoTopbIN 3aganu npu yctaHoke CYB/ (cm. [Mpunoxexwne 1.

YcTtaHoBka n Hactponka CYB PostgreSQL)

o Wwmsa 6a3sbl gaHHbIX — nmsa B, kotopoe 3aganu npu co3ganum B4 UL (cm.

MNpunoxxeHue 1. YctaHoBka n Hactpowka CYB[ PostgreSQL)




o Wwma nonb3oBatensa — nmsa nons3oBaTens, KOTOPOe ykasanu rnpu
co3pganum b1 VLW (cm. [NpunoxeHune 1. YctaHoBka n HacTtponka CYB/[]
PostgreSQL)

o [laponb — naponb nonb3oBatensa ans 6a3sbl gaHHbIX UL (cm.

MpunoxeHue 1. YctaHoBka n HacTponka CYB[ PostgreSQL)

lMocne BBOAa HacTpoekK crieqyeT HaxaTb KHONKY «lMogkniounTts BO».

HacTpoiiku

&= Hactpoiku B[] A g HacT bl 06MEHa AaHHBIMU
<> I

MNanka koHpUrypaumm ’lhomeiNSDfdaniIicheva,’,localfsharejNSD Integration Gateway

fa OrmxpbiTe nanky

MocTaBwuyk 6asbl JaHHbLIX | PostgreSQL ~~

WMms xocTa [172.23.24.45
Mopr (5432

Wmna Basbl gaHHbIX | postgres
Wmsa nonbsoeatens | postgres
[EET

Napone

= TMopkmounTs B[

PucyHok 12. Hactpownku Bl. PostgreSQL

Mpwn HaxaTum kHonkn «OK» 6e3 nogkntoveHus k B[, B ctatycHom cTpoke oTobpasntcs
npegynpexaeHue: Heobxoanmo HaxaTb KHOMKy «MogkniounTs BO».

Mpn 3toM ecnn UL obHapy>uT, 4TO BblbpaHHas B[l nyctas, nocne HaxaTus KHOMKM
"Moaknountb BA" NOSBUTCA OKHO C 3aMpOCOM Ha MUrpaumio HacTpoek n3 ®LU, ecnn OLL
YCTAHOB/IEH HA 3TOM >XXe KOMMbtoTepe — cM. [1punoxerHune 3. Murpaumsa Hactpoek ns L
B N

9.2. O6LKne HaCTPONKK

Mocne yctaHoBku VLU obLime HacTpomnkn 6yayT 3anonHeHbl 3HaYEHUSIMM MO YMOSTHYaHMIO.

BHumanwne! [ins pabotbl VLU 064a3aTenbHO HY>XHO HAacTponTb KaHasnbl obmMeHa gaHHbIMU.
Tonbko 06LWKMX HACTPOEK HEAOCTATOYHO!

3HayeHuns obLnx HaCTpoekK, 3anofiHeHHbl€ N0 YMOJ14aHNIO, MOXXHO U3SMEHUTD.



K o6wmm HacTporikam UL oTHocsaTcA:

e Onar «3anyckaTb KaHarnbl Npu cTapTe NPUAOXEHUS» — NpuU YCTaHOBIEHHOM
dnare npwu ctapte VL Bce HacTpoeHHbIe kaHanbl 6yayT aBToMaTU4ECKN
3anyckaTbCcsa Anga nepegadvn/npuHATUA gdaHHbIX. 1o ymonyanuio cdonar He
YCTaHOBIIEH.

e Pexum HTTPS
HocTtynHbl Tpy pexuma HTTPS-coeguMHeHus:

o BblbUpaTb aBTOMATUYECKN - pekoMeHayemoe 3HavyeHne anss CK3M Banunpgara,
cucTeMa aBTOMaTUYECKM ONPEAENnnT, Kakyto BUBNNMOTEKY HYXKHO
NCNosb30BaTh;

o MO yMOMYaHuio - pekomeHayemoe 3HaveHue ana RSA kpuntorpadum, byget
ncnonb3oBaHa ctaHgapTHasa bubnmoteka Windows ans RSA, ans Linux He
NPUMEHMNMO;

o  WININET — coegmHeHune ¢ nomoLubto 6ubnmnotekn WININET (6ubnmnoteka

ncnonesyetca ana FOCT — kpuntorpadum).

- OBume HacTpoky &% HacTpo eHa AaHHbIMK

|| 3anyckaTb kaHanbl NpM cTapTe NPUNOKEHUA

Pexxmm HTTPS | BbiBWMpaTh aBTOMaTM4ECKA

MNepWop XpaHeHuA AaHHbIX |15 oHei

Ecnu paamep B[] bonbLe, ‘1024 MBawT
yem

Texywmia pasmep B: 11 MBair

MNanka ons coxpaHeHus ‘
nakeToB

Ouunectums B[4

Mpu oumcTke 6a3bl faHHLIX NPOBEPAETCA €& pasMep, ECN OH NMPEBLILAET YKa3aHHbIM,
TO yAansAloTcH JaHHble CTaplle YKasaHHOro Nepuoa XpaHeHus

|| ABTomaTnueckas oymcTka Bl

PucyHok 13. O6Lyme HacTpomrku
Cneagyrouwme HacTpoOWKKU 3agdaroT KpUtepun odnctkn b.

Ounctka B[] — ato



e ana CYB[ PostgreSQL Bbirpy3ka u3 b1 Bxogswmx n ncxogswmx naketos B
nanky Ha gucke (NyTb 3agaeTtca B none «llanka ana coxpaHeHUs NakeToB») U1
O4YUCTKA XKypHaroB BXoOAWMX U nucxogawmx. MNMpu Beirpy3ske cosgaeTcs
ctraHgapTHasa cTpyktypa nanok: INBOX, OUTBOX, ERRORS

e ana CYB[ SQLite, nockonbky Tam camu nakeTbl B B[] He xpaHATcs, yaaneHue na
B XypHanoB BXogaLMX U ncxogsawmx, 6e3 apxmsnposaHms. Camum nakeTbl Npu
9TOM OCTaHYTCS B TEX e narnkax, B KOTOPbIX XpaHATCA HA MOMEHT O4YUCTKM.

B none «lMepnoa xpaHeHnss AaHHbIX» YKa3blBaeTCH, Kakoe Konn4ecTBo aHen oyayT

XpaHUTbLCA AaHHble B Bl.

B none «Ecnn paamep B[] 6onblue, yem» ykasbiBaeTcs pasmep b B M6, no

AOCTWXKEHUIo KoToporo ByaeT oumwaTtbesa Bl.

BHumaHwme! Ouunctka 6yaeT BbINOMHEHA TOMLKO, €CNK BbINOSIHEHbI 06a YCNOBUS: N Ha
nepuog XpaHeHus aHHbIX, T.. eCNn Nepuoa yXe NpeBbiLleH, U Ha pa3mep 6asbl
AaHHbIX, T.€. €CInn pa3mep NpeBbICUN 3agaHHoe 3HavyeHne. Ecnn xoTts 6bl 0gHO 13
YyCnoOBMWI He BbIMOSHEHO, TO npoLlecc ouncTkm B He ByaeT 3anyLleH HU KHOMKOW
«Ounctutb B», HX NpK cTapTe aBTOMATUYECKON OYUCTKMN.

Hanpumep, ecnn cerogHsa 18 anpens, pasmep B npesbicun 1 6, nepnog xpaHeHus
AaHHbIX 15 aHen, a B none «Ecnu pasmep Bl 6onblwe, yem» ykasaHo 1024 M6, 1o
cerofHs 6yayT ovnLLeHbl JaHHble 40 3 anpens BKITYUTENBHO.

B none «[lManka gnsi coxpaHeHnsi NakeToB» YKka3bliBaeTCs nanka, B KOTOpyto 6yayT
BbIrPY)XeHbl BXOASALLME U UCXOAALLME NaKeTbl Nepen 04NCTKOM 3anucen n3 6asbl
AaHHbIX. OTa HacTponka akTtyanbHa Tonbko ana CYB[ PostgreSQL. Mpwu BbIrpy3ke
cosfaeTtcsa cTaHaapTHasg cTpykTypa nanok: INBOX, OUTBOX, ERRORS.

KHonka «Ounctutb B» nocne noareepxaeHus 3anyckaeT OYUCTKY XKYpPHanos
BXoOALWMX N ucxogsawmx, a gna CYB[] PostgreSQL eLle n 04ncTKy NakeTos,
xpaHswwmxca B b[.

MOXHO HacTpoUTb aBTOMaTUYECKYIO exXxeaHEeBHY 04MCTKY B. [1ns 3TOro Hy»HO

yCcTaHOBUTL chnar «ABToMaTuyeckas ounctka B» n ykasatb Bpemsi OUUCTKW.

lNpumeyaHue. PekomeHOyemcsi Hacmpoums aemoMamu4ecKyto o4ucmky B[] Ha
HauMeHee 3a2pyXeHHOe 8PeMsl, HarnpuUMep, HOYbIHO.

9.3. HacTtpoukn npokcu-cepsepa

B packpbiBatowemcs cnuncke «lpokcu-cepeep» HeobXoauMo BbiGpaTb PeXnM U
3anoNHNTb NapaMeTpPbl HACTPOMNKMN.

Ana OC Linux 4OCTYNHbI TONbKO 2 HACTPOWKN:

e He ucnoneayetca



e HTTP-npokcu

Ana OC Windows JOCTynHbI cnegyowmne HaCTPOUKN:
e He ncnonbsyetcs
e BbibpaTb aBTOMaTMYECKN
e HTTP-npokcu

e HTTP-npokcu ¢ JOMEHHOW ayTeHTUUKaumen

OHKIA ,5% HacTpoiku npokc-cepeepa K

Mpokcu-cepeep | He ucnoneayerca

F

He ncnonesyetca

HTTP-npokcu

L

PucyHok 14. HacTtpowku npokcu-cepsepa B OC Linux

HacTponkn MOXHO NpuUMeHUTb kHomkon «OK» Ha HWXHEW naHenu, ecrnmn KOPPEKTHO
3anornHeHbl oba3aTenbHbIE NOMS BCEX rpynn HacTpoek. Mpun Haxxatum kHornkn «OTmeHa»
N3MEHEHNS HACTPOEK HE COXPaHSATCA.

Pexunm «He ncnonb3yetca» ycTaHaBnvBaeTca B cnydae, ecnu ans pabotel ¢ WEB-
cepBucCaMu NpoKcK He ByaeT NCnonb3oBaTbCS.

Pexum «BblbpaTb aBTOMaTnyeckm» JoctyneH Tonbko ans Windows. B atom pexume
ByneT ncnonb3oBaTb MPOKCU-CEPBEP, 3afaHHbIM B CUCTEMHbIX HacTponkax Windows.

B HacTtponkax pexuma «HTTP-npokcm» wn  «HTTP-npokcM € OOMEHHOM
ayTeHTMdUKaUMen» HY>KHO ykasaTb AaHHble Mofnb3oBaTens, OT UMEHN KoToporo byaet
OCYyLLeCTBNATLCA ayTeHTUumkauna. MNMapameTpbl nogknoyeHna (cMm. puc. 15):

e ajpec NpoKcu-cepsepa;



e HOMep nopTa NpoKcU-cepeepa;
e 1IMS Nonb3oBaTens Ans NpoKcU-cepeepa;

e napornb Nonb3oBaTtens Ans NpoKcu-cepsepa.

<[> (

MNpokcu-cepeep | HTTP-npokck

Afpec NpokcKu-cepeepa |
MNopt npokcu-cepeepa |0
Wma nonbsosarens |

Mapone |

PucyHok 15. HacTpouku npokcu-cepsepa onga pexuma «HTTP-I‘Ip-OKCI/I»“ ‘

lMpumeyaHue. HeKkoppekmHble HacmpouUKu [poKcu-cepgepa U HedoCcmynHOCMb
cemesbix MOOKIHYEHUU — O0HU U3 CaMbIX YacmbIX MPUYUH HEBO3MOXHOCMU yCMaHO8KU
TLS coeduHeHus UL ¢ eeb-cepsucom HPL ONYX no kaHany WSL. [ns koppekmHou
HacmpoulKu Heobxo0uMOo 8bIMOIHUMB M0 wWaz2am MIHCmpyKyuto rno Hacmpolike paboyeao
mecma npu nodknrodeHuu k WEB-cepsucam HP/L] ¢ ucnonb3oeaHuem TLS-coeduHeHus
[4] u cdenamb yka3aHHbIe 8 HEl POBEPKU.

9.4. KaHanbl obMeHa JaHHbIMU

OGMeH coobLLEHMAMMN NPOM3BOAUTCS MO aKTUBHbLIM KaHanaMm (kaHarbl ¢ yCTaHOBMEHHbIM
cdnarom crnesa OT MMEHW kaHara B CNUCKe KaHasoB):

e kaHan WSL ucnonb3yetcs anga otnpasku 1 nonyvexumsa dannos 340 HP[L, a Takke
Ans obMeHa TpaH3UTHLIMW OKYMEeHTaMn mexay ydactHukammn 340 HP[.
e kaHan LKR ncnonb3yetcsa ons mMmnopTa YepHOBUKOB 3NEKTPOHHBLIX AOKYMEHTOB

Tonebko B WEB-kabuHeT Penosutapua HPL.



e kaHan EVT mncnonb3yetcsa ons obmeHa coobieHnsmn yepes Beb-cepBuc

3NEeKTPOHHOro ronocosaHus E-voting HPA.

HacTtpoiku

== Hactpoiku B[l Obwme HacTporKK é% Hac ) Q KaHanbl obmeHa faHHbIMK

> C
== [o6asuTb kaHan WSL = [o6asuTk kaHan LKR == [oBasuTk kaHan EVT

HeT kananoB

PucyHok 16. KaHanbl obmeHa gaHHbIMU

Uepes nHtepdenc ML MOXXHO HAaCTpPOUTb HECKOSBbKO KaHanoB ogHOro tuna. Kaxagbin
kaHan paboTtaeT co cBOMM HabopoM NamoK U CBOMMU HacTporkaMu. PasHble KaHanbl, B
TOM 4ymMcne ogHoro Tmna, MoryT pabotaTtb ¢ pasHbimu Tunamu CYB[. Kaxabii kaHan
MOXET paboTaTb CO CBOMM CEPTMAUKATOM Kitova 3NEKTPOHHOM NOANUCHU, UM MOXKHO
MCNonb30BaThb OAMH U TOT e cepTUUKaT ANs1 HECKOSbKNX KaHarnoB.

Ons WSL n EVT kaHanoB HyXHo 3agatb URL-agpec WEB-cepBuca, a ana LKR kaHana
- agpec WEB-kabuHeTa PenosuTtapus.

9.4.1.Co3gaHne kaHana

[ina co3gaHusa kaHana Heobxoanmo:

&= No6asute kakan WSL =4 [lobaute kanan LKR = [lo6asutb kanan EVT
1. HaXaTb O4HY U3 KHOMOK

B 3aBMCMMOCTM OT TOrO, KaKoro Tumna KaHasn Hy>XHO J006aBuUTb;

2.  3anofiHMTb NapaMeTpbl B OTKpbIBLUIEMCS OKHe. OnMcaHne napameTpoB Ans
kaHanoB WSL, LKR n EVT npeacrtasneHbl B Tabnmuax Huxe (CM. cnegytowime
pasgensbl);

3.  HaxaTb KHOmMKy «OK», npu aToM Bce obs3aTenbHble NOMs A0MKHbI ObiTb

KOPPEKTHO 3aroSHEHBI.



CospgaHHbI kaHan oTobpasnTca Ha akpaHHOW hopme «HacTponkmny Ha BKnaake
«KaHanbl obmeHa gaHHbIMUY.

r'i::] KaHanbl cbMeHa AaHHbIMI

=4 Nobaeuts kavan WSL == [Jo6aeute kaHvan LKR == [lo6aBurk kaHan EVT

+* WSL TEST @ Hactpoure ¥ Ynoanums

PucyHok 17. Co3gaHHbI KaHarn

[Ana penakTmpoBaHUs napameTpoB KaHana crnefyeT HaxaTtb KHOmMKy «Hactpoutb», B
OTKPbIBLLEMCS] OKHE BHECTU U3MEHEHNA N HaxxaTb «OK».

®nar HanpoTnB MUMEHU KaHalJla O3Ha4YaeT, aKTUBUPOBAH J1X KaHaJl.

Mocne HaxaTna kHomkn «OK» Ha HWXKHeWn naHenu dopmbl HacTporikm 6yayT NpyMeHeEHbI
BCE HACTPOWKM 1 nepesanycTutcs pabota Bcex kaHanos VL.

Mpun 3TOM MMetoLLMEeCH Ha MOMEHT nepesarpy3ku 3agayn no oTnpaBke U NPUemMy NakeTos
OyaoyT KOPPEeKTHO MnpepBaHbl, a Mocne 3anycka kaHana npueM M oTrnpaBka MnakeToB
BO300OHOBATCA.

9.4.2.INapameTpbl HacTpoukn kaHana WSL



SEl T ENERERER TN
WMma Kkanana
Kon kauana

Kon menoxeHTa

Anpec cnyx6el WSL
Pexxum KpunTorpadmm
Kpunrorpadguyeckmi npodune

MH-kop, knoYyeBoro HocUTeNA

MuTepean Bbirpy3KKn cooblyeHmi

Cra Pele BXOOALLME NAaKeTbI

Pazbueatk naket Ha yacTu (KB)

[TEST

[TEST

| MC0259400000

[ | Kawan Tpauaura 2.0

| tp://onyx-edo.k8s.dev.test.local/OnyxEdoWSService/OnyxEdo |

| For_test

(00:01:00

1 ABTOOTNpaBKa YBeLOMNEHUA O MPUEME TPEHIUTHOO
coobuenmn

M WruopMpoBaTe BNOXeHHOCTE Nanok npy obpaboTke
—' BXOOALLMX

| 3arpyxaTb NakeTskl 3a 3 AHA

(500

+ BrniounTb OTNpaBKy NakeToB




~ BKMOYMTE NPHUEM NaKETOB

ABTOMaTHMYECKK nepermMeHoBbIBaTk MCXOOALME q)al‘r"lﬂbl ]

v
COOTBETCTEBMK C [pasrnnamu 300

|:| MNpoeepsars nognues HPL] B npuHATOM NakeTe

| | NpoeepaTs Nognuce 0TNPagUTENs B TPaH3UTHOM NakeTe

|'_' AeTOomaTnueckoe obHoBNEHWE Cnpaeo4vyHWKa y4acTHMKOB
— TpaH3uvTa

|:| AsTomaTnueckan sarpyska COC

~ WMcnone3oBatk Nanky

MNyTe Kk paboyei nanke
Hassauwme nanku "INBOX"
Haseanue nankw "OUTBOX"
Haseanue nankw "SENT"
Hasesanwme nankw "ERROR"

Bpemsa oxu1aaHua nepes oTNPaBKoi

| /home/NSD/danilicheva

 INBOX

| OUTBOX

| SENT

| ERRORS

00:00:10

MMyTb K Nanke AnA apXxMBOB OT4YeTa
10425

WuTepean BeIMpy3KK OTYETa O
MPUHATLIX NaKeTax

n}l'Tb K nanke ¢ oT4eTOM O
NPMHATERIX NaKeTax

~  Wcnonb3oBatb pain-cemadop

|:| MNepeHocuTs KBUTaHUMKM B nanky SENT

|'_' ﬂuﬁaansm; B MMA Nanky ¢ BEXOO0ALLMM OOKYMEHTOM X3LU
— nony4yeHHOro NnakeTa

| | Coxpamnats uudopmawmio ob oTnpaBneHHoM nakeTe
[_] CoxpaHATb MHPOpMaLMIO O NPMHATOM NaKeTe

~ ObpaboTka nocne nony4yeHWa BCeX ToMos oTyeTa 10425

" Archives10425

" ABTOMaTHM4ecKan BbIFTPY3Ka 0T4ETa O NMPMHATBIX NaKeTax
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PucyHok 18. NapameTtpbl WSL kaHana

Mocne HaxaTna kHonkn «[JobaBnTb kaHan WSLy, oTkpoeTcs dopma HacTtporika
kaHana WSL. OnucaHue eé napameTpoB NpeacTaBreHo B Tabnumue:

Nma kanana

Nms kanana ans otobpaxenus B ML

Kop kanana

Kog kaHana, KoTopbln ucrnone3yetcs npu pabote ¢ Web
API

Koa nenoHeHTa

[enosuTtapHbin (peno3nTapHbIN) Ko, NPUCBOEHHbIN
knuenty B HP[.

OT ykasaHHOro koga kaHan 6yget oTnpaBnsTb U
NPUHUMAaTbL COOBLLEHMS.

[nsa Kaxgoro KaHana MoXXHO HaCTPOUTbL CBOW
Aeno3nTapHbIn (peno3nTapHbIn) Kog U Takum obpasom
pas3nennTb 4OKYMEHTOOBO0POT.

Agpec cny06bl WSL

Appec WEB-cepsuca HP1 (ONYX), ¢ koTopbiM
B3anmogencteyet VLU ans obmeHa coobuieHnamm (B
pamMKkax 4eno3nTapHOWU/KNMPUHIoOBON OEATENBHOCTH,
peno3nTapHon OeATENbHOCTU U pacYeTHOro
obcnyXMBaHUA, B TOM YMCHE MO KOPNOpaTUBHbIM
AEeNCTBUSM U TpaH3uTy). B Bbinagatowem cnucke
Heob6xoaMmo BbibpaTb OOVH U3 aapecoB U BBECTU
BPYYHYIO agpec, NpeoCTaBlEHHbIN TEXHUYECKOW
nogaepxkon HPL.

Anpeca gna goctyna kK ctapon sepcun ONYX:

Appeca gnsa FOCT kpunTtorpadun:

e https://gost-gt.nsd.ru/onyxgs/WslService — GUEST,
KOHTYp AN TECTUPOBAHUSA C KNMeHTaMu (TekyLias
Bepcus MO, yctraHoBneHHas B NNTPOM);

e https://edog.nsd.ru/onyxpr/WslService — PROM,
NPOMBILLNEHHbIN KOHTYP;

e https://gost.nsd.ru/onyxt3/WslService — TESTS,
TECTOBbIN KOHTYp AndA npoBegeHus O3
(nepcnektnBHas Bepcus 10).



https://gost-gt.nsd.ru/onyxgs/WslService
https://edog.nsd.ru/onyxpr/WslService
https://gost.nsd.ru/onyxt3/WslService

Anpeca gna RSA kpuntorpaduu:

e https://rsa-gt.nsd.ru/onyxgs/WslService — GUEST,
KOHTYp AN TECTUPOBAHWS C KNMeHTaMu (TekyLlas
Bepcus 0O, yctaHoBneHHas B [NTPOM);

e https://edor.nsd.ru/onyxpr/WslIService — PROM,
NMPOMBILLNEHHbIN KOHTYP;

e https://rsa.nsd.ru/onyxt3/WslService — TESTS3,
TECTOBbIN KOHTYP N4 npoBeaeHus O3
(nepcnektnBHaga Bepcus 10).

Anpeca gna goctyna K HoBoun Bepcun ONYX:

Appeca gnsa FOCT kpunTtorpadun:
https://gost-gt.nsd.ru/onyx-
ms/OnyxEdoWSService/OnyxEdo— GUEST, KOHTYp
ANs TECTUPOBAHUSA C KNMeHTamu (TekyLlasi Bepcus
MO, yctaHoeneHHas B [NTIPOM);

e https://edog.nsd.ru/onyx/OnyxEdoWSService/OnyxE
do — PROM, NpOMBbILLUNIEHHbIN KOHTYP;

e https://gost-t3.nsd.ru/onyx-
ms/OnyxEdoWSService/OnyxEdo — TESTS,
TEeCTOBbIN KOHTYp AndA npoBegeHus O3
(nepcnektnBHas Bepcus M0O).

Appeca gnsa RSA kpuntorpadgum:

e https://rsa-gt.nsd.ru/onyx-
ms/OnyxEdoWSService/OnyxEdo— GUEST, KOHTYp
ANs TECTUPOBaHWS C KNMeHTaMu (TekyLlasa Bepcus
MO, yctaHoBneHHas B [NTPOM);

e https://edor.nsd.ru/onyx/OnyxEdoWSService/OnyxE
do — PROM, NpOMBbILLNIEHHbIN KOHTYP;

e https://rsa-t3.nsd.ru/onyx-
ms/OnyxEdoWSService/OnyxEdo — TESTS,
TECTOBbIN KOHTYP AngA npoBeaeHus O3
(nepcnektusHas Bepcus M0O).

Pexum kpuntorpadum

Tun kpunTorpadumn UCNONb3yeEMbIX KITHOYEMN:
Ona Windows — FOCT unu RSA.

[Onsa Linux — tonbko FOCT



https://rsa-gt.nsd.ru/onyxgs/WslService
https://edor.nsd.ru/onyxpr/WslService
https://rsa.nsd.ru/onyxt3/WslService
https://gost-gt.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://gost-gt.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://edog.nsd.ru/onyx/OnyxEdoWSService/OnyxEdo
https://edog.nsd.ru/onyx/OnyxEdoWSService/OnyxEdo
https://gost-t3.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://gost-t3.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://rsa-gt.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://rsa-gt.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://edor.nsd.ru/onyx/OnyxEdoWSService/OnyxEdo
https://edor.nsd.ru/onyx/OnyxEdoWSService/OnyxEdo
https://rsa-t3.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo
https://rsa-t3.nsd.ru/onyx-ms/OnyxEdoWSService/OnyxEdo

KpunTtorpadunieckunn
npodounb

Nms npoduna na CnpaBoyHMKa cepTUdMKaTOB.
Pabouunn ceptudukat B BbibpaHHOM npodumne byaet
ncnonb3oBaH AN NOANUCHU N WNGPOBAHKS.

Mpodunb BeibMpaeTcs U3 cnmucka 3aperncTpupoBaHHbIX
B peecTpe npocunen. Ecnu ykasaHo 3HadeHne «My»,
TO Kaxabln pa3 npu 3anycke VLU, ecnn
Kpuntorpadudeckux npocunen y nonb3oBatenen
Heckonbko, ByaeT nosiBNsATLCS OKHO Bbibopa npoduns.

NMANH-koa kntoYeBoro
HocuTens

OnuwnoHarnbHoe norne, 3anonHaeTcs npy Hanudumn NMUH-
Kofa Y KInto4YeBoro Hocutens.

CepunHbIn HOMep
KITMEHTCKOro
ceptudukarta (Baw)

HacTtponka Tonbko gna Windows.

CepUnHbIN HOMEpP KIMEHTCKOro cepTudurkaTa ans
poctyna Kk WEB-cepsucy no HTTPS ¢ 4BYyCTOPOHHUM
TLS. Mpwn HaxaTtum Ha kHonky 3 oTkpoeTcs OKHO, B
KOTOPOM HY>XHO BblOpaTh Balw ceptudmkat (Ansa novcka
MOXXHO BBECTW YaCTb CEPUMHOro HoMepa cepTudukara,
Hanpumep nocnegHue cnmeosbl 6e3 Npobenos 1
ABOETOYMN, N HaxaTb Enter):

[E] Bribop ceprugukara — O X

Mouck [

l ¢ 0ID1.2.643.3.131.1.1=007700001088,
~ 0ID1.2.643.100.1=1277000001088,
0I1D1.2.643.100.3=00770001088, T=CneumanwcT,
CMN=Cotpyonuk1088, OU=Cektop, O=lpeonpuatuel088,
L=Mockea, S=77 r.Mockea, C=RU

~~ 0ID.1.2.643.3.131.1.1=007702165310,

~ 0ID1.2.643.100.1=1027739132563,
0ID.1.2.643.100.3=055555999989, T=PykoBogWTENE OpraHM3aLMmn,
CN=[eTpos lNeTp MNeTpoeu4, OU=lpaenenme, O=HKO AD HR[,
L=Mockea, S=77 r.Mockea, C=RU

™y 0ID1.2.643.3.131.1.1=007700003108,

~— 0ID1.2.643.100.1=1277000003108,
0ID1.2.643.100.3=00770003108, T=Cneunanmucr,
CN=Cotpyonmk3108, OU=CekTtop, O=lNpeonpuatne3108,
L=Mockea, S=77 r.Mockea, C=RU

() CN=danilicheva@nsd.ru

0K OTmeHa

MHTepBan BbIrpy3sku
coobLeHnn

NHTepBan o6HOBNEHNSA BXOASALLMX COOBLLEHNI
(nHTepBan obpalueHnsa k Beb cepsucy ONYX) B
dopmaTte HH:MM:SS.

Hanpumep, 00:01:30 osHayaeT 1 muH 30 cek
MwuHumanbHoe 3HavyeHne — 00:00:10




PekomeHgoBaHHoe 3HaveHne — 00:01:00 (1muHyTa)

ABTOOTNpaBKa
yBeZJOMNEHNn o npnéme
TPaH3UTHOrO
coobLeHus

BkntounTb aBTOMaTUYECKYO OTNPaBKY KBUTAHLMIA O
npueme TpaHauTHoro naketa 0.

MpumeyvaHue. Ecnu He yganock pacwmndpoBaTtb
TPaH3UTHbIA JOKYMEHT, OTNPaBEHHbIN 3aKPbITbIM
KOHBEPTOM, UK HE yAanocb COXPaHUTb NPUHSATLIN
nakeT n3-3a TEXHMYECKMX Npobrem, OyaeT oTnpasneHa
KBUTaHLMA 06 ombke.

Bo Bcex ocTanbHbIX cnydadax oTnpasnAaeTcd
nonoxuTteribHad KBUTaHUUA.

[ns koppekTHoro otobpaxeHus B HP[L] ctaTyca
OTNPaBKM TPAH3UTHOro NakeTa 3Ty ONuumio
peKOMeHOyeTCs BKNIOYUTD.

MpumeyaHune. BTa onums paboTaeT TONbLKO ecnum
BKITHOYEHbI 06e onuun «BknounTb OTNpaBKy NakeToB» U
«BKnounTb NpMemM nakeToB»

NrHopupoBaTtb
BNOXEHHOCTb NanokK npu
0bpaboTke BXxoasLmx

Pexum, npu KOTOPOM NPOUCXOAUT U3MEHEHUNE
CTPYKTYpPbI Nanku Npy nNoy4eHnn oT4eToB.

Mpun BbIGOPE AaHHOM onumn UL He co3gaeT HECKOSbKO
nognanok, a BblknagbiBaeT dpanrnbl B O4HY narky,
KOTOPOW npucBavBaeTCca HauMeHOBaHWE BIOXEHHOIo
danna, T.e. nyTb K pannam byget kopoye, 6e3
BNOXEHHbIX Nanok. MNMpumep npeacTaBreH Ha pUCYHKe
HUXe:

WrHopHpoBaTh BNOXEHHOCTE Nanok npu obpaboTke

BXOAALLMX

<« fgate » INBOX » L05A4949 > MNDCO0D0000000 » VRKITGLOBAL1 » LST4785084204 »

~
Wras ata usmeneHna Tun Pasme|

] LST4785084204.5GN
i LST4785084204.zip

aiin "SGN

Cxcatan ZIP-nanka

MrHopupoBate BNOXEHHOCTL Nanok npw obpabotke

EXOAALLIX

» 3ToT komnetoTep > JlokaneHeid guek () » fgate » INBOX » LO5A4949 »

~
Wnas [aTa usmeHeHna Tun Pazmeg|

| LSTA785084204.56N 211343 @aiin "SGN
Bl 1574785084204 zip

[*] packagelnfo.xml 21

21 13:43 Coxcaran ZIP-nanka

MpumeyaHue. TOT pexnm paboTaeT TONbLKO ecnn
BKITHOYEHA onumsi « BknounmTb Npuem nakeToB»

Ctapble Bxoasdiune
nakeTbl

3 BbinagaroLLero cnmcka Hy>HO BblOpaTth rnyouHy, 3a
CKONbKO NpeablayLnx gHen HeobXo4MMO BbIrpy3unTb




naketbl. MakcumanbHoe konnyectso gHen — 14. UL
BbIFPY>Ka€eT TONbKO T€ MaKEThl, KOTOPbIE HE
BbIFPY>Xanucb paHee.

Mpu BbIGOpe «He 3arpyxatb» ByayT 3arpyxatbcs
NnakeTbl TONbKO 3a TeKyLMe CYTKM N0 MOCKOBCKOMY
BpeMEeHM!.

MpumeyaHue. XXypHanbl 3arpy3km NnakeTos
(MHpopMaums 0 3arpy>XeHHbIX/0TNPaBNEHHbIX paHee
naketax) xpaHsatca B b1 ML

PasbuBaTtb nakeT Ha
yacTtu (K0)

OTnpaBka nakeTta no YyacTaM ykasaHHoro pasmepa B Ko,
MUHUManbHbIN pasmep Yactu 500 K6

Cwm. PekomeHgaumm no paborte ¢ hamnamm 60abLUnX
asmepos

Bknountb OTnpaBKy
nakeToB

BkritoueHne/BbIkNOYEHNE OTNpaBku nNakeTos. [Mpu
BbIKIMOYEHUN He ByaeT NPOMCXOANUTb OTMpaBKka NakeTos
N TPAH3UTHbIX KBUTAHLNNA.

BkntounTb npuem
NnakeToB

BkritoueHune/BbIkno4eHWE npnema naketos. [pn
BbIKITOMEHUN He ByaeT NPOUCXOANTb 3arpy3ka NakeToB.

ABTOMaTUYECKU
nepeMMmeHoOBbIBaTb
ncxogsawme dansnol B
COOTBETCTBUU C
Mpasunamn 340

Mpwn ycTaHoBNeHHOM cpnare ocyLecTBnaeTcs
nepeMMeHoBaHne Ncxogawmx annos BHYTPU NakeTa
no NMpaBunam anekTpoHHOro AokymeHToobopota HPL

[2].

[MpoBepsTb nognuch
HP[ B npuHaTOM
nakete

Mpun ycTtaHoBNeHHOM chnare 6yaeTt npoBepsATbCA
nognuce HP B npuHATbIX NakeTax. [pu Bbibope aTomn
onuun otobpaxaeTca obazarenbHoe ANs 3anofHEHUN
nosne «CepuiHbii Homep cepTudukata AN HPO».

MpumeyaHue. Npn ycTaHOBNEHHOW HACTPOMKE HYXXHO
CaMOCTOATENbLHO CNeauTb 3a BbIXOAOM HOBbIX
cepTtucumkatos HPl n ceoeBpeMeHHO
0bHOBNATE/A06aBNATL HOBOE 3HAYEHNE CEPUNHOIO
HoMepa cepTudukaTta B HacTponkax WLL. Ecnu aToro He
AenaTb BOBPEMS, TO BCe NakeTbl OyayT NepeHoCUTbCS B
nanky ERROR c owmn6kon o HeycnewHon npoBepke
noanucu HPL.

B none ona cepunHOro Homepa MOXHO yKasaTb
HECKOSbKO CEPUNHBLIX HOMEPOB YepE3 3andATy!o.




lNpoBepATb nognuch
oTnpaBuTens B
TPaH3UTHOM nakeTe

ByayT npoBepATbCs nognucK oTnpaBUTeNns B NPUHATBLIX
TPaH3UTHbIX NaKkeTax, Ha OCHOBE [aHHbIX, JOOaBMEeHHbIX
B crnpaBoYHUK VLU «Y4yacTHMKM TpaH3uTay.

MpumMeyvaHue: Npyn NCNofb30BaHNN JAaHHOW ONuUUK
pekoMeHAOyeTCHa yCTaHOBUTL onumio «ABToMaTnu4eckoe
OOHOBMEHME CrpaBOYHUKA YH4ACTHUKOB TpaH3UTay, B
NPOTUBHOM criydae npu obHoBNEHMM cepTuUduKaTa Ha
CTOPOHE KOHTpareHTa Bce NPUHATbIE OT HEro nakeTbl He
npongyT Banuaauuio n dyayt nepemerteHol B ERRORS

ABTOMaTU4eCKoe
obHoBNEHNE
cnpaBOYHMKA
Y4aCTHUKOB TpaH3uTa

[Mpn ycTaHoBNEeHHOM (pnare exegHeBHO B 3afaHHOe
Bpemsi OygeT ocyLecTBNATLCA aBTOMaTU4eCcKoe
OOHOBIEHME CrpaBOYHUKA YH4aCTHUKOB TpaH3nTa.

PekomeHayeTca OTMETUTb 3Ty ONuUMI0 UM OB6HOBNATL
cepTudurKaTbl KOHTPAreHTOB BPY4YHYHO, MHaYe npu
N3MeHeHn cepTudmkaTa Ha CTOPOHE KOHTpareHTa Bbl
He cMoxeTe 06MeHMBaTLCS TPAH3UTHBIMU
COOBLLEHNAMN 3aKPbITbIM KOHBEPTOM, T.K. HE CMOXETEe
UX NpoYnNTaTh, a BCe MPUHATbIE OT KOHTPareHTa rnakeTbl
npu ycTaHoBSIEHHOW HacTpouke «lpoBepAaTb NoANUCH
oTrnpaBuTens B TPAH3UTHOM NakeTe» He nponayT
Banuaauuio n éyayt nepemereHol B ERRORS

Mpwn BbIGOPE aTOM oNunKn oTobpaxaeTcs oba3aTenbHoe
AN 3anonHeHus none «Bpems o6HOBNEHNMS
CrpaBoOYHMKaA Y4aCTHUKOB TpaH3autTa». Bpems
yKa3blBaeTCA MOCKOBCKOE.

ABTOMaTHNYecKas
3arpyska COC

[Mpun ycTaHoBNeHHOM hriare exxegHEBHO B 3ajaHHOe
Bpems ByaeT oCyLeCcTBNATbCS aBTOMaTU4eCKoe
o6HoBneHne COC (cnpaBoYHMKa OTO3BaHHbIX
cepTudukaToB).

*MpumedaHne. Ecnu HacTpoeHo aBToMaTuyeckoe
oBGHOBNEHNE CNpaBOYHUKA YHAaCTHUKOB TPaH3UTa,
BMecTe ¢ HUM obHoBnsaeTca u COC. Pexnm otaenbHoOn
3arpy3kn COC npenycMoOTpeH ANd KIMEHTOB, Y KOTOPbIX
HEeT HeoBXo4MMOCTM OTNPABKM TPAH3UTOB 3aKPbITbIM
KOHBEPTOM, HO €CTb NoTpebHOCTb B 06HOBReHNn COC
OIS NPOBEPKN NOANMUCEN BXOAALLNX COOBLLEHWIA.

Mpun BbIGOPE 3TON ONUMM OTOBpaxaeTca obasaTenbHoe
Ans 3anonHeHnsa none «Bpems aBTomaTnyeckom
3arpy3kn COC». Bpems ykasbiBaeTCH MOCKOBCKOE.




Mcnonb3oBaTb nanku

dnar nmeet cmbicn Tonbko Npu pabote ¢ CYB
PostgreSQL. Npu pabote ¢ CYBL PostgreSQL u
ycTaHoBneHHom dnare VLW 6yaeT ncnonb3oBath U
nanku, n 6a3sy gaHHbIX ANS XpaHeHUs NakeToB
(xpaHsiwmecs B B nakeTbl 6yayT npoay6nmMpoBaHbl B
nankax). lNpu pabote ¢ SQLite nakeTbl Bcerga
XPaHATCH TONbKO B Marnkax.

MyTb kK paboyen narnke

HacTpolika MeeT CMbICI TOMbKO MpPW YCTAHOBNEHHOM
dnare «Mcnonb3oBaTtb nanku» unu npu paboTe ¢
SQLite.

Paboyas nanka — 370 kKOpHeBas nanka, OTHOCUTENbHO
koTopou UL aBTOMaTnyeckn co3gaeT nankum ans
KaHana (npu nx oTCyTCTBUWN) ONst BXOOSALLNX,
NCXOOALLMX, OTNPABMEHHbIX N OLUIMBOYHBIX COOBLLEHNIA.
Mpu HaxxaTum 2 oTKpoeTcs NPOBOAHMK, B KOTOPOM
HeobGxoaumo BblbpaTb nanky.

MpumeyaHue. [na yyeTHOM 3anvcu nosib3oBaTesnis, oT
koTopon paboTtaet UL, a Takke ona co6ctBeHHoro MO
KNMEeHTa, KOTOpOe BblKNaabiBaeT v 3abupaeT dansbl 13
ML, gomkHbl 6bITb NPpaBa Ha YTEHME W 3anuncb B
AaHHYI0 Nanky.

BaxHo! Ecnu Ha KOMNblOoTEepe YCTaHOBJIIEH eLlle U
®LU, ana pabo4yen nanku UL pomxeH ObITb yKa3aH
NyTb, OTNIMYHbLIN OT NYTU K paboyen nanku PLL.

HasBaHune nanku
INBOX/OUTBOX/SENT/
ERROR

HassaHue nanku Ans BXOASALLNX, UCXOASALLNX,
OTNpPaBIiEHHbIX COOOLLEHNA N AN OLWNOOK
oTnpaBku/npuema. o ymonyaHuio ykasaHo:
e [INBOX

e OUTBOX
o SENT
e ERROR

OTO HasBaHUA Nognanok B paboyen nanke kaHana.

Tak e MOXXHO yKa3aTb MyTb K Narnke OTHOCUTENbHO
pabouyen nanku, Hanpumep, «\OUTBOX» — B AaHHOM
npuMepe nanka co3gacTcs Ha TOM XXe YPOBHE, 4YTO U
paboyada nanka.

Tak >xe MOXXHO yKa3aTb abCOnTHBIN U CETEBOWN NYThb,
Hanpumep, «C:\MLNOUTBOX» — B 4aHHOM npumepe
nanka cosgactcsa Ha aucke C BHyTpu nanku AL,




He3aBMCUMO OT TOro, YTO yKa3aHo B none «[yTb K
paboyen nankey.

Mpumeyanue. Npn ncnonb3oBaHNN CeTEBLIX NANoOK Hago
nmeTb B Buay, 4to VLW gomkeH 6bITb NnpegoctaBnex
MOSHbIA AOCTYN K 3TUM Mankam, U YTO CKOPOCTb paboThl
WL 6yaeT 3aBnCETb OT CKOPOCTU LOCTYMNa K CETEBbLIM
pecypcawm.

BaxHo! Ecnu Ha KoMnbloTepe YCTaHOBIEH eLle U
®LU, ykaxute ana nanok UL nyTn, oTNnMYHbIE OT
nyteun K nankam ®LL.

Bpems oxunaaHus
nepepn oTnpaBKoOW

Bpemsa oxuagaHna 3arpy3ku HECKONbKUX dhansos-
BNOXEHWN, €CNN B OOHY Narky 3arpy>kaeTcs HECKOMbKO
drannos. B TedeHune atoro Bpemenu VL He oTnpaBnseT
dannbl U3 nanku, a oxunaaet gobasneHns gannos B
narky.

NHTepBan oxugaHusa cxogswmx coobLeHnn B
dopmate HH:MM:SS.

Hanpumep, 00:01:30 o3Ha4vaeT 1 myH 30 cek
PekomeHayetcsa ctaButb 10 cekyHf,
MuHumanbHoe 3HavyeHue — 00:00:01

HacTpolika gocTtynHa TonbKo Npu YyCTaHOBNEHHOM
dnare «Mcnonb3oBaTtb nanku»

Mcnonb3oBaTb (hans-
cemacdop

Ecnu aTOT pexnm BKMOYeEH, TO Npy obpalleHnm K
pabouen nanke VLU 6yaet cosgaBatb hansbl-
cemadopbl — cM. Ncnonb3oBaHne annos-cemadopos
ANs nHanKaumm 6noknpoBkn B PykoBoaCTBE
nons3osatens [1].

Ecnu kakon-to n3 aTux pannos yxe CyLLeCTBYeT, TO
WL He BypeT npMHMMaTh U OTNPaBnsaTb JOKYMEHTbI,
noka aToT ¢hamn He ByaeT yaaneH.

HacTpowka gocTyrnHa TOMNbKO rnpu yCTaHOBIEHHOM
dnare «Mcnonb3oBaTb Nankm».

lMepeHOCUTb KBUTAHLUUK
B nanky SENT

Mpwn ycTaHOBNEHHOM hriare TpaH3uUTHbIE KBUTaHLNK
dopmata winf.xml, nonyyeHHsle na WEB-cepsuca HP[
(ONYX) nepemeluatoTcst B nanky COOTBETCTBYIOLLErO
TpaH3UTHOro NnakeTa, oTrnpasBfieHHoro Yyepes L.

CooTtBeTtcTBUE NpoBepsieTcs no anemeHTty LETTER _ID
(yHuKanbHbIN ID TpaH3MTHOrO NakeTa B yyeTe
oTnpaBuTensi) B KBUTaHUUN 1 6ase aaHHbix L. Ecnn




COOTBETCTBME HaNnOeHO, TO dpans KBUTaHUMK Npu
nepeHoce NnepeMMeHoOBbLIBAETCH, B 3aBUCMMOCTU OT
yKa3aHHOro B HEm ctaTyca us atpubyta @STATE y
anemeHTa COVERING_LETTER:
e ecnu RECIP_TO_NDC (kButaHuus ot
nonyyatens B HP[), To Received.xml,

e ecnu NDC_TO_ORIG ( kButaHuma ns HPL,
oTnpasuTento), To ReceivedNDC.xml.
HacTtporika focTynHa TOnbKo Npy yCTaHOBNEHHOM

donare «/cnonb3oBaTtb Nankny»

[lo6aBnATb B MA nanku
C BXOOALWMM
AOKYMEHTOM X3LLI
Nony4YeHHOro naketa

HacTporka obecnevnBaeTt yHMKanbHOE MMEHOBaHWe
AN nanok nakeTos.

[obaBnsieTcsa cTpoka, paBHasi XaLw-yHKLMK,
BblYMCIIEHHOM M3 BXOAALLEro NakeTa.

HacTtponka gocTynHa TONbKO Npu yCTaHOBMEHHOM
dnare «Mcnonb3oBaTb nankmy.

CoxpaHsTb
NHpopmMauno o6
OTNpaBfiEHHOM MakeTe

[Mpwn ycTaHoBneHHOM chriare nocne oTnpaskn PSaom C
naketom B nanke SENT coxpaHuTcsa dpann
packagelnfo.xml ¢ nHdpopmaumnen o6 oTnpaBneHHOM
nakere.

HacTpouka gocTtynHa TONbKO Npy yCTaHOBIEHHOM
dnare «/cnonb3oBaTb Nankn.

CoxpaHaTtb
MHopMaLno O
NPUHATOM nakeTte

Mpn ycTtaHoBNeHHOM hnare psaom € NPUHATBIM
nakeTom coxpaHutcsa dann packagelnfo.xml c
MHOpMaUnen o NPUHATOM NakeTe.

HacTpolika gocTtynHa TonbKo npy yCTaHOBNEHHOM
dnare «Mcnonb3oBaTtb Nankuy.

O6paboTka nocne
nony4YyeHnsi BCeX TOMOB
oTyeTa 1042S

Onuwmsa no YMOJT4aHUIO BKITHO4YEHa.

Mpn B3BeAeHHOM ¢hbnare ocyLecTBnsieTcA
aBTOMartmn4yeckas cbopka MHOroToMHbIX oT4eToB 1042S.
Otyet nomewaeTcs B nanky INBOX Tonbko nocrne
nosly4eHnsi BCeX TOMOB OT4eTa.

Mpn BbIKITIOYEHHOM hriare Kaxabin Tom otyeTa 1042S
obpabaTbiBaeTcsa u nomelaetcs B INBOX kak
OTAENbHbIA AOKYMEHT.

HacTpouka gocTtynHa TonbKo nNpy ycTaHOBIEHHOM
dnare «/cnonb3oBaTb Nankn.




ABTOMaTMYeckKas
BbIrpy3Ka oT4yeTa o
NPUHATBIX NakeTax

Onumsa no ymonyaHuio BblkoYeHa. Npy B3BegeHHOM
dnare Kaxgble HECKONbKO MUHYT (MHTepBan 3agaeTcs
napameTpom «VHTepBan BbIrpy3ky OTYeTa O NPUHATBIX
naketax») B nanky (nNyTb K nanke 3agaeTcs napaMmeTpom
«[yTb K Nanke ¢ OTYETOM O NMPUHSATBLIX NaKeTax»)
BbIFpy>KaeTcsa MHopMaLUs 0 NPUHATLIX NakeTax B BUAe
danna InPackagelList.xml (oT4eT cogepxut
arpermpoBaHHy0 MHGOpMaLnio 13 amnnos
packagelnfo.xml).

Mpwn BbIGOPE aTOM OoNuMKn oTobpaxatTcs oba3aTernibHbIe
AN 3anonHeHus nons «MHTepBan BbIrpy3kun otyeTa o
NPUHATBIX NakeTax» u «lyTb K nanke ¢ 0T4ETOM O
MPUHATBLIX NaKeTax».

MoapobHyto nHpopmauuio o InPackageList.xml cm. B
PykoBoacTee nonb3osarens [1]

HacTporka gocTtynHa TofnbKo Npy yCTaHOBIEHHOM
donare «/cnonb3oBaTb Nanku».

WNHTepBan BbIrpy3ku
oT4yeTa O NPUHSATHLIX
nakeTtax

MHTepBaJ’I B MUHYTaxX MexXxay BbIr'py3KamMun oT4eTa O
NMPUHATBIX NMNakeTax.

[Mone akTnBHO 1 06s3aTeNbLHO ANs 3anofTHEHUS NPU
npocTaBneHnn conara « ABToMatnyeckas Bbirpyska
oT4eTa O NPUHATLIX NaKeTax».

|_|yTb K nanke ¢ otT4eToM
O NPUHATbIX NakeTax

MyTb K nanke, B KOTOpyto coxpaHaeTca XML otyeT o
NpuHATBLIX NakeTax InPackageList.xml.

Mone akTMBHO 1 06s3aTenbHO ANS 3anofHEHWs Npu
npoctaBneHunn crara «ABToMaTMyeckas Bbirpy3ka
oT4yeTa O MPUHSITBIX NaKeTax».

Kanan TpaHsuta 2.0

Onuusa no ymonyaHuio BbikntoveHa. MNMpu B3BegeHHOM
dnare BCe HETUNMU3NPOBAHHbIE TPAH3UTbI 3aKPbITbIM
KOHBEPTOM M TPaH3UTHbIE KBUTAHLMW, OTNPaBEHHbIE
yepes aToT WSL kaHan, obpabaTteiBatotcs B HP[] B
oTAenbHOM NnoToke. Ha oTnpaBKy ocTanbHbIX
AOKYMEHTOB donar He BnusieT.

PeKOMeH,D,yeTCFI BKINMHOYUTb 3TOT cbnar Ond yCKopeHud
O6pa6OTKI/1 HETUNN3NPOBAHHbIX TPAH3UTHbIX
OOKYMEHTOB.

Mpumeyanue. MNpu BktoyeHHOM hnare «KaHan
TpaH3nta 2.0» HacTpourka «Y4acTHUK TpaHauTta 2.0» B
CrpaBOYHUKE YYACTHUKOB TPaH3UTa UrHOPUPYETCS.




9.4.3.NMapameTpbl HacTponkn kaHana LKR

HacTpoika kaHana LKR

WMma kaHana [LKR1

Kog kauana [LKR1

Anpec Be6-kabuneta penosurapms | https://cabinet-t3.nsd.ruflkr/

Mma nonb3osarens | dan

Maponb nonb3oBarens [

Pexum KpunTorpadum | TOCT ~ |

Kpunrorpaguyeckwii npodune | For_test - |

MAH-kog, kKNlo4YeBOro HOCKUTENA |

" HMcnone3oBatb nanku

MyTk Kk paboyeir nanke | fnome/NSD/danilicheva

Hasgauwme nanku "OUTBOX" [OUTBOX

Haseauue nankm "SENT" | SENT

Haseauue nankv "ERROR" | ERRORS

~ HWcnonesoeatk painn-cemadop

Bpems oxuaaHva nepen otnpaekoid | 00:00:10

~ 3arpy;aTb CrpaBOYHMK YYacTHWKOE Penoautapus

Hazeaume nankw "REPCLIENTS" | REPCLIENTS

CoxpaHATk CNpaBoYHMK y4acTHMKOB Penoautapws B
$opmare CSV

PucyHok 19. HacTpoiika kaHana LKR

Mocne HaxaTna kHonkn «[Jobasutb kaHan LKR», oTkpoeTca «HacTponka kaHana LKR».
OnuncaHue napameTpoB NpeacraBneHo B Tabnuue:




Nma kanana

Kog kaHana

Appec Beb-kabuHeTa
penosuTtapus

Pexum kpuntorpadpum

Kpuntorpaduyeckumn
npodunb

NMAH-koa knto4eBoro
HocuTens

CepunHbIn HoMep
KITMEHTCKOro ceptudukaTa
(Baww)

Nmsa kanana ans otobpaxenus B ML

Koa kaHana, KoTopbln ucnonb3yeTcs npu paboTe ¢

Web API

Anpec WEB-kabuHeTa Penosutapua HP[, ¢ koTopbim
6yneT BsammopencTBoBath VLU ans otnpaeku
YepHOBMKOB co0bLLEeHMI B hopmaTe PenosnTtapus
HP/[. B BbinagatoLiem cnucke Hy>KHO BbibpaTb OOuH 13
agpecoB nnun BBeCTU Bpy4Hyto cBon agpec URL
(appec He 3aBMUCUT OT TMNa KpunTorpadun):
https://cabinet.nsd.ru/repository/ — PROM KOHTYp;
https://cabinet-gt.nsd.ru/lkr/ — GUEST, koHTYyp Ans
TeCTUpoBaHUS ¢ KnneHTamu (Tekywasi sepcus MO,
NPOMBbILLSIEHHBIN KOHTYP);
https://cabinet-t3.nsd.ru/lkr/ — TEST3 TecToBbIi
KOHTYP ANS ONbITHOW 9KCcnnyaTauuu,
https://edog.nsd.ru/repository/ — PROM ana FOCT
(cTapbin agpec);

https://edor.nsd.ru/repository/ — PROM gnsa RSA
(cTapbin agpec).

Tun KpunTorpadunmn NCnosib3yeMblX KrtoYeun:

Ona Windows — FOCT unu RSA.
Onsa Linux — tonbko FOCT

Nmsa npoduns n3 CnpaBoyHnKa cepTtudmKaTos,
pabounn cepTudukaTt B BbibpaHHOM npodoumne
OyaeT ncnonb3oBaH N5 NOANUCK U LUIMPOBAHMS.

Ecnun ykasaHo 3HavyeHne «My», TO Kaxkabln pas npu
3anycke VLU BygeT nosaBnsTbCA OKHO BbiGopa
npogouns.

OnumoHanbHoe nosne, 3anofnHAeTCs Mpu HanNnn4nm
NMNH-koga y knNtYeBOro HocuTens.

HacTtporika Tonbko ana Windows.
HeobsasaTensHoe none, TpebyeTcsa 3anonHATb,
TONbKO, €CNKN NUCMNOMb3YITCSA «CTapbln agpec»


https://cabinet.nsd.ru/repository/
https://cabinet-gt.nsd.ru/lkr/
https://cabinet-t3.nsd.ru/lkr/
https://edog.nsd.ru/repository/
https://edor.nsd.ru/repository/

WHTepBan Bbirpy3ku
cooOLLeHNN

Mcnonb3oBaTb nanku

MyTb k paboyen nanke

HasBaHune nanku

kabuHeTa.

CepunHbIn HOMep KnneHTckoro ceptudumkata. Mpwm
HaXxaTumn HakHomKy 1 0TKPOETCA OKHO, B KOTOPOM
HY>XHO BblbpaTb cepTudumkarT:

' | B-l:.lﬁopcemedJMKaTa - - — O b
|

Mowmck [
~~ 0ID1.2.643.3131.1.1=007700001088,

0ID.1.2.643.100.1=1277000001088,
0ID1.2.643.100.3=00770001088, T=Cneuwanucr,
CMN=Cotpynrurkl1088, OU=Cektop, O=Ipegnpmatne1088,

L=Mockea, 5=77 r.Mockea, C=RU

~ 0ID1.2.643.3.131.1.1=007702165310,

— 0ID.1.2.643.100.1=1027739132563,
01D.1.2.643.100.3=05555599999, T=PykosoguTenb opraHvsaLmy,
CN=Netpos MNetp MNeTtposmy, OU=lpasnenue, O=HKO AQ HP[,
L=Mockea, S=77 r.Mockea, C=RU

™y 0I1D.1.2.643.3.131.1.1=007700003108,

~ 0ID.1.2.643.100.1=1277000003108,
01D.1.2.643.100.3=00770003108, T=CneumanucT,
CN=Cotpyoruk3108, OU=Cektop, O=lpeanpuatre3108,
L=Mocksa, 5=77 rMockea, C=RU

(:::) CN=danilicheva@nsd.ru

OK OTmeHa

Mcnonb3yeTtca ansa gocryna k WEB-cepBucy no
HTTPS c aByCTOpOHHMM TLS.

WHTepBan obpaweHns k WEB-cepsucy E-voting
Ans obHoBNEeHUs BXxoasLwmx coobLieHnn B popmarte
HH:MM:SS.

Hanpumep, 00:01:30 o3Ha4vaeT 1 MuH 30 Ccek.

MuHumManbHoe 3HadYeHune — 00:00:10

dnar umeeT cmbIcn ToNbKo Npu paboTe ¢ CYB[
PostgreSQL. MNpu pabote ¢ CYB[ PostgreSQL n
ycTaHoBneHHom cnare VLW 6yaet ncnonb3osatb U
nanku, n 6a3y AaHHbIX 4NS XpaHEeHWs NakeToB
(xpaHsawmecs B B[] nakeTbl 6yayT NpoaybnupoBaHsbl B
nankax). MNpu pabote ¢ SQLite nakeTbl BCerga XxpaHAaTcs
TOMbKO B Mankax

HacTtpoiika MeeT CMbICI TOMbKO MPU YCTAaHOBMNEHHOM
dnare «Mcnonb3oBaTh Nanku» unu npu pabote ¢
SQLite.

Pabo4asi nanka — 310 nanka, B kotopon ML
aBTOMaTU4eCKn co3gacT CBOW Nanku ans
NCXogAaLWMX, OTAPABNEHHbIX U OLUMBOYHbIX
coobLleHnr kKaHana

HasBaHus nognanok B paboyen nanke gns



OUTBOX/SENT/ERROR

Bpems oxngaHna nepeg
OTNpaBKoOun

WMcnonb3oBaTb thann-
cemacdop

3arpyxaTb CnpaBOYHUK
y4yacTHukoB PenosuTtapus

NCXOASALWMX, OTMPaBNEHHbIX COOOLWEeHUN 1 Ans
owmnbok otnpasku. 1o ymonyaHuio ykasaHo:

e OUTBOX

e SENT

e ERROR

Tak xxe MOXHO yKkasaTb NyTb K Nanke OTHOCUTESbHO
paboyen nankn, Hanpumep, «..\OUTBOX» — B
AaHHOM npumepe narnka co34acTCcs Ha TOM Xe
YPOBHE 4TO 1 paboyas nanka.

Tak ke MOXHO yka3aTb abConTHbIA NN CETEBOM
nyTb, Hanpumep, «C:\MLNOUTBOX» — B 4aHHOM
npumMepe narnka cosgacrcsa Ha aucke C BHYTpuU
nanku ML, He 3aBMCUMO OT TOro, YTO yKa3aHo B
none « MNytb kK paboyen nankey.

Bpems oxungaHusa 3arpyskm HeCKONbKUX ¢pansos-
BMNOXEHWUN, eCcriv B OOHY Narky 3arpy>xaeTcs
HecKoNbKo dpannos. B TeyeHune atoro spemenu AL
He oTnpaBnseT hannbl U3 nanku, a oxwaaeT
nobasneHns annos B Nanky.

NHTepBan oxungaHusa ncxoasawmx coobLeHnn B
dopmaTte HH:MM:SS.

Hanpumep, 00:01:30 o3HavaeT 1 munH 30 cek
PekomeHnayetcs ctaButb 10 cekyH,
MuHumanbHoe 3Hayenme — 00:00:01

Mcnonb3oBaTb nu gann-cemadop npu pabote ¢
paboyen nankon. Ecnv aTOT pexmm BKMOYEH, TO
npu obpaweHum kK paboyen nanke VLU 6yapet
cosgaBaTb (hann «.LOCK» B kopHe paboyen
nanku.

Ecnn atoT dhann yxe cywectsyeT, 1o UL 6ynet
O0XNnOaTtbCA ero yaaneHua

Mpun B3BegeHHOM donare kaxgbiv AeHb B 00:30

(Bpemsi UBMEHNTb HENb351) OCYLLECTBNSAETCS

aBTOMaTmn4yeckasd 3arpyska u coxpaHeHue

crnpaBoOYHMKa y4acTHUKOB Peno3uTtapusa B paboyen

nanke kaHana. NMpwu Bbibope 3TON ONUUK

oTobOpaxarTCa HAaCTPOMKM:

e HasBaHue nanku REPCLIENTS

e CoxpaHATb CrpaBOYHMK YHACTHUKOB
Penoautapusa B gpopmate CSV



Mpun kaxxgon 3arpyske crpaBOYHUK NOSHOCTLIO

nepesanucbiBaeTcs.
HacTpoika goctynHa TonbkKo Npu yCTaHOBIEHHOM
dnare «Mcnonb3oBaTb Nankn»

9.4.4.MapameTpbl HACTPOWKM KaHana EVT



HacTpolka kaHana EVT
WMma kanana
Kon kanana
Apnpec cnyxbbl EVT
Pexwum KpunTorpadm
Kpunrorpadpu4yeckia npodune
NH-kop, KMNloYeBOro HOCUTENA

WMuTepean EbIrpy3kK coobweHnin

[EVTEST

[EVTEST

|ng-t2finterop/services/ext/EvotingRegistrarExchangeEndpoint |

| TOCT ~ |

| For_test ~ |

(00:01:00

~ Wcnonb3oBaTk Nankm

MyTk K paboyei nanke
Haseanwe nanku "INBOX"
Haseaume nanku "OUTBOX"
Haseauwe nankwm "SENT"

Haseauwme nankm "ERROR"

Bpems oXK1aaHWA nepen oTNpaBKoM

| fnome/NSD/danilicheva/Newlgate

[INBOX

[oUTBOX

[SENT

(ERRORS

~  Wcnone3oeatb pann-cemadop

[00:00:10

PucyHok 20. HacTtponka EVT

Mocne HaxaTna kHonkn «[JobaButb kaHan EVTy», oTkpoeTca popma «HacTtponka
kaHana EVT». OnucaHne napameTpoB nNpeacTaBrieHo B Tabnuue:




Mmsa kanana
Koa kaHana

Agpec cnyx6bl EVT

Pexunm
Kpuntorpadum

Kpuntorpadunyeckui
npocunb

MNH-koa kno4YeBoro
HocuTens

CepunHbIn HOMep

KITMEHTCKOro
cepTtudukaTta

MHTepBan BbIrpy3ku
cooOLEeHNN

Mcnonb3oBaTb nanku

MyTb kK paboyen
narke

HasBaHune nanku
«INBOX»

Py4yHon BBOA Ha3BaHUs KaHana

Koa kaHana, koTopbln ucnonbayetcs npu padote ¢ Web API

Appec web-cepsuca HP[ (E-voting), ¢ koTopbim
B3anmoaencTeyeT MIHTErpaunoHHbIn Wwio3 ans obmeHa
coobeHunamu (gonyctmma Tonbko NOCT kpunTtorpadus).
https://edog.nsd.ru/e-
voting/interop/services/ext/EvotingRegqistrarExchangeEndp
oint - PROM, NpOMBbILUNEHHbIN KOHTYP;
https://gost.nsd.ru/e-voting-
t2/interop/services/ext/EvotingRegistrarExchangeEndpoint -
TecToBbIN KOHTYpP Ansa OJ3.

Tun kpuntorpadpumn — FOCT (no ymon4yaHuio)

Ncnonbayembin npodunbs B CnpaBovHMKe cepTUdmMKaToB

OnuwnoHanbHoe none, 3anonHseTcsa npu Hanuyaum NUNH-
KoAa y KNni4eBoro HocuTens.

HacTtpownka Tonbko gna Windows

CepurHbIN HOMEpP KITMEHTCKOro ceptudurkaTta, KoTopbln
ncrnonb3yetcs ansa gocrtyna k HTTPS, a Takke ans
HanoxeHna Al Ha oTnpaBnsembie 3L

NHTepBan obpaweHns k WEB-cepBucy E-voting ans
obHoBNEeHus Bxogawwmx coobweHunn B opmare
HH:MM:SS.

Hanpumep, 00:01:30 o3Ha4vaeT 1 muH 30 cek.
MuHumaneHoe 3HadeHne — 00:00:10

dnar umeet cmbicn Tonbko nNpu pabote ¢ CYB[ PostgreSQL.
Mpn pabote ¢ CYB[ PostgreSQL n yctaHoBneHHom cpnare VL
OygeT ucnonb3oBartb M nanku, n 6asy gaHHbIX 418 XpaHEHWS
dannoB (xpaHsawwmecs B b dannel 6yayT npoaybrnvpoBaHb! B
nankax). MNpu pabote ¢ SQLite annbl Bceraa xpaHATca TONbKO
B Mankax.

Paboyas nanka — aTo nanka, B KOTOPOW kaHan co3gaeT
CBOM Marnku Ans BXOASLWMX, NCXOAALMX, OTNPaBMEHHbIX U
OLWNBOOYHBIX coobLLLEeHNI

[Manka npegHasHayvyeHa onsa nonyyaemsix B ML
AOKYMEHTOB.

[ononHuTenbHble NpeobpasoBaHus dannos npu


https://edog.nsd.ru/e-voting/interop/services/ext/EvotingRegistrarExchangeEndpoint
https://edog.nsd.ru/e-voting/interop/services/ext/EvotingRegistrarExchangeEndpoint
https://edog.nsd.ru/e-voting/interop/services/ext/EvotingRegistrarExchangeEndpoint
https://gost.nsd.ru/e-voting-t2/interop/services/ext/EvotingRegistrarExchangeEndpoint
https://gost.nsd.ru/e-voting-t2/interop/services/ext/EvotingRegistrarExchangeEndpoint

HassaHune nanku
«OUTBOX»

HasBaHue nanku
«SENT»

HasBaHue nanku
«ERROR»

Bpems oxungaHus
nepen oTnpaBsKoun

Mcnonb3oBaTb dainsn-
cemacdop

nonydenun ML He ocyliecTengaeT.

Mo ymonyannio OUTBOX B ykasaHHOM Bblille paboyen
nanke.

Manka npegHa3HayeHa Ang 4OKYMEHTOB,MOArOTOBMEHHbIX
ANS OTNPaBKu.

NHTEerpaumoHHbIN W3 NEPUOANYECKM CKaHMPYETAAHHYHO
nanky Ha npegMeT U3MEHEHWI 1 aHannanpyeT
COLEPXXMMOE Narnkw.

[MoaroToBneHHbIE K OTNPaBKe JOKYMEHTbI JOIMKHbI
pa3mellaTtbcsa He B KopHe nankn OUTBOX, a Bo
BNOXEHHOM narike (C NPon3BOSIbHLIM UMEHEM)
OUTBOX\%Ums_nanku%

[lononHuTenbHble Npeobpa3oBaHns annoB NPUOTNPaBKe
ML He ocywiecTBngeT.

Mo ymonuaHunio SENT B ykasaHHOM Bbile paboyen nanke
B nanky nepeknagpiBaloTCs AOKYMEHTbLI U3 Nanku
«OUTBOX», ycnewHo oTnpaBneHHbIe nonyvaTento
(cepBuc E-voting).

[lokyMeHTbl B JaHHY0 Nanky nepeknagbiBatotcs 6e3
AOMNONHUTENbHbLIX NpeobpasoBaHn VIHTerpaLmMoHHbIM
LLFTHO30M.

Mo ymon4yaHmio ERRORS B yka3zaHHOW Bbilwe pabo4en
nanke

[Manka onsa HeycnewHo OTrnpaBneHHbIX dannos.

Bpemsa oxuagaHns 3arpy3ku HECKOMbKUX hansios-
BNOXEHWW, eCNN B OHY Narky 3arpy>kaeTcs HeCKONbKO
dannos. B TedeHne atoro Bpemenu WL He oTnpasnseT
dannbl U3 Nanku, a oxuaaeT gobasneHus annos B
nary.

MHTepBan oxmaaHusa ncxogswmx cooblieHnn B popmarte
HH:MM:SS.

Hanpumep, 00:01:30 o3HauaeT 1 muH 30 cek
PekomeHayeTtcsa ctaButb 10 cekyHp,
MwuHumanbHoe 3Hayenme — 00:00:01

Mcnonb3oBaTb N dhann-cemadoop npu pabote ¢
paboyen nankon. Ecnu aToT pexmm BKNHOYEH, TO NpU
obpalueHnn kK paboyen nanke VLI 6ynet cosgaBatb
dann «.LOCK» B kopHe pabo4ei nanku.

Ecnu atoT dhann yxe cywectsyeT, To VLU 6yaeT goxugaTtscs
ero yganeHus



9.4.5.[leakTnBaUmnsa KaHana

[ns geakTMBauum kaHana cnegyeT CHATb hnar HanpoTUB kaHana Ha Bknaake «KaHanbl
obmeHa gaHHbIMU» (CM. puc. 16) n CoXpaHnTb N3MEHEHUS, HaxaB KHOMKY « OK».
9.4.6.YpaneHune kaHana

[nsa yoaneHus kaHana Hy>KHO HaXkaTb KHOMKY «YaanuTb» Ha Bknagke «KaHanbl obmeHa
AaHHbIMUY (CM. pUC. 16) N CoOXpaHUTb UBMEHEHUS, HaXxxaB KHOMKY « OK».

9.5. CepBep Web API

Ecnn UL paboTaeT noa ynpasneHnem CYB[ PostgreSQL, To KpoMe NMcnonb30BaHUs
0bmeHHbIX nanok, ¢ LW moxHo paboTaTb Yepe3d REST API. YTtobbl akTuBnpoBaTtb
TaKyto BO3MOXHOCTb, HY»XXHO ycTaHoBUTb conar «Mcnonb3oBaTb cepsep Web API» Ha
OAHOMMEHHOW BKnagke (cMm. puc.21).

HacTpoiiki

- I

== Hacrpoiku B[

<[> Cepsep Web API
WMcnone3oBats cepeep Web

API

IP-appec cepeepa | localhost

Mopr cepeepa (8080

MNporokon [ HTTP ~ |

|__| Mcnone3oBatk ayTeHTUGMKALMIO

Ccbinka Ha Swagger

PucyHok 21. Cepsep Web API

Mo «Ccbinike Ha Swagger» oTKpbiBaeTcs B 6pay3epe AokyMeHTauus no REST API gnsa
pa3paboTyYMKOB:



Package ~

,’api/pac kage Bo3BpaluaeT CNMCoK CKadaHHbIX NakeTos B MHTerpauMoHHoM whkose 3 HPA. A
/api/package/{id} Bosspawaer nongeHTdrKaTOpy apxuB C daiinami i NOANNCAMN OTCORANHEHHEIMI. v
/api/package/file/{id} Bosepawaer ¢ain u3 nakera v
,’api/pac kage,’ status/{id} Bosepawaer no ugerTPukaTopy CTaTyC NAKETa ANR MCXOAALLIX U3 MHTETPALAMOHHON LI/TK03a B HP/L A0KYMEHTOE. AV
/api/package/{channel}/file oOrnpaensier daiin unu naket anekTPOHHEIX AOKYMEHTO B 33AaHHSIA KaHan. v
Transit ~
/api/transit/{id}/sendReceipt ®opuupyer oTseTHy0 KBUTEHUMIKD Ha NONYYEHHBIA TPAHSUTHBIA NakeT. A

/api/transit/{channel} Otnpasnser TpaHauTHEIl NakeT 3/ B HPA B 33AaHHLIA KaHan. v

PucyHok 22. Swagger
Swagger goctyneH Tonbko npuv 3anyweHHom VLW ¢ B[ nog ynpasneHnem PostgreSQL.

OnucaHue REST API cMm. B [NpunoxeHun 2.

Ecnn dnar «Mcnonb3oBatb ayTeHTUMKaUMO» YCTaAHOBMNEH, HEobGXoOMMO Takxke
ykasaTb WMS nonb3oBaTenss W naposib, KoTopble OyayT uMcnonb3oBaTbCsa AN
asTopusaummn B APl UL — cm. AsTopusauma B API ULL

10. OrtkasoycTonymBas KOHpUrypaums

OTkasoycTonumBasl koHuUrypaums obecnednBaeTcsi BO3MOXHOCTbIO MEepeKnoyeHnst C
opHoro UL Ha apyron, pacnonoXeHHbl Ha ApyroM KomnbtoTepe, 6e3 noTepu OaHHbIX.
Takasa koHurypaums Bo3amoxkHa Tonbko npu pabote VL ¢ CYBL PostgreSQL.

Ecnun oguH komnbtoTep, Ha KoTopoMm paboTtaeT WL, BbIXoguT 13 CTPOS, MOXHO Ha ApYyrom
MCMNpaBHOM KOMMbOTEPE 3anycTuTb Apyron ak3emnnap WL, pabotatowmm c ton xe
camon B[l. lNpegnonaraetcsa, 4to B[l pacnonoxeHa Ha OTOENbHOM KOMMbOTEPE WU
poctynHa. Kaxabin HoBbI ak3emnngap WL 3anyckaeTca agMUHUCTPATOPOM BPYYHYHO.
ML Ha kaxxgom KoMnbloTepe AOMmKeH ObiTb MpeaBapuTeNibHO YCTAHOBMEH M Yy HEro
AomKeH ObITb HACTPOEH KpMNnTonpodusb.

OpHospemeHHo ¢ ogHon B moxeT paboTtaTb Tonbko oauH UL (cm. puc. 21).

[na 6e36one3HeHHOro nepeknyeHns ¢ oaHoro aksemnngapa MW Ha gpyron B KLU
peann3oBaHa BO3MOXHOCTb BOCCT@HOBJSIEHMS HAacTpoek M3 0a3sbl AaHHbIX, a Takke
3arpy3ka 13 B[l cepTudmnkaTtoB KOHTpareHTOB (MCNONb3yHTCA ANA TpaH3uTa). To ecTb
npun 3anycke cnepgytwouwero WL, koroa oH nogkniodaetca Kk 6ase paHHbIX, OTTyAda
CKauMBaKTCA HACTPOMKM M cepTUdUKaTbl KOHTPAreHToB.

BaxHo! Ha komnbtoTepax, rae 3anyckaetcsa VLU, gomkHbl 6bITb 4OCTYMNHBI O4HU U TE Xe
Kpuntonpodpunu B CnpaBoYvHMKe cepTUGUKATOB.



cepBep 6asbl AaHHbIX

B4,
CO BCEMMU
OaHHbIMK UL

npu nogkniodeHue B Bce HacTporkm KLU
6epyTca u3 B, cepTUdUKaTbl yHaCTHUKOB
TpaH3uTa ByayT CKOMWUpPOBaHbl B Npoduib
cnpaBoYHUKa cepTUPUKaTOB NoNb3oBaTeNa

>< MalUuWHbl N22
MawmrmHa N21 ‘ ‘ MawmnHa N22
HelcrnpaBHa ncnpasHa

PucyHok 23. OTkasoycTonumnBasi KoHuUrypaums

11. KoHconbHas Bepcus UL

MW nog Windows B nanke yctaHoBku, a MWW nog Linux B oOTAenbHOW narnke
/opt/nsd/igate/igate-cli cogepxut wucnonHsembln ann igate-cli, KOTOPbIN MOXHO
3anyckaTb M3 KoHconu. O6wmin nopsiaok paboTbl KOHCONbHOW BeEpCUM aHanornyveH
NpUHUMNY paboTbl 4ECKTOMHOW BEPCUMN.

[na KoppekTHON paboTbl KOHCOMBHOIrO NPUNOXeHUst B 0bwmx HacTporikax WL pormkeH
ObITb YyCTaHOBMEH hnar «3anyckaTb KaHarbl Npy CTapTe NPUIOXKEHNSI».

3anyctutb wnto3 B OC Windows MoOXHO cnegyowmmm cnocobamm:

1. B nanke %Program Files%\NSD Integration Gateway HaxxaTb ABaxAbl Ha dhann
igate-cli.exe;
2. B KOHCONW nepenTy B nanky yctaHosku WL, BBecTn komaHay igate-cli n HaxaTb

Enter.

# 3anyck KOHCOJIM C HAaCTPOMKAaMM I10 yMOJIUAHULW.

C:\>cd %$Program Files%\NSD Integration Gateway\

C:\Program Files\NSD Integration Gateway>igate-cli

Bynet 3anyweH VLU ¢ Tekywmmm HacTponkamm eckTornHon sepcun. o ymonyaHmio B
nanke LocalAppData nonbsosatens Windows, oT KOTOPOro 3anyLieHa KOHCOrb

%LocalAppData%\NSD Integration Gateway HaxoguTcs aiin KoHdurypaumm
config.json.

Bl KomangHas cTpoka - igate-cli - O it




PucyHok 24. 3anyck koHconbHon Bepcun nog Windows

Y1066 3anycTuTb Wwnto3 B OC Linux, HY>XHO B TEPMUHANE NepenTn B Nanky KOHCOSbHON
Bepcumn UL komaHgon cd /opt/nsd/igate/igate-cli, BBecTn komaHay ./igate-cli u HaxaTb
Enter

danilichevaldbB<

danilichevalbBd9

PucyHok 25. 3anyck koHCOnbHOM Bepcum nog Linux

KoHconbHbI 1 aecktonHbin VL He pekomeHayeTcs 3anyckaTb O4HOBPEMEHHO, TaK
Kak KOHCOSTbHasA BEPCUsi N0 YMOMYaHMIO UCNOSb3YeT TOT e dpalsi HacTpoek, YTO U
AecktonHas Bepcus. OgHoBpeMeHHasa paboTa BO3MOXHA, eCnn AN Bepcun
3agaHbl pasHble HAacTPOKKK (Nankun n dann).

11.1.0cTtaHoBka LU

HaxaTune knasuw Ctrl+C octaHaBnusaet paboty WLL.

11.2.BbI30B cnpaBku

[nsa BbiBOAA B KOHCOMb CMMCKa AOCTYNHbIX KOMaHA cnegyeT BBecTn igate-cli —help.

BN KomangHas ctpoka - | *

tion 3
d-line version of

igafe—cli [-v] [--help] [--data <data>»] [--trace <trace>»]

Enable verbose output
Show help
Path to data directory
= Path to package trace directory

C:\Program Files\NSD Integration Gateway>

PucyHok 26. Cnucok komaHg




11.3.3anyck ¢ HacTporkamu, pacnosoXeHHbIMU B APYron nanke

B koHCOnM MOXHO YKa3aTb TOJIbKO Narky HaCTpOeK. Peﬂ,aKTI/IDOBaHI/Ie HaCTpoeK U3
KOHCOJ1M HEBO3MOXHO.

[nsa Toro 4ToGLI 3a4aTh nanky ¢ gpyrumu Hactporkamm VL (no ymonyaHuio nanka

%1Localappbata%\NSD Integration Gateway), ncnonbadyetcsa napametp —data «<nyTb K
nanke>, Hanpumep, ANs 3anycka C HaCTPOMKaMn, pacrnofioXXeHHbIMKU B narnke
DATA_DIRECTORY UL cnegyet 3anycTuTb C NapamMeTpoM:

igate-cli --data "DATA_DIRECTORY"

11.4.3anyck ¢ oybnuposaHnemM BXOAALWMNX N UCXOOALWMX NAKETOB

[nsa Toro 4To6bI BKIIOYNTL OTAAA0YHbIN PEXUM C AYyONMpOBaHNEM BXOASLMNX U
NCXOASALLMX NakeToB B AOMOMHUTENbBHYIO Nanky, UCnosnb3yeTcs napameTp —trace
«<nyTb K Nanke>», Hanpumep, ana oyébnupoBaHus NnakeTosB B Nanky
DATA_DIRECTORY WL cnegyet 3anyctuTb C NapamMeTpoM:

igate-cli --trace "DATA_DIRECTORY"

aToT peXnMm pekoMeHayeTCA Ncnosib3oBaTb TOJILKO ANA ANarHOCTUKAU npo6neM, T.K.
Nnpn ero BKIn4eHnn n0Tpe6yeTc;1 MHOIro oJUCKOBOI'O NPOCTpaHCTBA:

e kaxpoe gencteune VLU 6yaeT nucartbes B nor
e B YyKasaHHyl nanky 6yayT cknagbiBaTbCA BCe NakeTbl B TOM BUAE, B KAKOM Kak

OHU YXOAAT B CEPBUC U MONyYeHbI U3 cepBuca.

11.5.3anucb nor-hannos

Jlor gpannel 3anuceiBatoTCcs B nanky logs-cli, koTopas HaxoguTcsa B narke HacTpoek.
KomaHab!l 4na HaCTPOMKM NTOrMpoBaHus criegyouime.

[na 3anycka VLW ¢ HacTponkamu Mo yMON4aHmio U BbIBOAOM J0r-3anncemn B KOHCOJb:

igate-cli -v

Ansa 3anycka VLW ¢ HacTponkamun, pacnonoxeHHsimu B nanke «DATA_DIRECTORY», n
BbIBOOOM S10r- 3anncen B KOHCOSb:




igate-cli --data " DATA_DIRECTORY" -v

12. Hacrtpowka 3anycka VLU n3 NnaHnpoBLUnKa 3agaHum

Hactponka 3anycka VL 4yepes NnaHnpoBLLMK 3agaHnin AocTynHa Tonbko nog Windows
1 no3sonuT 3anyckatb VL aBTomaTudecku npu ctrapte Windows.

Ons 3anycka WL 4epes3 [naHuMpoBLUMK 3agaHui cnefyeT MCNosib3oBaTb KPUNTO-
npodunb, KOTOpbii He TpebyeT BBoga naponsi, 6e3 nuH-koga MAM C MNUH-KOOOM,
yKa3aHHbIM B HACTPOWKax kaHana.

[nsa HacTponkn 3anycka VLU yepes MNnaHmpoBLmnk Heobxoanmo:

e 3anyctutb NnaHuposLmk 3agaHun (Task Scheduler) yepes meHto lNyck;

e HaxaTtb kHonky «Co3fatb 3agavy»;

e B oTkpbiBLIEMCS OKHE (CM. pUc. 26) crieagyer:

1. BBecCTU UMms 3agaydn, Hanpumep, LL;

2. YCTaHOBWUTb NepekntoyaTens “BbinonHATb «4na BCeEX NOMb3oBaTenemn»”;

(©)] MNaHVPOBILVIK 3aAaHNIA - o IEd
®aiin  Jeiictene Bug Cnpaska

« =@ 8E
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~
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PucyHok 27. NnaHnpOoBLUKK 3a4aHNI

3. yKasaTb nonb3oBaTtens, oT UMeHn KoToporo byaeT 3anyweH VL (cm.

puc.28, aTo AomKkeH BbITb NOMNb30BaTENb C HACTPOEHHOW KpunTorpadguen

ans ALW);



(B CosaaHve 3a5a4m %

Obuwwe  Tpurreper [efictena  Yonoens Mapamerpel

Mras: WVIHTEr paumoHHbIR LN
PasmeLLeHME: \

AsTop: DESKTOP-9

Onncanwne:

MapameTpel Ge3onacHocT

|_|p|.¢| EBINOAHEHWK 334341 UCNONB30BATE CNESYHILLYHY YHETHYHD 33NUCE NONBIDEITENA:
DESKTOP-9 | veuewm. |

(C) BeINOAHATE TOABKD ANA NONBI0EATENEN, BOLIEALLINK B CUCTEMY

(® BeINOAHATE ANA BCEX MONB30BATENEN

[ He coxpanate napone. BygyT 4ecTynHel pecyp &
BeiGop: "Monezoeatens” waw "Tpynna" X
D BeINOAHWTE € HAMBBICLLIMMI npasarmn

BrifepiTe Tvn ofbekTa:

[ Ckperran sagava Hactpoute gna: | Windows Vi |"I'Ionbsoﬁa1'enb". “Tpynna" uni “BCTposHHbIA CyEBakT 5330nacﬂoc‘| Tl 0B BEKTOS...

B cnegyiowem mecTe:
DESKTOP-3L || Pasmewerwe...

BeemuTe uMeHa BeiGpasMelx ob bekToB (MpUMEapE!):

lpoBepTe MMEHa

HononHuTensHo. .. oK Ommena

PucyHok 28. Bbibop nonb3oBaTens

4. nepenTun BO BKNagky Tpurrepbl U HaxaTb kKHOMKy «Co3aaThb...» (CM. puc.
29);

® Co3aaxvie 3aaauv

| OBuyme Tpurrepel iﬂeﬁ;‘rana Ycnoeua Mapametpbi

an CO343HNK 334341 Bbl MOXKETE YKa33aTb yCNOBKNA €€ 33Ny CKa.

Tpurrep MoapoBrocTu Cocrosxue

WNzmenutb... Yaanute

PucyHok 29. Co3gaHne 3agaum




5. B meHo «Ha4vaTtb 3agady» BblbpaTth «[1pu 3anycke (cm. obnactb 1, puc.

29)» n HaxaTb kHornky «OK» (cm. obnacTtb 2, puc. 30);

| Co3paaHve Tpurrepa “

Hauarb 33gauy: | Mpw sanycke v

Mapamerpe Mo pacnucanuro
I'IEM sxoge B cuc‘remi '
Jononxutens! 1
Mpu npoctoe
Mpu coBbimm
Mpu CO3AaHNM MAN UIMEHEHNM 33434M
Mpu NOAKNIOHEHUMN K NO/B30BATENBCKOMY CEAHCY
Mpu OTKAKOUEHNM OT NO/NB30BATENLCKOrO CEAHCA
Mpu 6nokuposanuu paboueii craHuum

Mpu paz6nokuposaruu paboueit cTaHumm

AOI'IOHHMYEJ'IBHBIE napameTpol

["] Ornoxurte 33aauy Ha: 15 muH.

[7] Moetopsars 3apauy kaxapie: 1 4. TEUEH! 14
[] OcranosuTs 33aauy yepes: 3 aH.

[] Akruenposats:  24.11.2016 17:24:18 S

[] Cpok aeiictemns: 24.11.2017 17:24:18 :

BratoueHo

2 Otmena

PucyHok 30. Co3gaHue Tpurrepa

6. nepenTu Ha BKNagky «[encteusa» n Haxatb KHOMKy «Co3gaTtby (CM. puc.
31);

= |
&) Co3aaHve 3aaaun
O6uwwme | Tpurreper | AeicTena | Ycnoeus | Mapamerpe

Mpu cosaannm 33434 HeoBXOAMMO yKa3aTb AEHCTBUE, KOTOPOE ByAET BLINONHATLCA NPYU €€ 3aMYCKE.

[Jeiictemne MoapcBrocTH

WamennTs... Yaanute
OK Otmena

PucyHok 31. [lencteue

7. HaxaTb kHomky «O630p...» (cM. obnacTb 1, puc. 32), ykasatb nyTb K channy igate-



cli.exe (no ymon4yanuto nanka ycraHoBku VL %PROGRAMFILES%\NSD Integration
Gateway) (cm. obnacTtb 2, puc. 32) n HaxaTb kHonky «OK»(cm. obnacte 3, puc. 31);

CozpaHne geAcTenA =
¥KamuTe geficTEME ANA AaHHOW 33834M.

Jefictene: | 3anyck nporpammel ~

Mapametpel

Mporpamma wnw cueHapui o

I"C:\Program Files\MS5D Integration Gatewa}r\igate—cli.exe'" OBzop...

JoBasnTe aprymedTel (HeoBAsaTENBHD): |

PaBouan nanka (HeobazaTensHo): |

O =1 o

PucyHok 32. CosgaHne gencreug

[lanee oTkpoeTcs OKHO, roe Heob6xoAMMO BBECTW MapoSfib OT YYETHOW 3anucu, nog
KoTopon Oyaet ocyuwiecTBnsaTbcs ucnonb3osaHme WL, MNMocne atoro B MNnaHupoBwmke
3aay NosiBUTCS CTpOKa C co3daHHOM 3agaden (cm. obnacte 1, puc. 33).
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Bug »
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Onncame:
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Cnpaexa

Mapamerper GesanacHocTu

Mpw Saaann yueTHyro sanmcs
Julia

Toneko gna sapern
BLINONHATS BHE J2BUCHMOCTH 0T PETNCTPALIH NO/k208aTeNA

He coxpanaTs naponk. ByayT ASCTYMMEI PECYPCaI TONSKD TOKRNEHOTD KOMMBIOTEPa.

< N BeimonuTs ¢ HaussicLuM pasann v

PucyHok 33. CosgaHHas 3agava
3anycTntb 3agady MOXHO O4HMM M3 CnegyoLwmx cnocobos:

e HaXaTb KHOMKY «BbInonHWUTLY (CM. NyHKT 2 puc. 33)



e repesarpysutb KOMMblOTEp. 3agaya 3anycTuTcs Npu cTapTe KoMrbloTepa
aBTOMaTUYeCKU

13. YcrtaHoBka u HacTtpomka WL kak cnyxoel Windows unu cepsuca
Linux

13.1.0cHoBHble cBegeHua o cepsuce ULL. YctaHoBKka cepBuca Yyepes
ycTtaHoBLwumka AL

PaboTta VLU kak cepBuca (cnyx6bl) Bo3MOXHa Tonbko npu pabote ¢ CYB[ PostgreSQL
c 3anyweHHbiM Cepsepom Web APl n Tonbko ecnn Mcnosnb3yeTcs KpunTo-npodunb,
KOoTOpbIn He TpebyeT BBOAa napond, 6e3 nuH-koga WNu € NUH-KOOOM, yKasaHHbIM B
HaCTpoMKax KaHana.

Ona ycTaHoBKM, 3amnycka W OCTaAHOBKM CepBMCa HYXHbl NpaBa NoKanbHOro
agMUHMCTpaTopa.

YctaHosutb VL kak cnyxby Windows MoxHO vyepes yctaHoBLUmK UL, ecnv oTMeTuTb
dnar «YCTaHOBUTb Kak CEPBUCY UNN NOATBEPAUTL NPWU YCTaHOBKE Yyepes KOHCONb Linux
(cm. YctaHoska VL) nnn yepes KoMaHAHYH CTPOKY (CM. YcTaHoBKa ciyxbbl ©
NOMOLLbI KOMaHAHOW CTPOKN).

BHumaHue! lNMocne yctanoBku UL nog Windows, ecnu 6bina BbibpaHa onuus
YCTaHOBKM KakK cepBUC, cnyb6a no ymon4yaHuio BbikntoyeHa. B Takom cnyyae He
oynet paboTtatb u geckron Bepcua ULL (pbopmy ULLL MoxxHO ByaeT OTKpPbITb U
caenatb HacTpPoMKM, Ho 3anycTutb UL 6yneTt Henb3s). [lo Hayana pa6otbl ULL
HY>XHO HacTpOMUTb U 3anycTUTb cnyx0by. MNoa Linux cepBuc cpa3y 3anyckaeTcs
6e3 AONONHUTENbHbLIX HAaCTPOEK.

UTtak, ecnu Bbl yctaHosunu WL kak cepBucC, HY>KHO:

e Hactpoutb goctyn Kk CYB[] PostgreSQL — cm. [MpunoxeHne 1. YcTtaHoBKa U1
HacTpownka CYB[l PostgreSQL

e YcraHoBuTb hnar «Mcnone3osatb cepeep Web API» Ha ogHOMMeHHOW BKnaake
— cM. Cepep Web API

e HacTtpoutb Heobxoaumble KaHanbl — cM.KaHanbl o6mMeHa gaHHbIMU

e HacTtpoutb cnyxby — cm. Hactpovika cnyx6bl ViHTerpaumoHHoro wnw3sa 340

e 3anyctutb cnyxby — cm. 3anyck cnyx0Obl VIHTerpaumoHHoro wnw3sa 340

13.2.YcTaHoBKa cny>0bl C MOMOLLbI KOMaHOHOW CTPOKU

B Windows Heobxoanmo 3anyctutb PowerShell (nnn komaHgHyto ctpoky cmd) ot
UMEHN agMUHUCTpaTopa u 3anyctutb Service Control Manager (CMCTEMHbIN NpoLiecc,
nossonsowmnm Windows 3anyckaTb, oCTaHaBNMBaThb U B3aMMOLeNCTBOBaTb C APpYrMMu
npoueccamMmm) KOMaHLOMW:

sc.exe create IntegrationGatewayService binpath= “C:\Program Files\NSD Integration
Gateway\igate-svc.exe” displayname= “Cnyx6a WHTerpaynoHHoro wno3a 340 HPO”
start= auto obj= .\userName password= <naponpb>



Mpn aTom napameTpsbl start=, obj= (umsa akkayHTa Windows, oT umeHu koToporo byaet
3anyweHa cnyxba) n password= MOXHO cpa3dy He ykasblBaTb M 3afaTb UX No3gHee
yepes cTaHOapTHLIN MHTepdenc paboTel co Cnyxbammn Windows.

Mpumeyanmne. NMpobenbl Nnocrne 3HaKOB paBHO 06A3aTeNbHbI.

MogpobHee npo paboTy Service Control Manager Sc.exe MOXHO y3HaTb B JOKYMEHTaLNn
Microsoft unm nonyynTb cnpaeky, 3anyCT1B NPUOXeHue sc.exe 6e3 napameTpos.

B Linux Hy>XHO nepenTn kKOMaHgoun cd B nanky, rae yCTaHOBNEH CEPBUC U 3anyCTUTb €ro
KOMaHaown:

,D,J'IFI BKIMIOYEHNA CepBUCa B aBTO3ani3Ki I/ICI'IOJ'Ib3ieTCFI KOMaHAda.:

13.3.HacTtponka cnyx6bl IHTerpaymMoHHOro Lwo3a

HaCTpOﬁKa CJ'Iy>K6bI BO3MOXXHa TOJIbKO MNMpun HaJIM4nn npas agMMHUCTPATopa.

Hactponka cepuca B OC Linux ocyuwiecTBnsieTcst 4yepes3 KoMaHgHY CTpokKy. [ns
ynpasneHus cepsucamu (Systemd) B Astra Linux ncnonesyetcsa ytunura systemctl.
[MOMNHYIO MHCTPYKLMIO NO UCMOSTb30BaHMIO 3TOW YTUIUTBI MOXHO NOSTYYUTb C MOMOLLIbIO
KomaHabl man systemctl.

[na HacTtponkn cepsuca B Windows HeobxoaMmo nepentun B npunoxeHune «Cnyxobi»,
HanTn «Cnyx6a MHTerpaumoHHoro wnto3a 340» (cMm. puc. 34, obnactb 1), ganee
NpaBoOn KHOMKOW Mblwn BblibpaTb «CBoncTBa» (CM. puc. 34, obnactb 2).
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OTkpbiTHE OKHa CBOHCTE BbIOpaHHoro obvexra.

PucyHok 34. Ceoncta Cnyx6bl MHTerpaynoHHoro wnosa 300

B okHe cBoucTB (puc.34) Heobxoanmo BbIbpaTh BkNaaky «Bxoa B cuctemy» (obnactb 3)
N ycTaHOBUTb 3HaveHue «C yyeTHoOM 3anucbio». [lanee HaxaTb Ha KHOMNKy «O630p»
(obnactb 4), roe 0OTKpoeTCs OKHO € BbIGOpoM nonb3oBaTens. Hy>HO BBECTU MMS yHETHOWN
3anucy nonb3osatens (obnacTtb 5) 1 HaxaTb Ha KHOMKy «[poBepuTb MMeHa» (obnacTb
6). Ecnn npu nposepke npousowna owmnbka, HeobxoauMO NPOBEPUTL KOPPEKTHOCTb

BBEOEHHOIro MMEeHN NoJib3oBaTesA.

Hanee Heobxoammo HaxaTb KHoMKy «OK» 1 ykasaHHbIV nonb3oBaTtenb OyaeT gobaeneH
B Nnosie y4eTHOW 3anucu ¢ cMHTakcmncom .\userName (npu Hannyne HeoOXoAMMO ykasaTb

naporsb OT YY4ETHOW 3anuch).

Mocne HaxaTtusa kHonkn «OK» nop ykaszaHHOW MHTEPAKTMBHOM YYETHOW 3anucbio byayT
NoArpy>aTbCA HAaCTPOWKM Ansa paboTbl ¢ KpunTorpadmen.
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PucyHok 35. Hactpownka Cnyx6bl IHTerpaumoHHoro wo3a 940

13.4.3anyck cnyx6bl MHTerpaumoHHoro wno3a

3anyck cnyx6bl LU Bo3amoxxeH aBymMsi cnocobamu:

1. Yepes npunoxeHne «Cnyxobi» Windows BbIGOPOM MeHI0 «3anyCcTuTb Cryxoy»:

% Cayw6el
@aiin  [eiicrene Bua Cnpaexa
¢ mEcz Hm »enp

£, Cnyx6e: (nox ! e)

Wims - Onucanme o
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15 Cnyw6a 3anpocoe ma Temesoe xonmpoeamme Tomos Hyper-V Cornac obmen meobxc
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Ko i Ynp cearcamm M SCSI (iSC
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PucyHok 36. 3anyck Cnyx6bl MHTerpaunoHHoro wno3a vyepes npunoxeHne Windows

2. TMpu HanuuuM NpaB agMUHUCTpaTOpPa Yepe3 KOMaHAHY CTPOKY (KOHCOb) C

NOMOLLIbIO KOMaHAbl

B Windows:




sc.exe start IntegrationGatewayService

EN Aagmumnnctparop: Windows PowerShell — O X
PS C:\WINDOWS\system32> sc.exe start IntegrationGatewayService
Uma_cnyxOoi:

Tun 10
CoctoaHue 2

IntegrationGatewayService
: WIN32_OWN_PROCESS
START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

(ex0)
(ex0e)

Koa_swixoga Win32 : @
Koa_ebixoga_cnyxber : ©
KoHTponeHaa_To4ka Ox0
OxupaHue 0x7d0e
ID_npouecca 7836
Onarwm

PucyHok 37. 3anyck Cnyx6bl MIHTerpaumoHHoro wnto3a 340 4vepes koHcornb Windows

B Linux:

sudo systemctl restart igate

13.5.0cTaHoBKa cnyx6bl MIHTerpauMoOHHOro LWo3a

BHumaHue! lNMocne octaHoBku cnyx6bl ULl paboTta aeckron npunoxenusa ULL
TaKXe OCTaHOBUTCH.

OcTaHoBka crnyx06bl BO3MOXHa TOMbKO MPU HAaNnnyuu npae agMUHUCTpaTopa.
OcrtaHoBka cnyx6bl VL B Windows Bo3mMOXHa ABYMSA cnocobamu:

1. Yepes npunoxeHue «Cnyxbbl» BIGOPOM MeHI0 « OCTaHOBUTbL CRYXOYy»:
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% Cnyx6a xowa wpudros Windows
i CywBa nmyensuit knunenra (ClipSVC)

Fo)

)
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&4 Cayx6a mapwpytusaropa SMS Microsoft Windows.
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PucyHok 38. OctaHoBka Cnyx6bl MIHTerpaumoHHoro wnto3a 90 vyepes npunoxeHue
2. Yepes KOHCOMb C NOMOLLbIO KOMaHAbI

sc.exe stop IntegrationGatewayService

PS C:\WINDOWS\system32> sc.exe stop IntegrationGatewayService A

Mma_cnyxbei: IntegrationGatewayService
Tun : 10 WIN32_OWN_PROCESS

CocToAaxue : 3 STOP_PENDING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
Koa_ssixopa_Win32 : 0 (exe)
Koa_ssixoga_cnyxbui : © (0x0)
KoHTponbHaa_Ttouyka : Ox0
OxupaHue : Ox0

PucyHok 39. OctaHoBka Cnyx6bl MIHTerpaumoHHoro wnto3a 340 4Yepes KOHCOoMb

OcTaHoBUTb cepBUC B LinUX MOXXHO KOMaH0M:

sudo systemctl stop igate

13.6.YnaneHue cnyx6bl MHTerpaumMoHHOro Lwn3a

BHumaHue! lNepen yaaneHnem cnyx6y Heo6xogumMo oCTaHOBUTD.

Ecnun cnyx6a WL 6bina yctaHoBNeHa ¢ NOMOLLbIO MHCTannaTopa (cM. YctaHoska WLL),
yoanutb cnyx0y MOXHO Tonbko npu yganeHun npunoxenus UL B Windows uepes
YCTaHOBKY U yaaneHue nporpamMmm.

B Linux yganutb cepBuc BMecTe ¢ npunoxeHnem WL moxHo komaHgon dpkg —r igate.

Ecnun cnyx6a VLW 6bina yctaHoBneHa Yyepes KOMaHAHY CTPOKY (CM. YCTaHOBKa Cryx0bl
C MOMOLLLK KOMaHaHoW cTpoku Windows), npy Hanu4umn npas agMUHUCTpaTopa crnyxoy
BMecTe C npunoxeHuem VLU MOXHO yoanuTb Yepes KOHCOSTbHY0 KOMaHAay:

sc.exe delete IntegrationGatewayService

EN Agannuctpatop: Windows PowerShell - O x

C:\WINDOWS\system32> sc.exe delete IntegrationGatewayService

[SC] DeleteService: ycnex
C:\WINDOWS\system32>

PucyHok 40. Yoanenune Cnyx6bl MHTerpaumoHHoro wnto3a 30 4yepes KOHConb

Yaanutb cepBuc B Linux MOXXHO KOMaHOOW:

sudo apt remove igate



14. Pa3bop npobnem

14.1.MpoBepka paboTocnocobHOCTM cnyXbbl MHTErpaumMoHHOro wnk3a

lMocne yctaHoBkM 1 3anycka cnyx6bl VL nog Windows ee paboTocnocoBHOCTb MOXHO
NpoBepPUTL cnegyroLwmm obpasomM: NPOBEPUTL NarkKy € XXYpPHaANoM Cry>Xobl
«%LocalAppData%\NSD Integration Gateway\logs-svc. [Nanka gormkHa npucyTCcTBOBaTh
Ha aucke, N B NOCNeaHUX 3annucax ganna ¢ noramm He JOSMKHO ObiTb OLWIMOOK.

[Mopa Linux y6eauTbes, 4To cepBUC paboTaeT, MOXHO C MOMOLLbIO KOMaHAbI

sudo systemctl status igate

B 06eunx OC yepes gekcton Bepcuto VLU gomkHbl NoKa3biBaTbCA BCE HACTPONKU U
cTaTUCTUKA NO NakeTam.

14.2.MpoBepka paboToCNnOCOOHOCTM KaHanoB

14.2.1.PaboTtocnocobHocTb kaHana WSL

Mocne Toro, Kak kaHan HacTpoeH, Heobxoanmo nepenTn B pasgen «Ceoaka» (cMm. puc
38), rae nokasaHo cocTosiHne MHTerpaumMoHHOro Wro3a, KaHanos, 1 ydeamTbes, YTo B
cTpoke «COCTOsIHME MHTErpaunoHHOro LWIo3a» oTobpaxaeTcs «3anyLeH» (puc.41,
obnactb 1).

o HTerpauMoHHBIA Wiz HPO

(A Ceopxa @ B wme g mw Q0 / © b 3313y @ an

CocTosiHMe MHTErpaLMOHHOTO Wn3a | 3anyuweH 1

> Bl OcranoBuTe £ Hacrpoiiku ) Beixog

MonyyeHo nakeTos (3a cerogHA): OTtnpaeneHo nakeToB (3a cerogHa): Owwbok oTnpaekm/nonyyeHna (3a cerogHa):

0 1 2

WSL TEST B Cnpasounuk yuacthy 2 5 [E] YuacTHuku TpaHasuTa
Bxopawwme dainbl law | /home/NSD/danilicheva/IGate/INBOX I I
Wcxogawme dainsi law | /home/NSD/danilicheva/IGate/OUTBOX B

OTtnpaBneHHble Gainb far | /home/NSD/danilicheva/lGate/SENT B

OwwmbouHble painsl lar | /home/NSD/danilicheva/IGate/ERRORS B
CnpaBoYHMK Y4YaCTHUKOB far | /home/NSD/danilicheva/IGate/REPCLIENTS B

Bepcun 83.0.150 (x64) (1)

PucyHok 41. Ceogka ML



Y1066l NpoBepuTb, YTo UL B3aumogencteyet ¢ HP[ (T.e. ycnewHo oTnpasnseT u
NPUHUMaeT nakeTbl), NPoLLe BCero 3anpocuTb cepTudurkaTbl Y4aCTHUKOB TpaH3uTa U
NMPOKOHTPONMPOBATh, YTO OHU Ao6aBMNEHbI.

Anga aToro Heo6XxoAMMO HaXaTb Ha KHOMKY «Y4YacTHUKM TpaH3uTa» (puc.4l, obnactb 2).

Ecnu «Cnncok y4acTHUKOB TpaH3uTa» NyCcToW, TO HYyXHO Ao06aBMTb y4acTHuKa. [1nsa atoro
B NOSIBMBLUEMCS OKHE criegyeT HaxaTb «[JobaBuTb ydyacTHuka» (cM. obnactb 1 puc. 42),
Aanee B napameTpax y4YacTHUKa TpaH3uTa 3anonHUTb HeobXxoanMble NOns:

e [eno3nTapHbIn Kog (ecnn y Bac HET KOHTPAreHToB MO TPaH3UTy, MoxeTe A06aBUTb
kog knuneHtckoro otaena HP NDCOOOORKO0Q0);
e HaMMeHOBaHue opraHnsaunu.

Hanee Heobxoanmo HaxaTb «OK» (cMm. obnacTtb 2 puc. 42), n 0obaBneHHbIN y4aCcTHUK
nosBMTCA B cnucke. [1ns 3arpy3kn ceptudumkaTta, Heobxoanmo HaxaTb «3arpy3unTb
ceptudukatbl» (cM. obnacte 3 puc. 42) n ganee Haxatb «OK».

YUYaCTHUKKM TRAH3WUTa _ X
1

=+ ¥ 3arpysute ceptnpukar ¥ 3arpysmts COC

4 DKcnopT yYacTHWKDB HMmMnopT y4acTHWMKOB Bcero yqacTHMKoB: 2

Mouck |

CnMcok y4yacTHUKOB TpaH3uTa
NDCO0000000 HPL,

MC02594000C Ceoi bank

MapameTpbl y4acTHMKE TRAH3WTA
[enoanTapHbIi Kog, | MCOT1T100000

Hawumenosauue opranmsa | Permctpatop MC

I:I YuacTuuk Tpauswura 2.0

-+

Bnapeneyy

PucyHok 42. 3arpyska ceptudukarta



B CBoake AOMKHO M3MEHUTBLCS KONMYECTBO OTMNPaBreHHbIX NakeToB (CM. puc. 43,
obnactb 1). lanee HeobxoamMMo HaxaTb Ha «XKypHan» (cm. puc. 43, obnacTb 2).

=B HTErpaLMoHHBIR W3 HPO

A Ceopka @ B b o @0

CocrosHue WHTErpauMoHHOro Wno3a Sanymeu

> B Ocranosutb £ Hacrpoiiku ) Beixog

MNonyyeHo nakeTos (3a cerogHA): OTtnpaeneHo nakeToB (3a cerogHA): Owwmbok oTnpaBku/nony4yeHWA (3a ceroqHa):

» 1 2

WSL TEST B CnpaBoynuk yyacTHukoB [E] Y4acTHWKW TpaHauTa
Bxonsuwme dains! E|W| &
Wcxopswme pains E|W| &
OtnpaeneHHble ains bw|/home/NSD/danilicheva/iGate/SENT @

OwwmbouHble parnbl far | /home/NSD/d heva/lGate/ERRORS B
CnpaBoYHMK YYaCTHUKOB lar | /home/NSD/danilicheva/IGate/REPCLIENTS B

Bepcun 83.0.150 (x64) (3)

PucyHok 43. Ceogka ML

Ha oTkpbiBLIENCA Bknaake (cM. puc. 44) Heobxoanmo noctaBuTb donar HanpoTnB
«lMoapobHo». B aaHHOM OKHe nokasaHa KOPPEKTHOCTb NPUHATUS U OTNPaBneHns
nakeTtoB. Ecnu Ha cTpaHuue HeT owmnbok, KOTOpblE NOACBEYEHbI KPaCHbIM LIBETOM U
MMEIOTCS CTPOKM C coaepkaHmem “has been sent”, To cuctema paboTtaeT KOPPEKTHO.

Yepes HekoTOpoe Bpems ByaeT nony4deH oteet oT HP[] co cnuckom cepTudmnkaTos n
YBENUYNTCS KOSMYECTBO MPUHATBIX NakeToB Ha 3aknagke «Csogka.



=B HTErpaLMoHHBIR W3 HPO
0 ' ! ¥ 4 [;'1 HypHan

r|j ~ NoppobHo OTkpbITh Gain xypHana OTKpbITe ManKy XypHana

15:21:47 NSL TES

15:21:47 TEST:

15:21:47  WSL TEST: [W] me:

15:21:47 TEST: sendi

15:21:47 TEST: 00:00:00" till "16.12. 00:00:00"
15:21:47 TEST: 5 fi . 00:00:00" till )0:00:00" took 103 ms
15:21:47 a C S s 3 name "W15

15:21:47

15:21:47

15:21:48

15:21:48 : L xt(Pe C ( i K (HTTP 200 in 511 ms)
15:21:48

15:21:48 ]

15:21:48 pdating kgRecord with ID 5 comple

15:21:48  WSL TEST: message ‘Update Transit member

15:21:48

15:21:48

15:21:48 DB Up g

15:21:53 DB Counting OutPkgReco

15:21:53 DB Counted 2 OutPkg

15:22:00

15:22:00 DB Counting InP

15:22:00 DB Counting Error .

15:22:00 .12.202 :00: i 2 8 ms
15:22:00 X 5 12 :00: i 3} 00:00: 39 ms
15:22:00 X :00:00" async took 75 ms
15:22:04

15:22:04

15:22:04

15:22:04 WSL TEST: directory ‘fhome/NSD/danilicheva/lGate' is unlocked

Bepcun 83.0.150 (x64) (3)

PucyHok 44. XKypHan
14.2.2.PaboTtocnocodbHocTb kaHana LKR

[nsa nposepkn pabotocnocobHocTn kaHana LKR Heo6xoamMm rotoBbIn A4S OTNpaBku
BanuaHbI YepHoBuK FpML-coobueHmsa B popmate Penosutapua HPL.

Cnepyet HacTpouTb kaHan LKR (cm. puc. 45), nanee nepeHecTtn gpann YepHOBKKa
coobuweHuns B nanky OUTBOX (cm. puc. 46), nocne yero VL nonbiTaetca
nmnopTtupoBaTtb gann B WEB-kabuHeT Peno3utapus (cm. puc. 47).

Mpwn ycnelwuHom nonbiTke MMNopTa Ha Bknaake «>KypHan» 6yaeT otobpaxeHa 3anncb
Buaa «file “nytb_po_uepHoBuka” was imported as “umsa_uyepHoBuka’» (CMm. puc. 48).

MHaye 6yaet 3anuck 06 owmnbke.



HacTpoiika kaHana LKR
WMmMa kanana
Kopn kanana
Anpec seb-kabwueTta penoautapua
WMma nons3osarens
Maponb nonb3oBaTens
Pexwmm kKpunTorpadiam
Kpunrorpadpuueckuia npodune

MH-kop, KNoYeBOro HoCKUTENA

L

| REPO

| hitps://cabinet-t3.nsd.ru/lkr/

| user?

[M*

| rocT v |

| For_test v |

+ Hcnonk3oBaTk Nanku

MNyTs K pabouei nanke
Hazeaume nanku "OUTBOX"
Hassauwe nanku "SENT"

Haseauwme nanku "ERROR"

Bpems oxupoaHua nepeq, oTnpaBKo#

| fhome/NSD/danilicheva

| OUTBOX

| SENT

| ERRORS

~ Wcnone3oBats pan-cemadop

| 00:00:10

PucyHok 45. HacTtponka kaHana LKR




» 3ToT komnetoTep > Jlokanesei guck (C) > FGate » LKR » QUTBOX w 0 2N

"

Wras Mata uzmernerHua Tun Pasuiep
TN
Df' CMO10_masterAgreement Terms.xml 21.10.2021 15:34 Davin " XML’ 4 Kb
TR
PucyHok 46. Nanka OUTBOX
m ToproBbI penosuTapuii  maskas | MogroToeka A~ iv  mm v Test#1|VRKITGLOBAL1 = O Belittn
20 v £ X ; | Bee ey v a © « U W X VimnopTHposaTs daiin 2.3 4 > -
Nata nocnegHero Kem . Texywan
[J HazBaume YepHoBMKa ®opma e e KoMmmeHTapum peauaus uTl Cratyc
) CM0O10_masterAgreementTerms.xml CMO10  2021-10-21 1819 Test#1 1 « | MMnopTupoBaHHLIR
[J AHKeTa reHepantHoro CornaleHna CMO10  2021-10-21 19:14 Test #1 1 YepHoBHK
[J CoofLeHKe Ha PErncTpaLmio rerepansHor CMO10  2016-12-14 11:57 Test#1 1 v | YepHoBHK
COMmalLeHuA
[J cm004_499385 4 xml CMO04  2016-06-23 13:11 Test#1 1 MMNopTUPOBAHHbIF
[0 cm004_4%9385 4.xml ChMO04  2016-06-23 13:10 Test#1 1 MMNopTMROBAHHBIR
[0 cm004_499385_4.xml CMO04  2016-06-23 13:09 Test #1 1 MMnopTUpoBaHHbIA
[ cm004_439385.xml CMO004  2016-08-23 12:44 Test#1 1 MMNopTMPOBaHHbLIA
2 3 4 > >
PucyHok 47. mnopTupoBaHHbIA hann
u Wurerpaunonneni waros HEJ - m} X
& @ ﬁ [ JNoapo6uo OTKpbITh ain xypHana  OTKPbITE NANKY XKypHana

CMB1e_masterAgreementTerms.xml’

Bepcua 83.0.90 (x64) @

PucyHok 48. «XKypHan»
14.2.3.PaboTocnocodbHocTb kaHana EVT

[nsa npoepku paboTocnocobHOCTM kaHana EVT Heobxoammo HacTpouTb kaHan (CMm.
puc. 49), panee, ecnuv Bo Bknagke «XKypHan» ¢ BKMOYEeHHbIM dnarom «logpobHee»
yCneLHo BbINonHaTCes 3anpockl GetMessage() -> OK k WEB-cepsucy E-voting, To Bce
HaCTPOEHO KOPPEKTHO.

Ecnu Bo Bknagke «XXypHan» nossutcs owmnbka (cm. puc. 50), To npobnema nmbo B
HacTpoWKkax KaHana (agpec cnyxbbl/HacTporikn kpuntorpadum), nnbo B OCTyne K
cepsucy, NMbo ectb Npobnemsl B AocTynHocT camoro WEB-cepBuca E-voting.

Ecnun He ygaeTcs pelwumntb Npobrnemy camoCTOATENBHO, TO CrieayeT 06paTUTbCs B
TEXHUYEeCKyto nogaepxky (cm. Kak o6patuntbesi B TexHuyeckyo nogaemxky HP/I).




HacTpolka kaHana EVT
WMma kanana
Kon kanana
Apnpec cnyxbbl EVT
Pexwum KpunTorpadm
Kpunrorpadpu4yeckia npodune
NH-kop, KMNloYeBOro HOCUTENA

WMuTepean EbIrpy3kK coobweHnin

[EVTEST

[EVTEST

|ng-t2finterop/services/ext/EvotingRegistrarExchangeEndpoint |

| TOCT ~ |

| For_test ~ |

(00:01:00

~ Wcnonb3oBaTk Nankm

MyTk K paboyei nanke
Haseanwe nanku "INBOX"
Haseaume nanku "OUTBOX"
Haseauwe nankwm "SENT"

Haseauwme nankm "ERROR"

Bpems oXK1aaHWA nepen oTNpaBKoM

| fnome/NSD/danilicheva/Newlgate

[INBOX

[oUTBOX

[SENT

(ERRORS

~  Wcnone3oeatb pann-cemadop

[00:00:10

PucyHok 49. HacTpoiika kaHana EVT




o HTErpaLMOHHBIR W3z HPO
pelb 3agad [;'1 HypHan

|.‘|.|- OTkpeITe Gain xypHana OTKpbITe NanKy xypHana

LdrL.gnr

15:41:24

15:41:24

15:41:24 . ¢ : ¥

15:41:24 S setPackag ( i 4 , Date: "2 2-15', Las = : '0", RecordCount: "500°) -= OK (HTTP 200

15:41:24
15:41:24

000:}
#000000;}
rif;color:#FFF;

15:41:24
15:41:24
15:41:24

15:41:24
Service error [NotFound]". Web-service endpoint:
ndpoint”

Bepcun 83.0.150 (x64) (1)

PucyHok 50. Owmnbka goctyna Kk cepsucy E-voting

14.3.3anyck oTnago4Horo pexvma ¢ ayonmpoBaHMeM BXOASALLNX U
NCXoOALLMX NaKkeToB

3anyck 0TnagoyHoro pexmma BO3MOXEH TOSbKO NPU UCMONb30BaHUN KOHCOSTbHOM
Bepcun ULL.

[nsa Toro 4To6bI BKIOUYNTL OTNAA0YHbIN PEXUM C AyONMpOBaHNEM BXOASLLMNX U
NCcxXoOdLnX NakeToB B AOMOJTHUTENbLHYIO Nanky, ncnonb3dyeTca napameTp trace,
Hanpumep, ana oyénuposaHusa naketos B nanky ¢ nytem DATA DIRECTORY UL
cnegyeTt 3anyCcTUTb TakoW KOMaHOOW C napaMeTpoM:

igate-cli --trace "DATA_DIRECTORY"

Bonee noapo6Hyto nHdopMaLmio cM. B pasgene 3anyck ¢ Ay6rmpoBaHMemM BXOAALLIMX
N UCXOOALLIMX NMNAKETOB.

14.4.3annce nor-pannos

Jlor gannbl 3anucbiBatoTca B nanky logs, kotopasa B Windows HaxoguTcst B nanke
%LocalAppData%\NSD Integration Gateway, a B Linux — B nanke home>NSD>nms
nonb3oBartensa>.local>share>NSD Integration Gateway.

OTKpbITb Nanky ¢ nor annamm MoXHO C MOMOLLbIO KHOMKN « OTKPbITL Nanky XypHana»
Ha 3aknagke «XKypHan» (cMm. puc.50).



KomaHabl A4nst HacTpOWKM NormpoBaHna Ana KOHCOMNbHOW BEpCUK crieaytoLlme.

e [Inqa 3anycka VLU c HacTponkammn No yMOMYaHuio 1 BbIBOAOM NOAPOBHbIX for-
3anucen B KOHcoMb: igate-cli -v

e [1na sanycka VLU ¢ HacTponkamun, pacnosioXeHHbIMU B narnke ¢ nytem
DATA_DIRECTORY, 1 BbIBOOOM nor-3anucen B KOHCosb: igate-cli -data
«DATA_DIRECTORY» -v

14.5.Kak obpaTtuTbCcs B TexXHUYeckyo nogaepxky HP[

Ecnn y Bac ecTb peructpaums Ha https://passport.moex.com, MOXHO NepenTu Ha cauT
TexnogaepXkkn no ccbinke  hittps://cabinet.nsd.ru/SUPPORT, aBTopu3oBaTbCa U
npenocTaBnTb B Nogaepkky nor-gpannsl VL, ckpuHWOTLI OwnMboK, onMcaHne npobnemsl
M WaroBs, KOTOpble NPMBENN K oLmnbKam.

MoxHOo Takke 3agaTb Bonpoc Yepe3 cant  HP[M, OTKpblB  CTpaHuuy
https://www.nsd.ru/contacts/?tab=175 n nepenga B ¢opmy «3agante BOMNpoOC» Mo
ccbinike « MHe Hy)KHa KOHCynbTaums cneyyanncrta.

Takke Ha aTon cTpaHuue onybnukoBaHbl HoMep TenedoHa 1 agpec 3MNeKTPOHHOW MOYThI
TEXHUYECKOW NOAOEPXKKM.

Ecnu BO3HWMKNN I'IpO6J'IeMbI npun yctaHoOBKE U HaCTpOIZKe KpI/II'ITOFpaC*)VII/I, MOXHO TaKxXe

obpatntbca B TexHu4veckyto nogaepxky YL, MB no tenedgoHy +7 (495) 363-32-32, o6

.1110 waum E-mail: pki@moex.com

15. [llpunoxeHus

15.1. lNMpwunoxeHune 1. YcraHoBka 1 HacTponka CYB[] PostgreSQL

B naHHOM npunoxeHuun onucaHa yctaHoBka CYB[] PostgreSQL nog Windows.

[aHHas ycTaHoBka onuuoHanbHa. OHa HyxHa, ecnu ecTb HeobxoauMMOCTb
ncnonb3oBaHna REST API.

15.1.1.3arpy3ka auctpudyrtmea CYB[ PostgreSQL

Ana 3arpy3kn n yctaHoBkn CYB[ PostgreSQL Heobxoammo coBeplumTb criegytowime
JencTBuS:

1. lMepenTun Ha canT paspaboTumka PostgreSQL [18]

2. Tlo npuBeaeHHoOM Ha canTe Tabnuue onpegenute sepcuto PostgreSQL,
KOTOpYI0 BaM HEO6X0OMMO YCTAaHOBUTL B 3aBMCMMOCTU OT BEPCUN 1
paspsgHocTn Windows

3. [Ons nepexopaa k 3arpyske guctpmbytnea PostgreSQL HeobxoamMmo HaxaTtb Ha
ccbiniky Download the installer B BepxHen 4actu akpaHa (puc. 51).


https://cabinet.nsd.ru/SUPPORT
https://www.nsd.ru/contacts/?tab=175
mailto:pki@moex.com

Windows installers 58

Interactive installer by EnterpriseDB

Download th@installer certified by EnterpriseDB for all supported PostgreSQL versions.

This installer mcludes the PostgreSQL server, pgAdmin; a graphical tool for managing and
download and install additional PostgreSQL tools and drivers. Stackbuilder includes mana

PucyHok 51 - lNepexon Ha CTpaHuuy Onga ckaymBaHna dparna yCTaHOBKN

Mocne nepexoa no ccbifike NponsonaeT nepeHanpasneHne Ha cTpaHuly
KOMMaHWW, 3aHMMatoLLEeNCs NOArOTOBKOM M pacnpoCTpaHeHeEM aANCTpmbyTmea
nporpammbl. Haxxmute kHonky Download B ctonbue, COOTBETCTBYHOLLEM BaLUEW
ornepaumoHHON cucteMe n ee paspagHocTu (puc. 52) B ToM CTPOKe, B KOTOPOU
yKasaHa onpepenieHHaa BaMu Ha Lware 2 sepcusa PostgreSQL

Version

131

125

1110

1015

9.6.20

9524

Linux x86-64 Linux x86-32 Mac 05 X Windows x86-64 Windows x86-32

N/A N/A | Download | | Download | N/A

9.4.26 (Not Supported) ‘ Download | | Download | | Download | | Download | ‘ Download |

9.3.25 (Not Supported) ‘ Download | | Download | | Download | | Downlozd | ‘ Download |

PucyHok 52. Beibop Bepcun npoaykta ana OC

4. locne knuka Ha Download npousongeT nepeHanpaBneHne Ha CTpaHuLy ¢
ccbinkamn Ha nHgopmaumo o PostgreSQL (puc. 53) 1 HauyHeTcs ckaumBaHune
anctpubyTtumea postgresqgl client (puc. 55).



PostgreSQL Resources

0 Free PostgreSQL Training
EDB offers free online classes to help prepare

you for working with Postgres.

0 PostgreSQL Documentatioh
Current and archived manuals+or PostgreSQL

users.

Q Join the PostgreSQL Community
The PostgreSQL mailing lists are one of the
primary ways to interact with the PostgreSQL

community.

PucyHok 53. Ccbinka Ha gokyMmeHTauuto PostgreSQL

Documentation 3

This section contains current and archived manuals for PostgreSQL users. You can read the release notes, and view a listing of books
written about PostgreSQL.

PucyHok 54. [lokymeHTaums PostgreSQL

OsHakomuTtbCcst ¢ gokymeHTaumen CYB[ (puc. 54) MOXHO nepengss no  CCblfke
PostgreSQL Docs. [lokyMeHTauuo Ha pycCKOM A3blKe MOXHO ckadaTb ¢ pecypca [19]

postgresgl-12.5-1-....exe
209/202 ME, Ocranoce 43 cek.

PucyHok 55. 3arpyska gpanna postgresql client

15.1.2.YcraHoBka CYB[] PostgreSQL

1. Ans yctaHoBkn CYB[ Heob6xoauMo 3anyCTuTb cKkavyaHHbIN nakeT. MNossuTcs
rnaBHoe okHo PostgreSQL Installer, B koTopom Hy>xHO HaxaTb Next (puc. 56).



Setup - PostgresSQL

Welcome to the PostgreSQL Setup Wizard,

PostgreSQL

l MNext > ][ Cancel

PucyHok 56. 3anyck ycTaHOBKM

2. YCTaHOBLUUK NOMPOCUT yKasaTb AUPEKTOPUIO OS5 pacrnakoBKu hannos.
[Monb3oBaTenb MOXeT OCTaBUTb MyTb, YKa3aHHbIW NO YMOMYaHuUIO, UNu 3agaTtb
cBou (puc. 57).

r ~
®» Setup [_I_I_J':' e S
Installation Directory ’

Flease specify the directory where PostgreSQL will be installed.
Installation Directory |C:\Program Files\PostoreSQLI12
L
e InstallBuildel
[ < Back ] [ MNext > ] [ Cancel ]
\ =

PucyHok 57. dupektopna ona pacnakoBkn gpannos

3. B cneagyoliem okHe npoucxoauT BblI6op He0BX0AMMbIX KOMMAOHEHTOB (puc. 58).
PekomeHayeTcs OCTaBUTb BCE KOMMOHEHTbI, YKa3aHHbIE MO YMOYaHWIO.



» Setup

Select Components

Select the companents you want to install; dear the components you do not want to install. Click Next when
you are ready to continue.
PostgreSOL Server

Click on & component to get a detailed description
min 4
Stack Builder
Command Line Tools

[ < Back ][ MNext > ][ Cancel ]

PucyHok 58. Bbibop KOMNOHEHTOB 41151 YCTaHOBKU

4. B okHe Data Directory nponcxoamt ycTaHOBKa ANPEKTOPUN ANst XpaHeHus 6a3
AaHHbIX (puc. 59). YkasbiBanTe AUPEKTOPUIO B COOTBETCTBUM C NOSIUTUKOM
6e30nacHOCTM BalLen KOMMaHUN UM OCTaBbTE ANPEKTOPUIO NO YMONYAHMIO.

» Setup

= e |

=

Data Directory

Please select a directory under which to store your data.

Data Directory [:\Program Files\PostareSQLY 12\datal

[ < Back ][ MNext > ][ Cancel ]

PucyHok 59. [upektopusi 4ns xpaHeHus 6a3 gaHHbIX

5. Ha akpaHe Password Heob6xoanmo ykasaTb 1 NOATBEPAUTb Naponb ANng

nonb3oBartens postgres. 310 agmuHuctpatop PostgreSQL Server ¢

MakcumMmaneHbiMu npasamu (puc. 60). Npu yctaHoBKe napons
PYKOBOACTBYMTECH yKazaHUsiMK Criykbbl 6e30nacHOCTH Ballen KomnaHum



» Setup

Password »

Please provide & password for the database superuser (postgres).

Password seee

Retype password (eees

[ < Back ][ MNext > ][ Cancel ]

-

PucyHok 60. MNapone agmuHucTpaTopa PostgreSQL Server

6. B none Port Heo6xoanMmo ykasaTb NOpT, Ha KOTOPOM ByaeT (PyHKUMOHMPOBaTb
PostgreSQL. Ecnu ocobbix NpuyYMH AN ykasaHust Apyroro noprta Her,
OCTaBbTE MOPT, 3a4aHHbIN NO YMonyaHuto (puc. 61).

# Setup [

port 3

Please select the port number the server should listen on.

Port |5432|

l < Back ][ MNext > ][ Cancel

I

PucyHok 61. Mopt ansa PostgreSQL

7. Ha cneaytowem aKpaHe BbIMOSHAETCA YCTaHOBKa KOANUPOBKN LaHHbIX.
PekomeHayeTcsa oCcTaBUTb CTaHAAPTHYH KOAUPOBKY (puc. 62).



-
» Setup
Advanced Options »
Select the locale to be used by the new database cluster.
Locale |[Default locale] El
I < Back I I MNext = I I Cancel
—

PucyHok 62. KogupoBka faHHbIX

8. Ha nocneayroumx akpaHax NponcxoauT NoATBEPXKAEHNE BHECEHHbIX HACTPOEK
N ycTaHoBKa nporpamMmebl. Ecniv Bce BBeAEHO KOPPEKTHO, Haxnmante Next.

9. Ha 3aBepliatowiem atane yCTaHOBLUMK NpeanoxuT 3anyctutb Stack Builder
Ans gocTyna K pacwmpenunam dyHkunoHana. ns UL ato He TpebyeTcs,
ranoyky pekomeHagyetcs ybpatb. [Nocne Heob6xogmMmo HaxaTtb KHonKy Finish
AN BbIXO4a M3 NporpaMmmbl-ycTaHoBLLMKa (puc. 61).

= -

™ Setup

Completing the PostgreSQL Setup Wizard

Setup has finished installing PostgreSQL on your computer,
Launch Stack Builder at exit?
[] stack Builder may be used to download and install

additional tools, drivers and applications to
complement your PostgreSQL installation.

PostgreSQL

% ——

PucyHok 63. 3aBepLuatoLmim atan yCTaHOBKU

15.1.3.Co3panvne bl ansa LU
Mocne yctaHoBkn PostgreSQL B MeHio «[yck» Heobxoanmo HanT 1 OTKpbITb pgAdmin

4.



. PostgreSQL 10

= Application Stack Builder
ileﬂ Installation notes
pgAdmin 4
pgAdmin documentation
[4 PostgreS0L documentation
PostgreSOL release notes
Reload Configuration
EI SQL Shell (psql)
l Project My Screen App

B rihonzs

l Python Tocls for Visual Studic... ~

PucyHok 64. pgAdmin B meHto lyck

Tenepb nogkniouumca k cepBepy PostgreSQL. [Ina atoro B fieBoM 4acTu OKHa
nporpaMmbl packpoeM NyHKT Servers, KOTopbI COAepXXnUT Habop cepsepoB PostgreSQL.
Bbibepute cepBep B COOTBETCTBMM C BblOpaHHOM Bamu paHee Bepcuen PostgreSQL.
Mocne Bbibopa cepBepa 0TObpa3nTCs OKHO ANsa BBOAA Naposis:

W pgAdmin 4 — O k4

File - Object Tools «

M Browser #& Dashboard ©&F Properties 3 SQL  »* Statistics  { Dependencies {3 Depe[z]
=R = Servers (1}

B =*PostgresQL 10

Please connect to the selected server to view the dashboard.

Connect to Server X

Please enter the password for the user 'postgres' to connect the server -
"PostgreSQL 10"

Password

[] Save Password

PucyHok 65. CoeanHeHune ¢ cepsepom

3pecb HeobxoaMMo BBECTM Naporb Ansi Nonb3oBaTtens postgres, KoTopbin 6bin 3agaH
npu yctaHoBke PostgreSQL.

Ecnu naponb BBeeH BEpHO, Bbl NOAKITYNTECH K roKarbHoMy cepBepy PostgreSQL u
yBuauTe Bce 06bEKTbI, KOTOPbIE PacnorioXeHbl Ha JaHHOM cepBepe (CM. puc. 64):



W poAdmin 4 — O >

i Browser @ Dashboard ©f Properties [BSQL |e Statistics €3 .: 5
™~

E* § Servers (1)

F—— Server sessions Transactions per second
& § PostgresQL10 sactions per s

£ == Databases (1 6.0 10.0
1- - L 5.0 W crive B ommits
= = postgres : ldle 8.0 | Rollbacks
-- (57| Casts 4.0 WlTotal BT ransactions
" & Catalogs (| 2.0 I
: [} Event Trig| 2 40
‘@E)ﬂ:ensiun! 1.0 2.0
= Foreign Di 0.0 0.0
: Language
@ & Schemas Block /O
& &b Login/Group Role | 1.00 1200 70
& & 08 g Minserts 1000 B-=cched 60 MR=ads
Tablespaces Updates Returned en Hits W
£ > | £ >

PucyHok 66. masHas goopma pgAdmin 4

Tenepb cozgagum 6a3y aaHHbIx ana VL. [nga aToro HaxkMuTe NpaBon KHOMKOW MbILLN
Ha y3en Databases. N nanee B KOHTEKCTHOM MeHO BblbepuTe Create->Database...

W poAdmin 4 — O >

i Browser @ Dashboard ©§ Properties [@SQL |+ Statistics -h . Brcit

B § Servers (1)

= (] PostgreSQL 10
El = Databases (1) No dependent information is available for the

G S i
. BlLoginfGroup b pogoch..
[ L Tahlespaces 1

PucyHok 67. CosgaHne 6a3bl JaHHbIX



lMocne atoro otobpasntcsa OKHO AndA co3gaHusa 6asbl gaHHbIX. BBeaute uma Bl,
Hanpumep, igate, n nvsa nonb3oBatensa — Bnagensua aton BIl. Ecnn Bbl He co3gaBanu
cneumanbHo nonb3oBatensa ans VLU, moxeTe BBECTU UMSA NONb3oBaTeNs No yMon4yaHuio
postgres. Ecnu Bbl paHee co3gasanu nonb3oBartend cneuvansHo ang VL, BBeguTte ero
nms. HaxxmuTe Ha KHonky «Save» (cM. puc. 68):

W poAdmin 4 — O >
B Create - Database B
()] o _ Deps
o General Definition Security Parameters SQL
Il Database ‘ igate |
Oowner 2 postgres v
Comment
s
i ?
L -
4 >

PucyHok 68. Hactpowka 6a3bl JaHHbIX

Mocrne aToro B ApeBOBUAHOM MEHIO CrieBa 0TOBpasnUTCa CoaepXXumoe co3gaHHon 6asbl
AaHHbIX igate (cm. puc. 69):



W pgidmin 4

4 Browser
B- = Servers (1)

& (] PostgresQL 10

B- = Datahases (2)

.. = postgres
=¥ = igate

B (57 Casts
- & Catalogs
« [C) Event Triggers
. % Extensions

- ;" Foreign Data Wrappers

Languages
* &> Schemas
- & Login/Group Roles

I+l

B 1 Tablespaces

PucyHok 69. [lpeBoBMAHOE MeHI0 ¢ co3gaHHon B

[anee npoBepbTe HACTPOWNKM COeaUHEHNA C co3faHHon B, 4To6bI nocne ycTaHOBKM
ML BBecTn nx B HacTpomrkax WLL.

BbibpaB B fepee cepep PostgreSQL, oTkponTe BKknagky Properties, npokpyTute oo
pasgena Connection, B KoTopom 6yaeTt nHgpopmauna ans coegmHerns b ¢ UL (cm.
puc. 70).

W pgAdmin 4 _ O
@Admin Filev Objectv Toolsv Helpv

Browser S E w Q »_ Dashboard Properties SQL Statistics Dependencies Dependents

~ & servers (1) o ,.

> G¥ PostgresaL 14
~ Connection

Connected? .
Host name/address localhost
Port 5432
database postares
Username postgres
Kerberos

authentication?

G55 authenticated?

GSS encrypted?

PucyHok 70. CoeanHenune c b

3anoMHWTE 3TV AaHHbIE U Naposib NOMNb30BaTENS, UMEHHO OHU 3arOoSHAKTCS B
HacTpovkax B[] (cm. pasgen Hactpovku B[1).




15.2.Mpunoxenue 2. Onucanne REST API LU

15.2.1.Swagger gna REST API AL
{
"openapi": "3.0.1",
"info": {
"title": "API. MO NHTerpaunoHHbIn Wwro3",
"version": "v1"
3
"paths": {
"lapi/package™: {
"get": {
"tags™: [
"Package”

1,

"summary": "Bo3BpallaeT CrnMcok ckadaHHbIX nakeToB B IHTErpaunoHHOM Lwisto3e
n3 HPO.",

"parameters":
{
"name": "channel”,
"in": "query",
"description”: "Kog, HaCTpoeHHOro kaHana.",
“required": true,
"schema": {
"type": "string",
"description": "Kog HacTpoeHHoro kaHana."
}
2
{

"name"; "date",
"In": "query",

"description": "[ata, B KOTOpOM ObINM CkayaHbl nakeTsl (popmaT yyyy-MM-dd).",

"schema": {



"type": "string",

"description": "[JaTta, B KOTOpOW ObINM ckadaHbl nakeTbl (popmat yyyy-MM-
dd).",

"nullable": true

"name": "id",
"In": "query",

"description": "Mig nakeTa, ¢ KOTOpOro NoNy4YnTb crnegyrowme naketol. Ecnun He
yKa3aHo, TO C MMHMMarbHOro 3a garty.",

"schema™: {
"type": "integer",

"description": "M nakeTa, ¢ KOTOPOro Nony4YnTb cnegyrowme naketol. Ecnu He
yKasaHo, TO C MMHUManbHOro 3a aaty.",

"format": "int64",

"nullable": true

"name": "count”,
Ilinll: Ilqueryll,

"description": "KonnyecTtBo B BO3BpaLLaeMOM CNCKe — MakcumarnbHoe. Ecnn He
yKasaHo, To Bce.",

"schema": {
"type": "integer”,

"description": "Konn4yecTtBo B BO3BpaLLaeMoM Cnucke — MakcumarnbHoe. Ecnn
He yKasaHo, To Bce.",

"format"; "int32",

"nullable": true



"name": "type",
"in": "query",
"description": "®unbTp Ha TMN nakeTa (cM. npasuna 340).",
"schema: {
"type": "string",
"description": "®unbTp Ha TMN naketa (cMm. npasuna 300).",

"nullable": true

"name": "excludeErrors",
"in": "query",
"description": "UckntovaTb 13 0TBETA NAKEThI, MPUHATbLIE C OLIMBKON.",
"schema": {
"type": "boolean”,
"description": "cknto4atb M3 OTBETA NAKETLI, NPUHATLIE C OLWMBKON."

"default"; false

}
}
1.
"responses": {
"200": {
"description”: "Success",
"content": {
"text/plain™: {
"schema": {
"type": "array",
"items": {
"$ref": "#/components/schemas/InPkgContract"
}
}
1



"application/json": {
"schema": {
"type": "array",
"items": {

"$ref": "#/components/schemas/InPkgContract”

}
}
13
"text/json": {
"schema": {
"type": "array",
"items": {
"$ref": "#/components/schemas/InPkgContract”
}
}
}
}
}
}
}
I3
"lapi/package/{id}": {
"get": {
"tags": [
"Package”

1,

"summary": "Bo3BpallaeT no naeHTugunkaTopy apxme ¢ dpamnamm 1 noannucamm
OTCOE€AMHEHHbIMW.",

"description": "CkaunBaeT B BMAe apxuBa Bce dpannbl 1 nognucu nakera.",
"parameters": [

{

"name": "id”,



"in": "path”,
"description”: "iaeHTndunkaTop naketa.",
“required": true,
"schema": {
"type": "integer"”,
"description": "aeHTndukatop naketa.",

"format"; "int64"

}

}

1.
"responses”: {

"200": {
"description”: "Success",
"content™: {

"text/plain”: {
"schema": {
"type": "string",
"format™: "byte"
}
13
"application/json": {
"schema": {
"type": "string",
"format": "byte"
}
1
"text/json": {
"schema": {
"type": "string",
"format": "byte"
}
}



}
}
I3
"lapi/package/file/{id}": {
"get": {
"tags": [
"Package"
1.
"summary": "Bosspaluaet cann ns naketa",

"description": "Ecnun ykasaH FILE — ckaumBaetca cam pann.\r\n\r\nEcnu ykasaH
SIGN — ckaunBaeTcs TONbKoO nognuck danna.”,

"parameters": [
{
"name”: "id",
"In": "path",
"description”: "aeHTnukaTop danna B nakete.",
“required": true,
"schema": {
"type": "integer"”,
"description": "ineHTndukatop danna B nakete.",

"format": "int64"

}
3
{
"name": "type",
"in": "query",
"description": "Tvn gaHHbIX, KOTOPbLIN cneanieayeT BepHYThL.",
"schema": {

"$ref": "#/components/schemas/OutFileType"

}



}

1.
"responses": {

"200": {
"description”: "Success",
"content™: {

"text/plain™: {
"schema": {
"type": "string",
"format™: "byte"
}
12
"application/json": {
"schema": {
"type": "string",
“format": "byte"
}
1
"text/json": {
"schema": {
"type": "string",
"format™: "byte"
}
}
}

}
}
|3
"lapi/package/status/{id}": {
"get": {
"tags": [



"Package"

1,

"summary": "BosBpaluaeT no ngeHTndukaTtopy crtatyc naketa ans Mcxogawmx ms
WHTErpauMoOHHOro LW3a B HpA, AOKYMEHTOB.",

"parameters": [
{
"name": "id",
“in": "path",
"description": "igeHTndukatop nakera.",
“required": true,
"schema™: {
"type": "integer",
"description”: "aeHTndunkaTop naketa.",

"format"; "int64"

}
}
],
"responses”: {
"200": {
"description”: "Success",
"content™: {
"text/plain”: {
"schema": {
"$ref": "#/components/schemas/PackageStatusContract”
}
13
"application/json": {
"schema": {
"$ref": "#/components/schemas/PackageStatusContract"
}
12

"text/json": {



"schema": {
"$ref": "#/components/schemas/PackageStatusContract"

}
}
}
}
}
}
3
"lapi/package/{channel}/file": {
"post": {
"tags": [
"Package”
1,

"summary": "OTnpasnseT gann unum nakeT SNEeKTPOHHbIX JOKYMEHTOB B 3ajaHHbIN
kaHan.",

"description": "PaboTaeT aHanorm4Ho pasmMeLLeHno B COOTBETCTBYIOLLLEN BXOAHOWM
anpekTopun gannos ans ornpaskn.\nn\r\nEcnmn Hy>xHO oTNpaBnTb OANHOYHBIN J[1, TO
HY>XHO BblbpaThb file.\r\n\r\nEcnu Hy>XHO oTnNpaBuTbL B NakeTe Habop dannos, TO 3TOT
Habop Hy>KHO 06bEeAUHUTL B apxmB U ykasaTb Tun otnpaskn ARCHIVE. [Ina TpaH3uTa
Hy>xHO yka3aTb ARCHIVE.\r\n\r\nMo>Ho ncnonb3oBatb xml ¢hann onmcbiBaroLLni
nepepaBaeMble nakeTbl. X HY)KHO pasmeLLaTb BHYTPWU apxuBa M ykasbiBaTb TUN
otnpaskn ARCHIVE",

"parameters": [
{
"name": "channel”,
“in": "path",
"description”: "Kog, HacTpoeHHoro kaHana.",
"required": true,
"schema": {
"type": "string",
"description”: "Kog HacTpoeHHoro kaHana.",

"nullable": true



}
1.
"requestBody": {
"content": {
"multipart/form-data": {
"schema": {
"required": [
"File"
1,
"type": "object",
"properties": {
"Type™: {
"$ref": "#/components/schemas/InFileType"
h
"File": {
"type": "string",
"description”: "®ann.",

"format”: "binary"

}
}
2
"encoding": {
"Type™: {
"style": "form"
12
"File": {
"style": "form"
}
}
}



"responses”: {
"200": {
"description”: "Success",
"content™: {
"text/plain™: {
"schema": {

"$ref": "#/components/schemas/SendFileResultContract"

}
12
"application/json": {
"schema": {

"$ref": "#/components/schemas/SendFileResultContract"

}

12

"text/json": {
"schema": {

"$ref": "#/components/schemas/SendFileResultContract”

}
}
}
}
}
}
2
"lapi/transit/{id}/sendReceipt": {
"post™: {
"tags": [
"Transit"
],

"summary": "®opMupyeT OTBETHYIO KBUTAHLMIO HA NOSTyYEHHbIA TPAH3UTHbLIN
naker.",



"description": "lNo pesynbTaTty Bbi3oBa 13 VLU otnpaBnseTcsa TpaH3nTHas
KBUTaAHUUSA C 3anOSIHEHHBbIMW PEKBU3NTAMUN O NONyYEHUN TpaH3UTa nosnyyaTenemM B
service_marks\\recepint_checking.",

"parameters": [
{
"name"; "id",
“in": "path”,

"description": "MigeHTndukaTop naketa npuwegwero ns HPL, kotopbin
ABMSAETCA TPAH3UTHBLIM NakeTom.",

“required": true,
"schema": {
"type": "integer”,

"description": "MiaeHTndukaTop naketa npuwegwero ns HP, kotopbin
SABNAETCH TPaH3UTHbIM NakeTom.",

"format": "int32"

}
}
1.
"requestBody": {
"description": "MIHcpbopmauus o pesynbtatax o6paboTkun.",
"content™: {
"application/json-patch+json": {
"schema": {

"$ref": "#/components/schemas/Receiptinfo”

}
3
"application/json": {
"schema": {

"$ref": "#/components/schemas/Receiptinfo”

}
}

"text/json": {

"schema": {



"$ref": "#/components/schemas/Receiptinfo"

}
3
"application/*+json™: {
"schema": {

"$ref": "#/components/schemas/Receiptinfo"

}
}
h
“required": true
I3
"responses”: {
"200": {
"description”: "Success"
}
}
}
I3
"lapi/transit/{channel}": {
"post": {
"tags": [
"Transit"

"summary": "OTnpasnsaeT TpaH3uTHbIM nakeT 3 B HP[] B 3agaHHbI kaHan.",

"description": "ma ¢pannos, BkNnagbiBaeMbIX B CEPBUC U UMS (pannos
nepeymncrieHHblix B docinfo gormkHbl coBnagatb. Bece dpannbl onucaHHble B docinfo
AOMKHbI ObITb MPUNOXEHbI B 3anpoc.”,

"parameters": [
{
"name": "channel",
"in": "path",

"description": "Koa kaHana, B KOTOpbIW HanpaBnsieTca TpaH3uT.",



"required": true,
"schema: {
"type": "string",
"description": "Koa kaHana, B KOTOpbIN HanpaenseTcs TpaHauT."
}
}
1.
"requestBody": {
“content": {
"multipart/form-data": {
"schema": {
"required": [
"Files",
"TransitInfo"
1.
"type": "object",
"properties": {
"Transitinfo": {
"required": [
"contragent”,
"doclInfo”
1,
"type": "object",
"properties": {
"contragent": {
"type": "string",
"description”: "lNonyyaTens TpaH3uTa."
I3
"subject”: {
"type": "string",
"description”: "Tema TpaHauTa.",

"nullable": true



2
"comment”: {
"type": "string",
"description": "KoMmmeHTapui k parnam ans nonydarens.”,
"nullable™: true
3
"letterld": {
"type": "string",

"description": "YHUKanbHbIn MAEHTUMKATOP TPaH3UTa Yy OTNPaBUTENS.
Ecnn He ykasaTb, TO VLU creHepupyeT ceon.",

"nullable": true
h
"conversationld": {
"type": "string",

"description": "[JononHuTenbHbIM naeHTUdKUKaTOp 0dMeHa. MoxeT bbITb
06LWKMM y pasHbIX TPaH3UTHbIX NAkeToB. VIcnonb3yeTcsa no 4OroBOPEHHOCTU MexXay
y4yacTHUKamu.",

"nullable": true
h
"createDateTime": {
"type": "string",

"description": "[1aTa co3gaHusa nakeTa TpaH3uTa y oTnpasutens. Ecnuv He
ykasaTtb VLU ycTaHOBUT TekyLlee Bpems.",

"format": "date-time",
"nullable": true
3
"docInfo™: {
"type": "array",
"items": {
"$ref": "#/components/schemas/DoclnfoContract"”

2

"description”: "OnucaHne oTnpasnsemMbix annos."”

}



2
"additionalProperties": false,

"description”: "OnuncaHue ycnosun TpaHauTa.\n See TransitinfoContract
model."

3
"Files™: {
"type": "array",
"items™: {
"type": "string",
"format": "binary"
3
"description": "Habop dpannos otnpaensemblx TpaHauTtom. bes winf.xml."
}
}
12
"encoding": {
"Files": {
"style™: "form"
12
"TransitInfo": {

"contentType": "application/json”

}
}
}
}
13
"responses": {
"200": {
"description”: "Success",
"content™: {
"text/plain”: {

"schema": {



"$ref": "#/components/schemas/SendFileResultContract"

}
12
"application/json": {
"schema": {

"$ref": "#/components/schemas/SendFileResultContract"

}

13

"text/json": {
"schema": {

"$ref": "#/components/schemas/SendFileResultContract"

}
}
}

}
}
}
2
"components": {
"schemas": {
"RecordStatus™: {
"enum®: [
"NEW",
"SENT",
"RECEIVED",
"ERROR",
"DELETED"
],
"type": "string",
"description”: "Ctatyca naketa."

12



"SignCheckResult": {
"enum™: [
"VALID",
"INVALID"
1.
"type": "string"
12
"SigninfoContract": {
"required": [
"status”
],
"type": "object",
"properties”: {
"serial": {
"type": "string",
"description”: "CepuiiHbii Homep cepTudgukaTa 3K.",
"nullable™: true
3
"subject": {
"type": "string",
"description™: "X500 ums ceptudgumkaTta.”,
"nullable™: true
3
"description™: {
"type": "string",
"description”: "OnncaHme owmnbkn NpoBEPKM NOANNCK, ECIN €CTb.",
"nullable™: true
3
"status": {

"$ref": "#/components/schemas/SignCheckResult"

}
2



"additionalProperties": false,
"description”: "OnucaHvne nognucnu."
12
"FileInfoContract": {
"required": [
"id",
“name"
],
"type": "object",
"properties”: {
"id": {
"type": "integer”,
"description”: "aeHTdukaTop anna.",
“format": "int64"
3
"name": {
"type": "string",

"description”: "ma canna B nakeTte."

b

"signs™: {
"type": "array",
"items": {

"$ref": "#/components/schemas/SigninfoContract"
h
"description”: "MaccuB onucaHun nognucen”,

"nullable": true

}
13
"additionalProperties": false,
"description”: "OnucaHve canna."
12
"InPkgContract": {



"required": [

"channel",

“id",

"name”,

"state”

1,

"type": "object",

"properties": {

"channel": {
"type": "string",
"description": "Kog kaHana, n3 kKOToporo nony4eH naker .'
3

"id": {
"type": "integer",
"description": "MIHKpUMEHTHbIN naeHTUdKnKaTop nakerta.",
“format": "int64"

h

"name": {
"type": "string",
"description”: "Mimsa nakeTta.'
3

"type": {
"type": "string",
"description”: "Tun naketa.",
"nullable™: true

3

"state": {
"$ref": "#/components/schemas/RecordStatus"
3

"files™: {
"type": "array",

"items": {



"$ref": "#/components/schemas/FileInfoContract”
b
"description": "Maccus ¢annoB B nakete.",

"nullable": true

}
12

"additionalProperties": false,
"description™: "OnucaHne naketa"
12
"OutFileType": {
"enum™: [
"FILE",
"SIGN"
1,
"type": "string",
"description": "Tunn Bo3BpalLaemMblX AaHHbIX."
12
"PackageStatusEnum®: {
"enum™: [
"NEW",
"SENT",
"ERROR"
1.
"type": "string",
"description": "CTtaTtyc nakeTta ans otnpasku."
13
"PackageStatusContract": {
"required": [
"id",
"status”
1.
"type": "object",



"properties": {
"id"™: {
“type": "integer",
"description”: "aeHTndunkaTop naketa.",
“format": "int64"
3
"name": {
"type": "string",
"description”: "ma naketa.",
"nullable™: true
3
"status": {
"$ref": "#/components/schemas/PackageStatusEnum"
3
"error": {
"type": "string",
"description”; "OnucaHne ownbkn oTnpaBkun."”,

"nullable": true

}
12

"additionalProperties": false,
"description”: "CTaTtyc nepegaHHoOro ansa oTnpasky naketa."
12
"InFileType": {
"enum: [
"FILE",
"ARCHIVE"
1,
"type": "string",
"description": "Tun nepegaBaemoro ans oTnpasku anna."
12
"SendFileResultContract": {



"required": [
nig
1.
"type": "object",
"properties": {
"id": {
"type": "integer”,
"description”: "MgeHTudunkaTop ncxogdiero naketa 30.",

"format": "int64"

}
I3
"additionalProperties": false,
"description”: "PeaynbTtat”
12
"Receiptinfo™: {
"type": "object",
"properties": {
"id": {
"type": "string",

"description": "aeHTUduKaToOp TPAaH3UTHOro NakeTa B cUCTeEMe nonyyarens
TpaH3uTa.",

"nullable": true
I3
"result": {
"type": "string",

"description”: "Ctatyc npuema. ERROR- oTka3 B npueme, SUCCESS —
ycrneLwHblin npuem”,

"nullable": true
b
"error": {

"type": "string",

"description”: "OnucaHne owmnbkn npuema.”,



"nullable": true

}
12
"additionalProperties": false,
"description”: "MiHdopmauns o pesynbtate o6paboTkn TpaH3UTHOro naketa."
12
"DocTypeEnum": {
"enum™: [
"TRZT",
"TRZT_PRM",
"TRZT_WRD"
1.
"type": "string"
12
"DoclInfoContract™: {
"required": [
"docType",
“fileName"
],
"type": "object",
"properties": {
"fileName": {
"type": "string",
"description”: "ma ¢panna — opurnHansHoe."
3
"docType™: {
"$ref": "#/components/schemas/DocTypeEnum"
3
"identCode": {
"type": "string",

"description”: "Kog TOWMKa 3anonHsaetca ana docType TRZT_PRM u
TRZT_WRD.",



"nullable": true
h
"encrypted™: {
"type": "boolean”,
"description”: "lpn3Hak 3akpbITOro KOHBepTa."
h
“"transferAgentContract”: {
"type": "boolean”,

"description”: "[pu3HakK TpaHcdep areHTCKON Cxembl."

}
2
"additionalProperties": false,
"description”: "OnucaHne otnpasnsemoro ¢anna."”
12
"TransitInfoContract": {
"required": [
“contragent",
"doclInfo”
],
"type": "object",
"properties": {
"contragent": {
"type": "string",
"description”: "[Nony4aTenb TpaH3uTa."
3
"subject”: {
"type": "string",
"description”: "Tema TpaH3uTa.",
"nullable”: true
3
"comment": {

"type": "string",



"description”: "KommeHTapum Kk parnnam ansa nonydarens.”,
"nullable™: true

3

"letterld": {
"type": "string",

"description”: "YHUKanbHbI NOEHTUGMKATOP TpaH3nTa y oTnpasutens. Ecnu He
ykasatb, To VLU creHepupyeT cBon.",

"nullable": true
b
"conversationld": {
"type": "string",

"description": "[lononHuUTeNbHbIN naeHTUdUKaTOp odMeHa. MoxeT 6bITb 0BLLNM
Y pa3HbIX TPAH3UTHbIX NakeToB. Icnonb3yeTcsa No AOrOBOPEHHOCTU MEXAY
y4yacTHUKamu.",

"nullable": true
b
"createDateTime": {
"type": "string",

"description": "[laTa cosgaHus nakeTa TpaH3uTa y otrnpasutensd. Ecnu He
ykasatb VLU ycTaHOBUT TekyLliee Bpems.",

“format": "date-time",
"nullable": true
3
"docInfo™: {
"type": "array",
"items": {
"$ref": "#/components/schemas/DoclnfoContract”
3
"description”: "OnuncaHue oTnpasnsemMbix gansnos."
}
12

"additionalProperties": false,

"description”: "OnucaHne ycnosun tpaHauTta.\n See TransitinfoContract model."



}
}

"securitySchemes": {
"basic": {
"type": "http",
"description”: "Basic Authorization header using the Bearer scheme.",
"scheme": "basic"
}
}
3
"security": [
{
"basic": [ ]
}
]
}
15.2.2.AsTopusauuna B API LU

Ecnm B HacTtponkax CepBep Web APl ycraHoBneH dnar «Mcnonb3oBaTtb
ayTeHTUdUKaumno», Nonb3oBaTENo HY>XHO OyaeT aBTOpM30BaTbCS 414 Bbi30Ba METOA0B
API ®©LU ¢ ncnonb3oBaHneM ykasaHHbIX ayTEHTUPUKALNOHHBIX JaHHbIX.

VLW nopoepxkmBaeT Tonbko GasoByto aBTopu3dauuio (Basic Auth). [lns aBTopu3sauuu B
3arosfioBKe 3anpoca Hy>XHO nepegatb MMSA U Napofb, YkasaHHble B HacTponkax Cepeep
Web API. ma n naposb KogupytoTcs ¢ noMoLLblo Base64.

Mpumep Basic Auth B 3aronoske 3anpoca: 'Authorization: Basic dXNIcjpwYXNz'
Mpumep koga Ha js, Kak MOXXHO ChOpMUPOBATL TAaKOM 3arofiloBOK:

Headers.append(‘Authorization’, ‘Basic ‘ +
btoa(unescape(encodeURIComponent(YOUR_USERNAME + " +
YOUR_PASSWORD))))

Ecnu npun ycraHoBneHHoMm donare «KMcnonb3oBaTb ayTeHTUdUKaLMo» 3arofioBokK
aBToOpmM3aunn OTCYTCTBYET U BBeLEHbl HEKOPPEKTHbIE AaHHble, Bbi3oB REST API VLU
BepHeT 401 owmnbky «Unauthorized».

15.2.3.MeTtogbl REST API NLL
15.2.3.1.Memoad nony4eHus criucka ckadaHHbix UL nakemoe

MeTopg nossonseT 3anpocutb B VL cnucok Bxogsawmx B UL nakeToB No KOHKPETHOMY
KaHany.



MeTof Bbl3blBaeTCs, ecnum nony4yeH 3anpoc Tuna:

GET /api/package?channel= &date=&id=&count=&type=&excludeErrors=

ne

MapameTp Tun 06. | OnucaHue Mpumep

3anpoca

channel String [a | Kog HacTpoeHHoro kaHana, ns | VRKITGLOBAL1
KOTOPOro BbIfin 3arpy>KeHbl
nakeTbl

date Date Het | [aTa, B kOoTOpPYIO ObInNn 2022-03-03
CKkadaHbl NakeTbl, B hopmaTe
yyyy-MM-dd

id Int Het | Id, c koTOpOro nony4nTb 0
cnegywouwmne nakeTol. Ecnun He
yKasaH, To 6yayT 3arpy>eHbl
nakeTbl, HA4YMHas C
MuHumansHoro ID, 3a
YyKa3aHHylo garty.

count Int Het | KonnyectBo 3anpawmvBaembix | 50
3anucen. Ecnu He ykasaHo,
BO3BpaLLalTCs BCe

type String Het | ®unbTp Ha TN naketa 340 TRANS

excludeErrors | Boolean | Het | UcknoyaTb u3 otBeTa nakeTbl, | TRUE
NPUHATbIE C ownBKon. Mo
ymonyaHuto FALSE

Mpwn ycneLwHOM BbINONHEHUM 3anpoca MeTo Bo3BpaluaeT kog oteeTta 200 n JISON
obbekT cnepytoulero popmara:

“channel”: “string”,
(l‘idl} .
. ]
“name”: “string”,
(l‘type’l: “Str‘ing”_‘
“state”: “NEW”,
“files”: [
“jid>”: ,
“name”: “string”,
“signs”: [
“serial”: “string”,
“subject”: “string”,




“description”: “string”,
“status”:

“VALID”

ne
Mone Tun 0O6. Onucanune Mpumep
channel | String |[Oa KaHan, us kotoporo VRKITGLOBALL1
nony4yeHbl NakeThbl
id Integer | fa Id nakeTa 22423
name String | da Mms nakeTta W0369639.ZIP
type String | Het | Tvn naketa 340 TRANS
state String | da CraTtyc naketa. MoxeTt RECEIVED
npyHUMaTb OL4HO 13
cneayLwmnx 3Ha4YeHUmn:
RECEIVED, ERROR,
DELETED
files Het briok «®annbi»
id Integer | [a ID channa 30112
name String | da Nmsa danna WINF. XML
signs Het | Bnok «lMoanucn»
serial String CepvinHbIn HOMEp 40:50:14:B0:2E:A0:BA:C0:C6
cepTudukaTta :19:B8:87:5B:C4:80:73
subject String X500 nmsa ceptudpukata | INN=007702165310,0GRN=
1027739132563,SNILS=0555
5599999, T=PykoBoguTenb
opraHusaumn,CN=lleTpoB
Metp
MeTtpoBuny,0OU=l1paBneHne,O
=HKO AO
HP[,L=Mocksa,ST=77
r.MockBa,C=RU»




descripti | String OnucaHne ownbkn OK

on NpoBEPKN NoANUCKU, ecnn
ecTb.
status String CTtaTyc npoBepkmu VALID

noanucun. Moxet
NPUHUMAaTb OAHO U3 OBYX
3Ha4veHun: VALID,
INVALID

15.2.3.2.Memod nony4yeHuUss mersa exoosiujeao rnakema
MeTO,EI, no3BoJiAEeT 3anpoCuTb B 7100 cogepXnmoe naketa no ero ID.

ID nakeTa MOXHO y3HaTb, NpeABapuUTenbHO Bbi3aBaB MeToa nosyvyeHus cnucka
ckadaHHbIX VL nakeToB

MeTop BbI3bIBaeTCH, €CNN MOSYYeH 3anpoc Tuna:
GET /api/package/{id}

ne id — ID nakeTa

Mpwn ycnewwHOM BbINOMIHEHUM 3anpoca MeTo Bo3BpallaeT kog otseTa 200 u Teno
naketa (ZIP apxmB ¢ harinamm n 0TCoeguMHEHHbIMU NOANNCAMM) B ABOMYHOM BUAE B
dopmaTte BASEG4.

15.2.3.3.Memod nony4yeHus ¢hauna unu rnodnucu chauna u3 nakema

MeTtopg nossonset no ID nakeTa nony4nTb CBA3aHHbLIA hann unm NoANNUCL 3TOro
danna. ID nakeTa n (panna B nakeTe MOXHO y3HaTb, NpeaBapuUTeSibHO Bbi3BaB MeTos
nony4YyeHust cnmcka ckadanHbix ML naketoB

MeTog Bbi3blBaeTCH, €CNKU NOMyYeH 3anpoc Tuna:
GET /api/packagef/file/{id}?id= &type=
'oe id B camom 3anpoce — 370 ID nakeTta

NapameTpbl 3anpoca:

MapameTp | Tun 0O6. Onucanune Mpumep
id Integer Aa ID cbanna B nakeTte 1
type String Het Tun gaHHbIX: FILE

FILE — ecnun Hy>KHO BEpPHYTb
dann




SIGN — ecnun Hy>XXHO BEPHYTb
noanucb

Ecnu type He ykasaH,
BO3BpalyaeTca daunn

Mpn ycneLwwHOM BbINOMIHEHUM 3anpoca MeTo Bo3BpallaeT kog otseTa 200 1 Teno
dhanna nnu nognucu B ABONYHOM Buae B popmate BASEGA.

15.2.3.4.Memod nony4yeHusi cmamyca ucxodsiwezo u3 VLI nakema
MeTtopg nossonset 3anpocutb B VLU ctatyc ncxogsawero ns VL naketa no ero ID.

ID nakeTta Bo3BpaLlaeTt MeTo4 oTnpaBkM NakeTa B 3aaHHbI KaHas

MeTop BbI3bIBAETCS, €CNKU NOfy4YeH 3anpoc Tuna:
GET /api/package/status/{id}
loe id — ID nakeTta

Mpn ycneLwwHOM BbINONHEHUM 3anpoca MeTo Bo3BpallaeT kog oteeTta 200 n JISON
obbekT cnepytoulero oopmara:

(fid.‘) :
“name”: “string”,

“status”: “NEW”,
«error»: «string»

roe
Mone Tun 0O6. Onucanue Mpnmep
id Integer | da ID nakeTta 123
name String | Het Nmsa naketa #PMSWT150322123456.zip
status String | da Crartyc naketa. MoxeTt SENT

NpPUHMMaTb OOHO U3
cnefyroLwmnx 3Ha4YEeHUN:

NEW —HOBbIV nakeT

SENT — naket
oTnpasneH

ERROR — owwnbka
OTNpaBKu




error String | Het OnucaHne ownbkn The process cannot access
OTNpaBKu the file p.xml

15.2.3.5.Memo0 omnpasku rnakema 8 3adaHHbIlU KaHaJsl

MeToa oTnpaBnseT NakeT SNEKTPOHHbIX JOKYMEHTOB B 3aJaHHbIV kaHarn. PaboTtaer
aHanorn4yHo pasmelleHuto B aupektopun OUTBOX dannos ans otnpasku.

Ecnun Hy)XHO oTnpaBnTb 0AUHOYHbIN L1, TO HYXXHO BbIOpaTb TUN file.

Ecnun Hy)XHO oTnpaBuTb B NnakeTe Habop annos, TO 3TOT HABOP HY>KHO OOBEAUHUTL B
Zip apxvB 1 ykasaTb TUn oTnpasku archive. Ecnun otnpaska ¢panna conpoBoxgaeTtcs
dannom config.xml, onuceiBaOWUM TUM JOKYMEHTA, UIK Bbl OTNpaBrisieTe TPaH3nT C
TPaH3UTHbIM KOoHBepTOM winf.xml, dhannel 0693aTenbHO HY>XHO NOMECTUTL B Zip apXxmB
M yKkasaTb TUN oTnpasku archive

MeTop BbI3bIBaeTCs, €CNM MOSyYeH 3anpoc Tuna:
POST /api/package/{channel}/file

Cne

channel — kog HacTpoeHHOro kaHana

B tene 3aripoca nepegarTca:

Mone Tun O6. Onucanue Mpnmep
Type String | Het Tun otnpasku: file nunu archive. Archive
File String | da Teno canna wnn apxmsa B BASE64

Mpn ycneLwHOM BbINONIHEHUM 3anpoca MeTo Bo3BpallaeT kog oteeTta 200 n JISON
obbekT cnepytoulero popmara:

{

«id»:

}

roe
Mone Tun 0O6. Onucanue Mpnmep
id Integer | da ID ncxopsdwero naketa 3 12

15.2.3.6.Memo0d omnpasku mpaH3umHou KeumaHuyuu

MeTon dhopMmUpyeT OTBETHYIO KBUTAHLMIO Ha MOMYyYeHHbIN TPaH3UTHbIN NakeT. PaboTaeT
aHanorm4yHo pasmewieHnto B gupektopum OUTBOX TpaH3UMTHOM KBUTAHUMU C



3arnoJIHEHHbIMWN  pekBu3nTaMmm O MNoJNyvYeHnn TpaH3nuTa noJsiy4dateneMm B 6noke
RECIPIENT_CHECKING:

lNpumevaHue. Ecnu 6 HacmpolKkax KaHana ekK/rdeHa onuus «Asmoomrpaska
ygedomreHul», mo 6bi3bleamb MemoO Oomrpasku mpaH3uUmHoU KeumaHuyuu He
mpebyemcs, m.k. YILLI omnpasum ee asmomamu4eckKu.

MeToz Bbi3blBaeTCH, €CNKU NOSyYeH 3anpoc Tuna:
POST /api/transit/{id}/sendReceipt?id=&result=&error=
loe id — ID BxogdLero TpaH3MTHOro naketa

B tene 3aripoca nepegarTca.

Mone Tun 0O6. OnucaHue Mpnmep

id String | Het ID TpaH3nTHOro NnakeTta B y4yeTte 12
nonyyarens, kKoTopoe oTobpaxaeTcs B
RECIPIENT_LETTER_ID kBuTaHumuu

result String | Het | CtaTyc npuema TpaH3UTHOro naketa, SUCCESS
oTobpaxaembin B CHECKING RESULT
KBUTAHLMK:

ERROR- oTKka3 B npueme,

SUCCESS - ycneLluHbIi npuem

error String | Het | OnucaHne owmnbkun npuema,
oTobpakaemoe B CHECKING RESULT
KBUTaHLMM

3anonHsaeTcs, ecnu result paseH
ERROR

Mpn ycnewwHoOM BbINONHEHMM 3anpoca MeTo, Bo3spaldaeT kog oteeTa 200.

15.2.3.7.Memo0 omnpasku mpaH3umHozo rnakema

MeTog oTnpasnsdeT TpPaH3UTHbLIM NakeT B 3adaHHbIM KaHan. OTnuyaeTtcs oT MeToda
OTnpaBknu OObIYHOrO naketa Tem, 4To He TpebyeTr rotosoro winf.xml. Metog cam
dopmupyeT winf.xml, a Bce AaHHble AN HEro nepegatotcsa B o6bekte Transitinfo.

OTnpaBka TpaH3UTHOro naketa
POST /api/transit/{channel}
ne

channel - Kog HaCTPOEHHOro KaHana


https://app.swaggerhub.com/apis/NSD-Integration/SendMarketPlaceReport/1.0.0-oas3#/Transit/post_api_transit__id__sendReceipt

B Tene 3anpoca nepenaroTcs:

e O61bekT Transitinfo cneaytowero doopmara:

MNone

Tun

06.

OnucaHune

MNpumep

contragent

string

[a

[en.koa nonyyaTtens
TpaH3uTa

MCO0003300000

subject

string

HeT

Tema TpaH3uTta (byget
pa3meuleHa B winf.xml B
none subject)

NHcTpyKums no
rOrloCoBaHMIo

comment

string

HeT

KommeHTapuin K
AOKyMeHTam ang
nonyyarens (éyaer
pa3meLleH B winf.xml B
nosie comment)

Mpocbba o3HakoMUTbLCA

letterld

string

HeT

YHUKanNbHbIN
naeHTudumkaTop nakerta
TPaH3UTHbIX JOKYMEHTOB
(cTaTucTnyeckm
YHUKanbHbI 128-6UTHbIN
noeHTudukaTop).

Ecnn He ykasaTb, LU
creHepupyeT CBou

0616292B-1225-4350-8847-
BF1BEBG68CDES3

conversationl
d

string

HeTt

JlononHUTEnbHbIN
naeHTudumkaTop naketa
TPaH3UTHbIX JOKYMEHTOB
(cTaTucTnyeckm
YHUKanbHbIN 128-6UTHbIN
naeHTudukaTop)

03B4FC61-76A5-4773-
9822-BAF17412A6FC

createDateTi
me

string

HeT

TekcTtoBoe
npegcraesneHve gatbl n
BpEMEHMU Co3haHus
TPaH3UTHOrO JOKYMEHTa
y oTnpasutens. dopmar:
dd.mm.yyyyT hh:nn:ss

Ecnu He ykasaTtb, VLU
noacTaBuUT TeKyLue aarty
N Bpemsi

2020-06-03T10:00:00

doclnfo

string

[a

MoBTOpsAtOWMNCA BNOK C
[JOMOJTHUTENBHOWN
nHdopmMaumnen no




Kaxxgomy channy B
nakeTte, BKINOYaeT nons,
npuBegeHHbIE HUXE B
Tabnuue

fleName

string

[a

OpvrnHansbHoe nms
danna

document.xml

docType

string

[a

Tun TpaHauTa:

TRZT -
HEeTUMN3NPOBaHHbLIN
TPaH3uT

TRZT_PRM -
TUNN3NPOBAHHbIN
TpaH3UT, OCHOBHOW chann

TRZT _WRD -
TUNN3NPOBAHHbIN
TPaH3uT,
AOMONHUTENbHbIN dhans

TRZT_PRM

identCode

string

HeT

Koao TOOWKa ons
TUMU3NPOBAHHOIO
TpaH3uTa

2SEEV043

encrypted

boolea
n

HeTt

[Mpun3Hak 3aKkpbITOro
KOHBepTa

false

Contract

transferAgent

boolea
n

Het

MpusHak ycnyru
TpaHcdep-areHTa

false

¢ Files - maccuB oTnpaBngembix TpaH3nTom cannos (6e3 winf.xml)

Mpwn ycnewwHoM BbINONHEHUM 3anpoca MeTo Bo3BpaluaeT kog oteeTta 200 n JSON
o6bekT criegytowero gopmara:

roe
Mone Twn 0O6. Onucanne Mpumep
id Integer | a ID ncxopdawero naketa 94 12345




15.2.4. MNMopsgok BbizoBa MmeTtogoB REST API VLU ana npuema v otnpaBku
naketos B HP[1

[Ons npuema naketoB n3 HP[ 4yepes kaHan WSL Heobxoanmo nocnegoBaTenbHO
BbI3BaTb CreayoLlmne MetToapl:

e MeTog nony4yeHus cnucka ckadyaHHblx VL naketoB (MOXHO 3agatb UbTP Ha

TMN naketa, Hanpumep, PMRPT, ecnn nHtepecyoT JOKYMEHTbI paC4eTHOro
obcnyxmBaHus)

e MeT0o4 nonyyvyeHus Tena BXoasaLero naketa

e Ecnv npyHAT TpaH3nTHbIN JOKYMEHT (Tuna TRANS), HYy>XHO OTrpaBuUTb

TPaAH3NTHYKO KBUTAHLUWIO, Bbi3BaB MeToa oTnpaBku TPAH3UTHOW KBUTAHLINK

[nsa otnpaeku naketa B HP[L yepes kaHan WSL Heobxoammo nocnegoBaTtesnbHO
BbI3BaTb criegyolmne MetToapl:

e MeToO oTnpaBku NakeTa B 3agaHHbLIA KaHar

e MeToa nonyyeHus cratyca ucxogsuiero ns Ml nakera (4To6bl oTCNeauTb

cTaTyc OTnpaBKu)

BHumaHwne! Koguposka hannos B apxmBax, nosiydaembix/otaaBaembix yepes REST API
ML pormkHa 6biTe UTF-8.

15.3.NpunoxeHne 3. Murpauunsa Hactpoek ns el s LU

Mwurpauus HacTpoek ns ®LL B L BoamoxHa Tonbko, ecnu VL n ®LL ycTtaHOBMNEHbI Ha
OAHOM KOoMNbloTEPE, 1 hann KoHpurypaumm config.json dannosoro LLno3a pacnonoxeH
B nanke "%AppData%\NSD FileGateway (310 nyTb K panny config.json no ymonyaHuio).
Ecnn UL He HanpeT hann KoHurypaumm no ykasaHHOMY MyTw, MUrpaumsa HacTpoek
HEBO3MOXHa.

Ecnu B[] nog SQLite Tonbko co3gaeTcst npu nepsoM 3anycke ML Ha Tom e komnbroTepe,
Ha KOTOpoM ycTaHoBneH ®LL, Murpaums HacTpoek 1 CnpaBOYHUKA YHACTHUKOB TpaH3nUTa
NPOVCXOAUT aBTOMATUYECKN, HUKAKNX NOOTBEPXKOEHU He TpebyeTcs.

MW ©ypeT ucnonb3oBaTb TOT Xe caMbli Kpuntorpaduyecknin npodunb, KOTOPbI
ncnonssyet OLL.

NHaye nocne HaxaTtna kHonku "MoaknounTb BA" (cM. Hactpovikm B/1) nosiBUTCSA OKHO C
3aMpoCcoOM Ha MUrpaumnio HacTpoek (cM. puc. 71).

Mwurpauua ns ®ainnoBoro wAaK3a

BeinonxuTte murpauuio uz gaitna ¢ koHdurypaumamn
Qainosoro wneo3a?

Aa




PucyHok 71. 3anpoc Ha murpaumio gaHHbix 13 LU
e Ecnun Haxatb "HeT", To B 6a3e aaHHbIX NpOCTO byaeT co3aaHa CTPYKTypa,
HeobxoamnMas ans pabotbl ULL.
e Ecnu Haxatb "[a", To ULU caenaeT nonbITKy MUrpaumm HacTpoek n3 OLL.

Ecnn murpaumsa npowna ycnewHo, To B XXypHarne nosBaTcs COOTBETCTBYHOLLMNE
3anucu (cMm. puc. 72).

ol NHTerpaumonHeli wakos HP/,
/-/\ Ceoaka 0 BxogaLume nakete! o Woxogawme nakets ® Owmbkn oTNpaskK NoNyHeHnA ® Ouepegps 3agay Kypnan

E B o MogpotHo OTKpLITE $aiin xypHana  OTKPbITE Nanky XypHana

OcraHoeneH

PucyHok 72. 3annck B XKypHane 06 ycnewHon murpauumn gaHHbix n3 ®L

16. JlucT perncrpauum nsmeHeHum

Tuvn OnucaHue nameHeHusA MecTto nameHeHus (CCbInku)
M3MeH
eHunsA

Pepakuusa 22.01.2024

N3m. BHeceHbl yTOUHEHUS, KakMe MOSIHOMOYUS HYXXHbI A5 YctaHoBka VL noa Linux
yctaHoBkm ULL kak cepsuca.

OBHOBMNEHbI CKPUHLLOTLI, CBA3aHHbIe ¢ ycTaHoBkon UL nog

Linux.
N3wm. [na kaHana LKR go6asneHa HacTporika «3arpyxatb [MapameTpbl HACTPOWMKN KaHana
CMpaBOYHUK y4acTHUKOB Penosutapusy». LKR
Uam. [na kaHana WSL yganeHa HacTponka «3arpyxatb [MapameTpbl HACTPOWKN KaHana
CMpaBOYHUK y4acTHUKOB Penosutapusy». WSL
N3wm. YTouHeHo nms cepsuca VLL: igate [MpoBepka paboTocnocobHOCTH
cnyx6bl MIHTEerpaLmMoHHOro
LUM03a

YcTaHoBKa chny>0bl C MOMOLLbIO
KOMaHOHOW CTPOKMU

3anyck cny>obil
IHTerpaLloHHOro Ln3a

OcTtaHoBka cnyxobl
VIHTerpaLnoHHOro Lni3a




YnaneHue cnyobl
IHTerpaLnoHHOro Lii3a

Pepakuuna 18.12.2023

Uam. YpaneHo npumMevaHue, 4To nepep ycraHoskon ML Tpebyetcs | YcraHoska VL nog Linux
yaaneHue npegblayLien Bepcuum.
Hob6aeneHo, 4to ansa yctaHoBku VL kak cepBurca Hy>KHbl
norHble npasa root.
Uam. 3aMeHeHbl CKPMHLLOTBI M X HyMepaums Mo BCceMy JOKYMEHTY
Hos. [oGaBneH pasagen Npo HAaCTPOWKM NPOKCU-cepBepa HacTpoliku npokcu-cepBepa
N3am. BHeceHO yTo4HeHMe, 4YTO HacTpolka «CepuiHbIin HoMep [MapameTpbl HACTPOWKM KaHana
KITMEHTCKOro cepTudmkaTta» aktyanbHa Tonbko gns Windows. | WSL
B OC Linux TLS coefuHeHne CTpOUTCA Ha TOM Xe .
cepTudukaTte, Ha KOTOPOM HakrnaablBaeTCs ANEKTPOHHadA [apameTpbl HACTPOVKA KaHana
noanucb LKR
PaboTtocnocobHocTb kaHana EVT
Nam [lo6aBneHo onncaHne KOHCOMbHbLIX KoMaHAa ans Linux KoHconbHas Bepcusi ML

Pepakuusa 1.12.2023

Nam. M3 cnncka gononnHutensHoro MO uckniodeH .NET Framework PekomeHayemble TpeboBaHUS K
(noa Linux yctaHaenuaetcsi BmecTe ¢ UL, nog Windows yxxe | OC u 10O
ecTb B coctaBe OC)

Nam. [obGaeneHa getanbHasa nHdopmaums npo yctaHosky VLU noa YctanoBka VLU noa Linux
Linux

N3wm. BHeceHo yTouHeHMe, YTO AN KOPPEKTHON paboTbl KoHconbHas Bepcus AL
KOHCOJbHOIO MpunoxeHus B obLmx HacTporikax VLU gomxeH
ObITb yCcTaHOBMNEH donar «3anyckaTb KaHanbl Npu ctapTe
NPUNOXKEHNA»

N3wm. [o6GaeneHa nHgopmaumsa npo yaanenue cepsuca ML YaoaneHve cnyxobl

MHTerpauuoHHoro wnosa 340

Pepakuus 30.11.2023

Nam. OGHOBIEHbI CCINKN Ha AOKYMEHThI CcbINKX Ha AOKYMEHTbI

Uam. BHeceHo yTouHeHure npo 3anyck VL kak cryx0bl Windows u OObuine ceegeHnsi 0 MPUIIOKEHUM
cepsuca Linux WHTerpaumnoHHbin w3 (ML)

Uam. BHeceHo yTouHeHue, 4To YcTaHoska WL napannensHo ¢ OLU YcraHoska VLU napannensHo ¢
BO3MOXHa Tonbko nog Windows, T.k. nog Linux ®LLU He DL
paboTaeT

Hos. Hob6aeneH pasgen npo yctaHoBky ML nog Linux YctaHoBka VLU noa Linux

Nam. HobaeneHbl cBeaeHus npo 3anyck ML nog Linux 3anyck AL




N3m. HobaeneHsbl pekomeHayemble TpeboBaHusa anst OC Linux PekomeHayemble TpeboBaHus k
OoCwnlno
Wam. | [JoGaBneHo npumevaHue, 4to pabota ¢ RSA kpuntorpadmen ObecneyeHue goctyna K
BO3MOXHa Tonbko nog Windows pecypcam HP[1
KaHanbl obmeHa gaHHbIMU
Nam. BHeceHO yTOYHEeHME, YTO HacTpOMKM byaeT nepeHeceHbl 13 Hactpovikn B[
oL B LU Tonbko ecnn ®LL n ML ycTaHOBMNEHBI HA OOHOM
KOMMbloTEPE
Nam. [obGaBneHo yTouHeHue, 4yto pexum HTTPS-coeguHeHns «no O06Lwme HacTpolkM
YMOYaHMO» He NPUMEHUM Ans Linux
N3wm. YpaaneH pasgen «HacTpoiku npokcu-cepsepar Hactpowika NLU
N3wm. 3ameHeHbl CKPUHLLOTbI Mo BceMy OOKYMEHTY
M3wm. [o6aBneHo nHopmaLmsa Npo KOHCONbHYH Bepcuto nog Linux | KoHconbHas Bepcus UL
M3m. [oGaBneHo yTouyHeHne, 4To HacTpowka 3anycka VL yepes HacTtpotika 3anycka ML n3
MnaHMpoBLLMK 3agaHuin JocTynHa Tonbko nog Windows [MnaHMpoBLUMKa 3a0aHUN
N3wm. [ob6aeneHa nHdopmaumsa o npoBepka paboTocnocobHOCTU [MpoBepka paboToCcNoCcoOBHOCTH
cnyx6bl MIHTerpauMoHHoro wni3a nog Linux cnyx6bl MIHTerpaLmMoHHOro
Lin3a
Uam. PefnakumoHHble nNpaBku MpoBepka paboTocnocobHOCTH
KaHanos
N3wm. HobaeneHa MHopmMauus Npo yCTaHOBKY, 3anyCcK, OCTAHOBKY U | YcTaHoBKa 1 HacTporika UL kak
yaaneHue cepsuca nog Linux cnyx6bl Windows unu cepsuca
Linux
Uam. Hob6asneHa nHopmauus, Kak OTKPbITb Nanky ¢ nor gannamm 3anuchk nor-dannos
B OC Linux
Uam. [ob6asneHo yTouyHeHue, YTO B AaHHOM pasferie onucaHa Mpunoxexve 1. YcTaHoBKa U1

ycTtaHoBka PostgreSQL Tonbko nog OC Windows

HacTporika CYB[ PostgreSQL

Pepakuuna 16.10.2023

Uam. YTouHeHa chopmynuposka pexuma WININET gna HTTPS- O6wune HacTpowku
coefMHeHns

N3m. [o6aBneHo yTo4YHeHWe, YTO KOAMpPOBKa (PansioB B apxmBax, Mopsaok BblzoBa MeTogosB REST
nonyvaembix Unn otgaBaemMblx Yepe3s REST API UL, gomkHa API| VL ons npyuema v oTnpaBKu
ObiTe UTF-8. naketos B HP[

Hos [obasneHa HoBas HacTponka kaHana WSL «KaHan TpaH3uTa [NapameTpbl HACTPOWKKN KaHana

2.0»

WSL




Hos [o6GaBneHbl agpeca AN NOAKNIOYEHUS K HOBOM [MapameTpbl HACTPOWKM KaHana

(vmnopTto3amelleHHom) Bepcun web-cepsmca ONYX WSL

Nam. BHeceHbl yTOUHEeHUS, Kakne HaCTpOMKU NpeaHasHaqeHbl [NlapameTpbl HACTPOWKM KaHana
TONbKO ANs pexnma paboTbl co cTaporn Bepcuen web-cepeuca | WSL
ONYX

Pepakuusa 7.09.2022

N3wm. BHecCeHbl yTOYHEHUS, Kakne HaCTPOMKN npegHasHayYeHbl [MapameTpbl HACTPOWMKM KaHana
TONBKO ANsA pexnma paboTbl ¢ nankamm WSL
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