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Appendix 1 to the Electronic Data Interchange Agreement
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1. Terms and Definitions

1.1. "EDI Rules" shall mean these Electronic Data Interchange Rules of NSD.

1.2. "ECR" shall mean the Electronic Communication Rules of NSD, which are set out in Appendix 1 to the EDI Rules.

1.3. "Transit" shall mean an interchange of Transit Electronic Document Packages using the NSD EDI System under Appendix 4 to the EDI Rules.

1.4. Any other terms used in the EDI Rules shall have the meanings given to them in the ECR.

2. EDI Rules and Their Appendices

2.1. The EDI Rules set out the terms and conditions that relate to the regulation, arrangement, and maintenance of EDI.

2.2. The ECR set out the methods and terms and conditions of, and procedure for, electronic communication with NSD, as well as between Participants.

2.2.1. The ECR constitute NSD's internal regulations subject to approval by NSD's Supervisory Board. Before the ECR or any amendments thereto are discussed and approved by NSD's Supervisory Board, the amended and restated ECR or the amendments thereto must be pre-approved by the Central Securities Depository Customer Committee and by the Bank of Russia.

2.2.2. The ECR and any amendments thereto shall only take effect if pre-approved by the Bank of Russia.

2.3. The Forms of Documents Supporting Electronic Data Interchange (EDI) (Appendix 2 to the EDI Rules) contain the EDI Application Form, Power of Attorney Form, Form of a Notification of Receipt of a Certificate that Can Be Used without a Power of Attorney, and NSD’s Details Form for EDI.

2.4. The Specifications of Electronic Messages Being Used by NSD (Appendix 3 to the EDI Rules) set forth the requirements to the data content and structure of Electronic Messages.

2.5. The Procedure for Electronic Data Interchange via the NSD EDI System (Appendix 4 to the EDI Rules) sets forth the procedure for, and terms and conditions of, electronic data interchange between Participants.

2.6. The Procedure for WEB-Interaction (Appendix 5 to the EDI Rules) describes communications between Participants using Web Channels.

3. Communication Channels

3.1. Provided that the Participant has complied with the terms and conditions set out in paragraph 2.5 of the ECR, the Participant may use the Web Service and a qualified Electronic Signature (GOST Standard) to sign Electronic Messages for the purposes of EDI with NSD in the course of depository/clearing/repository operations, as well as for the purposes of EDI with other Participants. 

3.2. To use/change Communication Channels, other than the Web Service, or to use a non-qualified Electronic Signature (RSA), the Participant shall be required to submit the relevant EDI Application Form to NSD. 

4. Submission of Documents Supporting EDI to NSD

4.1. Documents listed in Appendix 2 to the EDI Rules may be submitted to NSD either in hard copy, or in electronic format. 

4.2. EDI documents in electronic format shall be submitted by the Participant as follows:

4.2.1. by e-mail at edodoc@nsd.ru, with the document attached in PDF format, using the form set out in Appendix 2 to the EDI Rules, signed by the Participant's Electronic Signature and encrypted using all of NSD's Electronic Signature Verification Keys the certificates of which are published in the network logbook (register) maintained by the EDI System Provider; 

4.2.2. using the Participant's User Account.

5. Specifics of EDI

5.1. An ED in the NSD EDI System shall be signed with an Electronic Signature, the scope of application of the valid ESVKC of which is “NSD EDI” (for electronic communication in the course of depository/clearing/repository operations) and/or “NSD Electronic Payment System” (for electronic communication in the course of BAS). When the Web Service is used for BAS purposes, the Participant shall sign an ED with an Electronic Signature with the following two scopes of application of the valid ESVKC: "NSD EDI" and "NSD Electronic Payment System". 

5.2. For the purposes of Bank Account Services, the Participant shall be required to use an Electronic Signature Verification Key Certificate (ESVKC) that is linked to the particular user ID (the login to enter the relevant Bank-Client System). Each ID shall have specific user privileges that may be restricted by the Participant. Whether the particular ESVKC and the user ID match, and whether the relevant user privileges are restricted, shall be verified by NSD on the basis of the EDI Application submitted by the Participant.

5.3. The ID of the user of the Bank-Client Internet System or Bank-Client Intranet System, the ESVKC, and the user privileges, taken together, shall be for a single Bank-Client Internet Interface or Bank-Client Intranet Interface, respectively.

5.4. The Participant or NSD shall not accept for execution any Electronic Documents, provided that the Participant or NSD has already received, through any Communication Channel, and accepted for execution an Electronic Document of the same type and with the same ID and date, sent by the same ED Sender.

5.5. Each business day, within the time period between 5.00 pm and 9.00 am (Moscow time) on the next business day, NSD shall send to the Participant, by E-mail / Web Service, a List containing information on all Electronic Documents received and sent by NSD via the NSD EDI System over the time period following the issuance of the previous List.

5.6. Where the Participant discovers that the List contains information on any Electronic Documents that have not been received by the Participant from NSD or have not been sent by the Participant to NSD via the NSD EDI System by E-mail and/or Web Channels, the Participant shall, no later than midday (Moscow time) on the business day next to the date of receipt of the List, give notice to that effect to NSD by E-mail. Otherwise, NSD will consider, and the Participant will be deemed to have acknowledged, that all the EDs listed in the List have been sent/received by the Participant.

5.7. NSD may send Information Messages of two types to the Participant: ordinary Information Messages issued in accordance with the requirements hereof, and open Information Messages which are unencrypted and signed with an Electronic Signature that is contained in a separate file.

6. Amendments to the EDI Rules

6.1. NSD may make amendments to the EDI Rules at its own discretion. 

6.2. NSD shall notify the Participant of any amendments to the EDI Rules as follows:

6.2.1. by sending an Information Message with information about all the amendments made by E-mail and/or via the Web Service; and/or

6.2.2. by posting an Information Message and the amended EDI Rules on NSD's Official Web Site.

6.3. Where amendments are only made to appendices to the EDI Rules which govern Electronic Data Interchange via the SWIFT System, an Information Message containing information on the amendments made shall only be sent to those EDI Participants who communicate with NSD via the SWIFT System. Information to such Participants may be provided via the SWIFT System.

7. Anti-Corruption Clause

7.1. In compliance with the Russian Federation laws, NSD shall have in place and take steps to prevent and fight corruption. NSD shall not be involved in any behaviour treated by the Russian Federation laws as active or passive bribery or other corrupt business practices, in particular paying or giving, or offering to pay or give, any money or other valuables, either directly or indirectly, to any person with the intention of influencing his actions or decisions in order to obtain any undue advantage or to pursue any other inappropriate purposes, and neither shall NSD make any other thing in violation of the anti-bribery laws of the Russian Federation.
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